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The man who removes a mountain begins by carrying
away small stones.
—DProverb

hina has embarked on an ambitious initiative

coined “Made in China 2025, pledging to

lead global efforts in microtechnologies and
artificial intelligence, among other science, technol-
ogy, engineering, and math (STEM) developments.
China’s actions are considered to be part of what is
known as unrestricted warfare, as discussed in John
Van Messel's master’s thesis “Unrestricted Warfare: A
Chinese Doctrine for Future Warfare?” They are a way
for China to compete with the United States through
economic advancements and the internet rather than
through traditional military means.!

Along with deep learning and artificial intel-
ligence, our nation’s universities are leading the
charge on innovation and creating technology with
insurmountable outcomes. As noted by Will Knight,
“We've never before built machines that operate in

CHINA'S NEW

STYLE WARFARE

*

ways their creators don’t understand”” These ad-
vancements spawned in academia are targeted by the
Chinese, who see their procurement by any means

as a shortcut to catching up with U.S. technology.
Therefore, understanding the threats and possible
strategies that China is employing and safeguard-
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Figure. Intellectual Advancement and Protection Strategy

a definite place among tried and true military tactics
and strategies (see figure).

The National Security Strategy of the United States of
America outlines the need for examining new ways to
address the potential threat from China, citing a clear
concern over the current prevention methods. The gov-
ernment has taken careful measures to safeguard work
with partnering industries, but the same cannot be said
for the early innovation cultivated within academia. The
need to protect and preserve intellectual property leads
to increased motivation to maintain the highest quality
of recruitment efforts across academia, industry, and
government; and a mass of newly generated systems and
intellectual properties are being exchanged at the higher
education level. This unmonitored flow of information
puts us in a compromising position and demonstrates the
need to put forth solutions that are both purposeful and
systematic to protect our nation’s interests at the source of
research and collaboration.

By taking lessons learned from the military, we can
safeguard our intellectual property as a top priority through
multiple lines of effort that identify, track, and protect our
education systems from our country’s adversaries.

What Does the Data Say?
According to the Defense Security Service,

a Department of Defense agency that protects

American technology, a staggering 24 percent of

foreign efforts to obtain information in 2014 ap-
peared in the form of academic solicitation or “the
use of students, professors, scientists, or researchers
as collectors.? So we must ask ourselves, where does
our intellectual property go during and after academ-
ic research? Do we really know where our university
students are going, and what they are doing with all
the knowledge and partnerships they have gained? We
honestly do not know the whole picture; we do not
have a solid means of tracking intellectual information
gained from research universities, let alone what hap-
pens to it once a foreign student or professor involved
in such research returns to his or her home country.

Professional educators know that their success is
tracked by their alma maters years after completing
their requirements for graduation. Their certification
scores, evaluations, professional development, and
contribution to the field of education remain directly
tied to their schools” accreditation and, ultimately, the
schools’ ability to recruit and retain similar high-per-
forming students and eventual graduates. In addition,
each university follows its own guiding principles for
program evaluation along with accreditation guidance.
Unfortunately, this makes it difficult to see standard-
ization or possible tracking solutions that fit across a
universe of professorial protocol.

We can, however, learn lessons by examining past
cases of espionage, such as that of Zhang Hao in
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2015. Zhang was arrest-
ed and indicted after

a decade-long process

of stealing information
and processes on mi-
croelectronics from the
United States. He was a
Chinese professor who
studied and worked in
the United States while
stealing sensitive in-
formation to establish
his own university and
business programs to de-
velop technology as part
of a billion-dollar-a-year
business.* The U.S. gov-
ernment investigation
determined that Zhang
had been executing his
plan for a long period

of time through trusted
collaboration all the way
to the university level.

EXPLOITING EDUCATION SYSTEMS

WANTED

BY THE FBI
APT 10 GROUP

Conspiracy to Commit Computer Intrusions; Conspiracy to Commit Wire Fraud;
Aggravated Identity Theft

ZHU HUA

ZHANG SHILONG

DETAILS

On December 17, 2018, a grand jury in the United States District Court for the Southern District of New York indicted ZHU HUA, aka “Afwar," aka “CVNX," aka
“Alayos," aka “Godkiller,’and ZHANG SHILONG, aka “Baobeilong,” aka “Zhang Jianguo,” aka “Atreexp,’ two members of a hacking group operating in China
known in the cybersecurity community as Advanced Persistent Threat 10 (the “APT 10 Group”), with conspiracy to commit computer intrusion, conspiracy to
commit wire fraud, and aggravated identity theft. The defendants worked for Huaying Haitai Science and Technology Development Company located in
Tianjin, China, and they acted in association with the Chinese Ministry of State Security’s Tianjin State Security Bureau.

As alleged in the Indictment, from at least 2006 through 2018, the defendants conducted extensive campaigns of global intrusions into computer systems
aiming to steal, among other data, intellectual property and confidential business and technological information from more than at least 45 commercial and
defense technology companies in at least a dozen states, managed service providers (“MSP"), which are companies that remotely manage the information
technology infrastructure of businesses and governments around the world, and U.S. government agencies. The victim companies targeted by ZHU HUA and
ZHANG SHILONG were involved in a diverse array of commercial activity, industries, and technologies, including aviation, space and satellite technology,
manufacturing technology, oil and gas exploration, production technology, communications technology, computer processor technology, and maritime
technology. In addition, for example, the APT 10 Group’s campaign compromised the data of an MSP and certain of its clients located in at least 12 countries
including Brazil, Canada, Finland, France, Germany, India, Japan, Sweden, Switzerland, the United Arab Emirates, the United Kingdom, and the United States.
The APT 10 group also compromised computer systems containing information regarding the United States Department of the Navy and stole the personally

To avoid future situ-

or Consulate.

ations similar to that of

Zhang, academic profes-

identifiable information of more than 100,000 Navy personnel.

If you have any information concerning these individuals, please contact your local FBI office, or the nearest American Embassy

www.fbi.gov

sionals must understand
and define intellectual
property and determine
whether it could poten-
tially be used to compete
with U.S. economic interests or, in a worst-case scenar-
io, present itself as a national security concern. A major
challenge ahead stems from defining intellectual prop-
erty. This task requires multiple partners and entities to
engage in and establish left and right limits for defining
intellectual property and any potential impact.

Proposed Solutions

To use the overarching Chinese proverb of small
“stones” as an analogy for potential solutions, we cannot
fence off our academic mountain completely. That would
be both impossible and impractical. The students pro-
viding valuable research work and the collegiality and
empowerment being forged by university collaboration
are absolutely necessary for our country to keep moving

An FBI wanted poster depicts two Chinese nationals accused of hacking more than forty-five commercial
and defense technology companies. The authors assert that companies should learn lessons from the mili-
tary regarding how to protect intellectual property. (Poster courtesy of the Federal Bureau of Investigation)

ahead with innovation in every single field. Students
bring “stones” of their own that solidify our mountain,
growing it in ways that would not be possible any other
way. As for the “stones” being taken away, we cannot pre-
vent students from obtaining knowledge and taking intel-
lectual information elsewhere to competing countries or
any country for that matter. That is, after all, why many
international students come to the United States—to
empower themselves to make changes in their respective
corners of the globe.

There is no single solution that will work to stop
intellectual property theft. Instead, rather than resort
to apparent and extreme xenophobic vetting (a prac-
tice quite far from the true American spirit), we must
employ multiple lines of effort to begin combatting such
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actions. We can mitigate risks as best as we can while
promoting and protecting our innovation base by using
some of the best technology and practices available. Each
line of effort must be valid, reliable, and practical if we
plan on being successful.

Line of effort: Identify and classify sensitive re-
search. The first line of defense is to know what is and
would be at risk in the first place. This is easier said than
done for a multitude of reasons. Much of the research
and technological developments occurring in academia
have not been identified by the government or the mil-
itary for the use of national security or defense. Daniel
Golden, author of Spy Schools: How the CIA, FBI, and
Foreign Intelligence Secretly Exploit America’s Universities,
addresses quite a few stories of espionage and the histor-
ical and ongoing exploitation of U.S. education systems.
We do know that “almost two-thirds of all economic espi-
onage cases alleging a foreign destination for stolen trade
secrets involve China.® Although the emphasis of the
book is targeted at our own use and misuse of intelligence
rampant throughout key higher-education institutions,
Golden introduces several similar case studies like that of

EXPLOITING EDUCATION SYSTEMS

Liu Ruopeng, chairman of KuangChi Science, presents the Kuang-
Chi Martin Jetpack at a KuangChi Global Innovators meeting 20
July 2015 in Shenzhen, Guangdong Province, China. (Photo by Mao
Sigian, Xinhua, Alamy Live News)

Liu Ruopeng, who sold intellectual property and opened
facilities to Chinese colleagues in a series of misguided
attempts to steal practices and processes. In that instance
and in hindsight, Lius former professor, David Smith, was
quoted as saying, “No one has any training in intellectual
property. It's something we're all grappling with—where
to draw the line® At the same time, many universities ac-
tively seek out funding and project coordination with the
military for research that has very particular protocols
for safeguarding information. This line of effort focuses
entirely on identifying and classifying our intellectual
property. Essentially, we need to examine what “stones”
we have, how many we have, how important they are,
and how vulnerable they are to being taken.

Within a decade, we have increased active-shooter
training in universities tenfold. We should apply the
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If we take practices from DARPA and help train univer-
sities to self-identify, classify, and stay vigilant about our
partners and research, we can start building proactive
prevention practices to protect intellectual property.

same care and caution to integrating inclusive commu-
nity and intellectual property training into academia.
Embedding training and guidance on insider threats as
well as incorporating relevant and appropriate govern-
ment or military policy would help to alleviate some of
the concern that higher education may face with the
development of sensitive research.

As discussed in Spy Schools, much of the collabora-
tion among students, faculty, and fellow international
institutions is unwritten, without formal limitations or
agreements that are clearly defined.” A lesson we can
learn from the military involves examining the levels of
foreign disclosure among military centers of excellence
across the nation. For every program of instruction, we
know who can or cannot be in that instruction or part of
that collaboration based on our international relation-
ships and agreements. There are levels of foreign disclo-
sure associated with the classification of documents and
locations that help create a standardization.

Another essential part of this first line of effort
extends past training on intellectual property to the
understanding of sensitive information. There is no
doubt that we collaborate with a number of partners
at the university level, providing the ultimate breeding
ground for unprecedented and innovative work. A
big part of that includes the responsibility of faculty
and students to know when they are engaging in or
even stumbling upon something that has the potential
to endanger lives if put into the hands of our nation’s
adversaries. At the lowest level, students within any
program, STEM especially, need to be knowledgeable
of the dangers inherent in their work and how to iden-
tify and report suspicious activity. We have to prioritize
specific universities and programs, and use pilot pro-
grams that encourage identification and reporting as a
means to start building a database for examination and
development of best practices to implement elsewhere.

The Defense Advanced Research Projects
Agency (DARPA) can show us a lot when it comes

to collaboration with sensitive and groundbreaking
information. The organization refers to university
collaborators as part of an ecosystem of innovation,
providing multiple pathways and incentives embedded
within collaborative work.® Historically, DARPA has
been a catalyst for growing highly impactful defense
research with a huge scope and footprint. Examples of
DARPA’s work include including improvements on the
standard M16 rifle in the 1960s, to the Lockheed Have
Blue, the first practical combat stealth aircraft in the
1970s and 1980s, to the very recent transfer of work

to the Office of Naval Research on the Sea Hunter,

a new unmanned surface vehicle that is capable of
traveling across great distances of water without any
crew. These examples and many other unprecedented
projects greatly affect our soldiers on the battlefield
today. With so much at stake regarding our ability to
obtain and hold a strategic advantage, it makes sense
for DARPA to clearly outline projects, permissions,
clearances, and protocol for engaging in research
projects. DARPA also delineates between fundamental
research and the dissemination of research that could
jeopardize national security, including work that is tied
to military systems or manufacturing technologies.’

STEM programs within universities are not op-
erating with the same awareness, knowledge base, or
protocol to identify sensitive information or define
and designate fundamental research. If we take
practices from DARPA and help train universities
to self-identity, classify, and stay vigilant about our
partners and research, we can start building proactive
prevention practices to protect intellectual property
that may be leveraged against us.

Line of effort: Track and report intellectual
exchange and theft in higher education. Identifying
best practices for avoiding intellectual property theft
happens only after we collect data on how universi-
ties are, in fact, collecting data on intellectual prop-
erty. Studying universities’ efforts with regard to
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If users have to submit requests to gain more access,
it becomes easier to track areas that have been iden-
tified as sensitive or of high interest based on specific
priorities and to track the information requested by
organizations or individuals.

intellectual theft and espionage is supported within
the National Security Strategy.'® However, as with most
strategic-level documents containing intellectual
property and regulatory guidance, practical imple-
mentation and execution directions are not often
provided. Fortunately, DARPA again shows us how
technology can provide a means to achieve the type of
analytics needed for tracking and reporting.

DARPA uses Polyplexus, an online, social collabo-
ration platform, which aims for research-and-develop-
ment productivity and encourages micropub portfolios
and contribution from similar projects to working
experts in an “incubator environment,” “where startup
businesses and concepts can be developed without the
pressure for instant revenue generation in the market-
place” DARPA’s mission, “Shape the questions that
shape the future, demonstrates the collaborative nature
of the multiple organizations involved in compound
levels of research.” Importantly, the fact that all of this
collaboration occurs within an online social media plat-
form allows for examination of trends and quantifiable
data to help determine what is being paid attention to,
what it is being used for, and the potential for its future
development and further collaboration.

A similar platform should be used for universities
in a cooperative consortium, enabling faculty and even
students to track and report the movement of intellectual
property while working. The multiple levels of Polyplexus
allow for individual users to collaborate based on their lev-
el of interest and partnership, similar to the government’s
adherence of “For Official Use Only” material. If users
have to submit requests to gain more access, it becomes
easier to track areas that have been identified as sensitive
or of high interest based on specific priorities and to track
the information requested by organizations or individuals.

Machine learning has become an important way of
using technology to enhance our ability to look at infor-
mation in a more analytical and efficient way in order to
make informed decisions. One of the challenges of new

systems is understanding how machines can come to

a particular result or solution. However, achieving this
understanding introduces an element of trust between
humans and machines, making it less difficult for users to
embrace widespread technological use.

Our government currently uses systems that monitor
and report fraud, waste, and abuse.” The system gets
‘smarter” the more transactions it encounters, identify-
ing patterns and trends that are otherwise missed. This
ability also adds to the validity and consistency of reports
as well as potential or proposed changes.

If we employ machine learning to a social research
online platform, systems can alert us to potential mis-
use of intellectual property by taking the unseen parts
of collaboration and making them visible far quicker
and with a wider scope than a highly trained individu-
al could. Reporting and following structured protocol
then becomes more effective, and these systems could be
implemented across multiple universities or collabora-
tive programs. Incorporating operative training systems
makes tracking and reporting more valid, reliable, and
practical for all partners involved.

Line of effort: Protect intellectual property
through the recruitment and retention of interna-
tional students. This nation’s universities have some
of the best research reputations the world can find.
In 2012-13, nearly 60 percent of engineering doc-
torates conferred by U.S. universities were earned by
international students." Although this helps our na-
tion build highly revered researchers, practices, and
technological developments, it also increases the risk
for malicious behavior by our adversaries. As out-
lined in the National Security Strategy, there is no true
way to eliminate all the threats that are present in
our universities. However, we can still work toward
mitigating as many risks as we can through recruiting
and retaining the most innovative students regard-
less of their nationality. To better understand the
strategies we need to implement, we must examine
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current and best practices across universities regard-
ing recruitment and retention.

As a top university, Stanford is highly sought after
for robust, life-changing scholastic pursuits. Situated less
than fifteen miles from the ever-expanding Silicon Valley,
Stanford remains on the cutting edge of technological
research and development. Along with many other highly
esteemed universities, the institution hosts many interna-
tional students and actively seeks out diversity across its
programs. The Chinese Undergraduate Visiting Research
Program, in partnership with the Stanford School of
Engineering, brings multiple Chinese students into

zations to use.

advanced research with Stanford’s students and faculty.
This program brings together great minds and a tremen-
dous opportunity for Chinese students to be embedded
into a central hub for engineering and innovation within
the United States. With that opportunity also comes
tremendous risk for the intellectual property that comes
out of the research. In reviewing the protocol for accep-
tance into the program, Chinese universities select the
eligible individuals and prepare applications for Stanford
faculty to select from. Each Stanford faculty member
chooses the individual best suited for the program and
the requirements. Upon acceptance, “the China Programs
staff coordinates this process and, once the students are
selected, organizes their admission to Stanford, visas,
housing, travel, and other logistics”"* Although Stanford
does not control the competitive Chinese application
process, the university does control the selection and
acculturation process of students. The program does not
specifically outline if the research associated with the
program is sensitive or not. A question we should ask in
this case is: What training on intellectual property and
cultural sensitivity do the faculty, staff, or students have?
In order to maintain the overall intent of collaboration,
Stanford staff maintains the application selection process
and procedures. Combining military insider-threat

EXPLOITING EDUCATION SYSTEMS

training along with successful university practices, we can
start to piece together a legitimate process for universities
and organizations to use that would mitigate some of the
known risks with encouraging global collaboration.

We should also take care to avoid too many restric-
tions on international students. We could lose some of
the best research contributors as well as increase the
likelihood that students feel unwelcome through the
pressure of being regarding as possible espionage or
insider threats. There needs to be oversight regarding
implementation of any risk identification and mitigation
program primarily due to pushing from one extreme to

Combining military insider-threat training along with
successful university practices, we can start to piece to-
gether a legitimate process for universities and organi-

the other. For example, a 2018 New York Times article dis-
cussed Duke’s suspicions of possible espionage involving
the technological advancements of a Chinese researcher
while at the university in 2008. “The researcher, who was
investigated by the FBI but never charged with a crime,
ultimately returned to China, became a billionaire, and
opened a thriving research institute that worked on
some projects related to those he studied at Duke"®
The technological advancements were directly related
to creating an “invisibility cloak” that could take fighter
jets off a radar system at any time. This research is now
making its way through Chinese defense funding and has
emerged as a potential national security issue.

Fast forward to January 2019, where the director
of graduate studies in the Duke University School of
Medicine’s Master of Biostatistics Program was asked to
step down for comments made to students about speak-
ing only English, even within the lobby of the school, to
“demonstrate a deeper commitment to their program”"’
It was not the first email the director had sent regarding
language use. Even though this person remains on staff,
the concerns over xenophobia and racism after the inci-
dent have scarred some of the Duke community.

If universities follow best practices for inclusive pro-
grams that enrich and nourish the important ties between

MILITARY REVIEW ONLINE EXCLUSIVE - AUGUST 2019

7




EXPLOITING EDUCATION SYSTEMS

Our understanding of intellectual property and the
laws that govern research and development are quite
different from those in China.

staff, students, and the community, it will build the loyalty
and sense of belonging that is the basis for trust. Similarly,

the U.S. military puts a lot of emphasis on the importance
of trust; truly, our foundation is built upon trust first.

Alternative Viewpoint

Arguments against further restrictions on access
to research emerge out of the discussion surrounding
information that would be accessible by anyone once it
is published and distributed anyway. Another argu-
ment is that information or breakthroughs generated
in research would not be possible if not for the contri-
butions from international students. And we know that
some information obtained and the professional net-
working that occurs during the research process goes
above and beyond the expected outcome. However,
these facts are irrelevant to the arguments for identifi-
cation, data collection, and recruitment.

In many cases, hindsight and lessons learned are
the only ways to know something had the potential to
do further damage than anticipated. For example, in
the case of Liu Ruopeng at Duke University, photos
and information were used by China at an accelerated
rate compared to that in the university setting, impact-
ing the Chinese industry and market along with the
United States. China embedded professors for the sole
purpose of creating the technology first.

Duke’s experience with xenophobia is not a novel
occurrence. The reputation of Duke, along with sim-
ilarly targeted institutions, affects their legacy and
their expectations moving forward. Organizations can
overreact on both sides. The solution lies with using data
that can work as an advantage in regulating how univer-
sities respond to incidents. Collecting data also provides
the analysis needed to know what type of education
and training are necessary to reach the ideal outcome
described in the National Security Strategy. The notion
of subjecting all Chinese or international students to
rigorous, or worse, xenophobic vetting, is abhorrent,

unrealistic, and a tremendous disservice to the practice
and embodiment of university research.

It comes as no surprise that the information and
discussions generated in universities are desired by our
adversaries. Since the launch of Sputnik in the 1960s,
the affiliation between government and academia has
been a love-hate relationship. Spy Schools addresses past
and even recent interworkings of the CIA and other
U.S. agencies embedded within universities, known and
unknown to students and faculty. This raises questions
on academic boundaries, integrity, and trust between
organizations. Government involvement within
research is not always welcomed or wanted. However,
transparency is key, and the evidence of Chinese inter-
actions and the billion-dollar companies emerging from
U.S. educated students is undeniable.

Recent news has highlighted the work of He Jiankui,

a scientist who has now officially and successfully geneti-
cally altered babies in China. Although Chinese born, he
gained his education from Rice University and Stanford
University, where he worked with Stanford bioengineering
and applied physics professor Stephen Quake, who works
on DNA sequencing. He then took his knowledge and
experience with sequencing DNA and built on it to alter
DNA (something that gene-editing experts have feared
since creating the technique coined CRISPR).* Some of
the same technology is used within U.S. programs, but our
understanding of intellectual property and the laws that
govern research and development are quite different from
those in China. These are all facts we have to consider
when recruiting and accepting students who are planning
to return to their home country with systems and process-
es gained at our country’s top universities.

Implications and a Call to Action

The use of military practices may not always trans-
late into the higher education world. In fact, the phil-
osophical and practical approaches to these issues are
frequently in opposition. A military response often
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requires extreme vetting as the most direct method to
mitigate risks, whereas the core framework for higher
education thrives on the power of collaboration across
multiple disciplines, abilities, and cultures. However,
the fundamental belief in protecting information
can be capitalized and leveraged within universities
with the assistance of military decision-making,
problem-solving strategies, and the ideals of joint
collaboration. Military partners would have to pro-
vide monitoring and report training for faculty and
students that could be disseminated across sensitive
programs and partnerships. The whole idea of “if you
see something, say something” remains an effective
means to thwart threats due to the fact that every-
one has a buy-in and must contribute to keep us all
safe. In Spy Schools, Golden notes, “It wouldn't be that
hard to tighten up the intellectual property rules and
have written collaboration agreements and have more
courses about intellectual safeguards”’® The ever-vig-
ilant mentality, training, and implementation must
be inclusive due to the very nature of diversity with-
in higher education. If we force these efforts in the
wrong way, we stand to lose a lot more than research
and development; the core ideals of our education
systems are at stake, and we can lose the students who
make our programs and advancements possible.
Higher education institutions are responsible for im-
plementing and evaluating the success of their programs
and must report those findings to government part-
ners in order to find those tricky but all too dangerous
single points of failure for universities. The side effect of
increased training and vigilance could increase reporting
regardless of the true occurrence of actual espionage.
This walks dangerously along the line with the incorri-
gible actions surrounding the mistreatment of students
that have been reported in the past.

EXPLOITING EDUCATION SYSTEMS

For higher education institutions, the adjustment to
government or military involvement is also a concern.
The nature of exploratory research and the spirit of
academia may clash with the restrictive culture of outside
interests. For the path of least resistance, and in keeping
with the ideals of academic endeavors, monitoring and
reporting at the student and faculty level is a possible
plan of action. Much like priorities within the military,
universities that have been identified as sensitive research
institutions must incorporate initial and long-term plans
for integration and evaluation of the lines of effort. Using
similar platforms to DAPRA’s Polyplexus design, we can
provide structure and potential systems to help universi-
ties tackle the depth of research exposure while encour-
aging advanced research and tapping into the benefits of
social media and other modern forms of collaboration.

Conclusion

The burden of success is remaining just that—suc-
cesstul. Our nation competes globally but rarely looks
into the safeguarding of our innovations during their
infancy at the academic level. Failure to protect intel-
lectual property and the exploitation of U.S. education
systems have potentially dire consequences. This article
serves as a means for providing viable solutions to the
potential threats and issues related to the U.S. National
Security Innovation Base.”® The proposed call to action
regarding national security priorities must be addressed
if we intend on mitigating the risks associated with
allowing faculty and students to work and research
autonomously (without an understanding of the infinite
impact they could have on our national security, our
intellectual advancement, and our economic prosperity).
As Americans, we must embrace both realism and ide-
alism so we know which “stones” are worth keeping, how

to protect them, and which ones we should share. =
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