People hold a banner reading “We demand a referendum” as they shout slogans during a pro-Russian rally 8 March 2014 in Donetsk, Ukraine,
and as Russia was reported to be reinforcing its military presence in Crimea. (Photo by Sergei Grits, Associated Press)
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n February 2013, Russian Chief of Staff Valery

Gerasimov published “The Value of Science is

in the Foresight,” which describes a twenty-first
century battlefield replete with new methods, capabil-
ities, and applications of war that transcend accepted
contemporary definitions and uses of military power.!
Subsequent Western debate on Gerasimov’s discourse
(dubbed the “Gerasimov Doctrine”) often focuses on
whether Gerasimov’s ideas represent old or
new ways of war and whether Gerasimov in-

war and blended the rules of warfare to enable more
interaction among the instruments of national power
to pursue strategic interests.

In a metaphorical sense, depicted in figures 1 and
2 (page 41), Russian actions in warfare under the
Gerasimov Doctrine have “expanded Tolstoy” (i.e.,
created more fluid conditions between war and peace)
while “shrinking Dostoyevsky” (i.e., reducing the crimi-

tended to describe a distinctly Russian style
of warfare for the twenty-first century.”
To be sure, the evolution of military

In previous eras, the conditions of war and peace (Tolstoy)
have been clearly defined; wars were declared and strictly
military action (generally) governed its conduct; likewise,
conditions of peace were clearly articulated in treaties and

thought and science is an ongoing discus-
sion within Russia that involves not just
Gerasimov, but other prominent Russian
military officers as well. So, as retired

Lt. Col. Timothy Thomas points out,

it is wise for Western military analysts

to not exclusively categorize trends in
Russian warfare.? However, the Gerasimov
Doctrine represents the most powerful
and relevant current adaptation of Russian
military thought, and it describes a new

enforced with alliances.

—
'E,

Declarations
Military actions

Peace

Treaties
Formal alliances

type warfare that emphasizes Russian
development of capabilities to defend and
win in the cyber and information domains
as the critical domains of future warfare
(vice actual kinetic combat).” In any case,
Russian actions on the international stage The
have demonstrated a style of warfare that
comprehensively integrates all instruments
of national power (in militaristic ways)

to achieve strategic objectives countering
Western influence. The title of the re-
nowned Russian novelist Leo Tolstoy’s mas-
terpiece War and Peace alludes to discrete
conditions of the modern Russian approach
to warfare. Like Western concepts of the “gray zone,
the Tolstoyan concept expands the spectrum between
war and peace to include levels of conflict that satisty
neither of the extremes—yet remain viable arenas to
promote strategic interests using force. Likewise, akin
to the boundaries of criminality that timeless Russian
author Fyodor Dostoyevsky explored in his classic
work Crime and Punishment, current Russian modes
of warfare have shrunk the criminal boundaries of

criminal domain (Dostoyevsky) consists of unacceptable

behaviors punishable by law in both war and peace.

(Graphic by author)

Figure 1. Expanding Tolstoy and Shrinking

Dostoyevsky Construct Explained

nal boundaries of national activities to prosecute war).
As alinchpin that increasingly knits the contemporary
modes of Russian warfare together, the broad range of
information operations (IO) has played a major role
in Russian actions, inverting the paradigms of warfare
espoused by U.S. doctrine and thus presenting the U.S.
joint force with significant challenges.

Given the above discussion, the intent of this paper
is to outline the major ways that recent Russian IO
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RUSSIAN INFORMATION DOMAIN

Expanding Tolstoy: Modern warfare has eliminated the discrete
boundaries between war and peace conditions and expanded the
states of conflict that can exist short of declared war; all
instruments of national power now participate in the contested
space along the continuum between war and peace.

™~

Removal of defined l
barrier between notions
of war and peace

Cyber acts

Conditions of war and peace
now defined along a
continuum

Illicit activities

Shrinking Dostoyevsky: Modern warfare modes have incorporated
elements of criminal activity by states who leverage “deniability”
concepts to shield their actions—shrinking the domain of crime.

(Graphic by author)

Figure 2. Expanding Tolstoy and Shrinking Dostoyevsky in
Terms of Contemporary Understanding of War

actions (as part of the Gerasimov Doctrine) have
inverted commonly held U.S. paradigms of warfare.
Upon illuminating the role of IO in forging new
applications of war that depart from U.S. notions, this
paper distills the major implications for the U.S. joint
force in terms of policy, doctrine, and capabilities. On
this basis, recommendations can be made regarding
how to populate, train, and equip the joint force (espe-
cially Army forces) to counter and proactively guard
against Russian IO actions that undermine or deliber-
ately target U.S. interests in contested areas.

Paradigm Inversions: Three Ways
Russian 1O Actions Challenge
American Conceptions of War

One long-held paradigm of U.S. approaches to war-
fare necessitates that combat power be dedicated toward
the destruction of the enemy. Modern joint doctrine still
speaks of the Clausewitzian concept of center of gravity
as the main source of an enemy’s power that should be
attacked with the full force of combat capabilities to

ensure an enemy’s defeat.® This paradigm appears as sim-
ple and obvious as the front plate on a Claymore mine
that reads “Front Towards Enemy” However, Russian IO
actions, as a Gerasimov Doctrine application of combat
power, demonstrate that in the era of limited “wars of
choice) concerted and weaponized IO efforts can be di-
rected toward friendly audiences and centers of gravity to
deliver decisive effects cultivating and sustaining public
opinion supporting government and/or military action.
According to analyst Stephen Blank, Russia can use

the decisive force of IO on its own domestic population
because Russia has “securitized” the information instru-
ment of national power.® That is, Russia has convinced
its population that information is a national security
matter and the government therefore has a compelling
interest in controlling it. Russian actions controlling the
information that it feeds to its population have been on
tull display during the Russian annexation of the Crimea,
where political scientist Ioana-Nelia Bercean notes that
domestic support of Russia’s actions remains high.” The
combat potential of Russia’s paradigm inversion is clear
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when juxtaposed against the influence of public opinion
in recent American military efforts: while public support
for American campaigns in Iraq and Afghanistan dwin-
dled over time to induce massive strategy shifts, Russia
continues to target its own population with IO actions
that preserve and monopolize public opinion justifying
its counter-Western actions contending with American
strategic objectives in Europe.

Another time-honored paradigm of Western war
(from the Clausewitzian tradition) frames war as
an extension of politics. Reflecting this dynamic, the
joint force under U.S. law serves its civilian political
masters in executing national strategy and foreign
policy delineated by elected political elites. Russia’s IO
actions, on the other hand, delve into and rely heav-
ily on political messaging and political tampering to
achieve strategic ends. In this sense, its IO actions treat
politics as an extension of war. Such actions have found
fertile ground in the former Soviet states of Eastern
Europe. The Republic of Moldova serves as a striking
current example of the effects of Russian political
IO actions. According to Moldovan military reports,
many political parties in Moldova have been infiltrat-
ed by pro-Russian personalities who have overt links
to Moscow and regularly visit Russian leaders.® The
direct input from the Russian information machine
to Moldovan politicians exerts pressure on Moldovan

Byla fuz
Mosk,

Moldovans protest a NATO summit 9 July 2016 in Warsaw, Poland.

Moldovans of ethnic Russian descent together with pro-Russian eth-
nic Moldovans increasingly act in concert in organized efforts such as
demonstrations to put pressure on the Moldovan government to ac-
quiesce to Russian government policy demands. Reportedly cultivated
and supported by Russian agents, these efforts specifically promote
agitation against Moldova to decrease that country’s association with
the European Union and NATO. (Photo by Denis Bolotsky, Sputnik)

society in the form of anti-Western statements or
pro-Russia endorsements from political pulpits.
Russia’s treatment of politics as an extension of war
has had positive effects reshaping Moldovan public
opinion, as recent polling figures suggest a significant
drop in support of the European Union and NATO.’
Perhaps more famously (and distinctly more ominous-
ly), Russian political IO actions have been implicated
and heavily investigated in the tampering and release
of information associated with recent U.S. presidential
election processes.' If true (or perhaps even if untrue),
the inversion of the Western paradigm specifying
the relationship between politics and war portends
foreboding consequences for sovereign states, as IO
operations can seemingly influence regime changes
without the firing of a single bullet.

Finally, a paradigm of U.S. joint warfare frames
all operations within the context of “legitimacy” that,
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accordingly, identifies the imperative that all operations
be perceived as legitimate and credible. Joint Publication
(JP) 3-0, Joint Operations, elevates the concept of legiti-
macy into one of the principles of joint operations and
defines it as a “decisive factor of operations” based on the
“actual and perceived legality, morality, and rightness”
of an operation." In this paradigm, to ignore legitimacy
is to sacrifice the purpose and effects of the operation.
Russian IO actions have demonstrated a penchant for
inverting this paradigm so that legitimacy does not
validate operations, but rather operations validate their
legitimacy. Russian manipulation of social media and
the cyberspace realm of IO provides the most pertinent
example of Russian efforts in this space. Scholar Jessikka
Aro notes how a modern component of Russian infor-
mation warfare consists of government paid commen-
tators who troll social media sites and post propaganda,
fake news, and overtly pro-Russian messages designed
to confuse audiences or reinforce pro-Russian informa-
tion themes." This aspect of information warfare plays
on the twin concepts of deniability and attribution to
create chaos. As analyst Oliver Fitton puts it, efforts in
cyberspace and social media are difficult to conclusively
attribute to official Russian instruments of power and
therefore give the Russian apparatus deniability in these
operations.”> Without the burden or imperative of being
perceived as legitimate or credible, Russian IO actions
can spin, craft, and create narratives that suit their objec-
tives by continually flooding the information space with
messages that advance their interests.

Overmatch: The Limits of Joint
10 Doctrine and Policy

Russian IO actions employ and integrate all
instruments of national power to exploit seams and
gaps in U.S. joint IO doctrine and overarching policy.
By turning the propaganda effects of their IO actions
against their own people to control public opinion,
Russian actions trespass into areas of manipulation
that the democratic principles that undergird joint
policy and doctrine cannot (with good reason) em-
ulate. Indeed, both policies that govern the conduct
of IO—Department of Defense Directive 3600.01,
Information Operations, and Chairman of the Joint
Chiefs of Staff Instruction 3210.01C, Joint Information
Operations Proponent—strictly and explicitly prohib-
it IO activities “intended to manipulate audiences,

RUSSIAN INFORMATION DOMAIN
public actions, or opinions in the United States”"*
In democracies, the ends cannot justify the means,
which, while potentially ceding a critical IO advan-
tage to Russia, actually reinforces civil society and
suggests an effective counter-10 strategy that will be
discussed in the next section.

JP 3-13, Information Operations, characterizes 10 as
“the integrated employment, during military operations,
of IRCs [information related capabilities] [emphasis
added]”" This makes it clear that, institutionally, the
joint force generally views IO as a force multiplier for
military actions. But Russian IO efforts, under the
“securitized” concept mentioned earlier, have expand-
ed the scope of what constitutes a “military operation”
into all domains of national power that far outpaces
U.S. joint doctrine conceptions of IO applications.

To illustrate, the instruments of national power are
doctrinally represented in JP 3-0 in terms of the
separate domains of diplomacy, information, military,
and economic, commonly
depicted using the acro-
nym “DIME! For Russia,
however, the separate
block letters of DIME do
not capture the roles and
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tween their instruments.
Rather, a cursive depic-
tion of DIME —with
connected letters—better

an MA in public poli-

cy—-Middle Eastern affairs
captures the highly inte- from Liberty University,
grated Russian approach, and he is a recent gradu-
and the term “national ate of the Command and
instruments of war” (not General Staff College, Fort
power) better articulates Leavenworth, Kansas. He
the blended construct of

the Russian securitized

has served in multiple tours
in Afghanistan and locations
environment. Figure 3 throughout the US. Central
(on page 45) visually

depicts the different con-
structs of national power.

Command area of responsi-
bility as an infantry platoon
leader and Special Forces
The Russian construct detachment commander.
integrates IO actions He most recently deployed
across all instruments as an operations officer
and provides venues for supporting special opera-

action that joint doctrine tions forces for Operation

and policy cannot legally Inherent Resolve.

MILITARY REVIEW  September-October 2017

43



or operationally follow without undermining the
same liberal democratic institutions and values that
the joint force exists to preserve.

Russian IO actions that de-emphasize or ignore
aspects of legitimacy and credibility inevitably gain
degrees of speed and agility that U.S. joint doctrine
and policy cannot hope to match. Confusing and
disrupting adversary decision cycles (which often
represent the core aim of Russian IO actions) mere-
ly requires that the volume of produced messages
outpace an opponent’s ability to interpret and deci-

pher the true strategic intent of the message to take
meaningful action. Analysts denote this characteristic
of Russian IO as a doctrine of “reflexive control” and
highlight how Russia has successfully used the tactic
to shroud its actions in Ukraine and the Crimea, cre-
ating a paralyzing confusion that has largely prevented
U.S. action.' In contrast to the free-wheeling tactics
of reflexive control, U.S. joint doctrine and policy
demand extensive coordination for IO actions that
must account for all interagency stakeholders. Figure
4 (page 46) highlights the doctrinally recommended
composition of an IO joint planning cell taken from
JP 3-13. The construct calls for the coordination

of no less than twenty-three separate operational

and planning representatives to fully synchronize

IO actions.” Furthermore, IO policy directives are
teeming with mandates to coordinate actions through
oversight bodies such as the Executive Steering Group
that consists of joint staff members from multiple
directorates.'” While this architecture may empha-
size and achieve IO coordination aimed at preserving
whole-of-government legitimacy and credibility in
the information space, in the meantime, Russian 10
actions can swiftly and decisively outmaneuver such

cumbersome regulations to achieve effects.

Russian “propaganda” poster, 25 July 2010. Translation: “To find and
not let go! Together against Terrorism! (Photo by Vitaly Kuzmin,
http://www.italykuzmin.net)

The Doctrine of Contested
Acknowledgment for the
Joint Force

Given the areas of overmatch outlined above based
on both political and institutional constraints that
are unlikely to change, and given Russia’s steadfast
commitment to investing in and fighting according to
the so-called Gerasimov Doctrine, Russia will likely
maintain critical advantages in the information space
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Extensive coordination
required between separate
elements, especially
regarding the Information
element

U.S.: only the Military is
securitized; Russia: all
— elements securitized

RUSSIAN INFORMATION DOMAIN

U.S. Instruments of National Power

U.S.:instruments of power;
Russia: instruments of war
(reflecting securitization of

~ all elements)

Russian Instruments of War

Legend

P Direct relationship

Coordination

“Securitized”element
PS Private sector

DOD Department of Defense

DOS Department of State

Strategic
decisionmaker

Definition of “securitized”: When an
element of national power is deemed to
have such an impact on national security
that the government has a compelling
interest to institute complete control over it.

“DIME" is written in cursive, connected letters, which depicts the natural
advantages of integration and connectivity in the Russian model.

(Graphic by author)

Figure 3. Comparing DIME (Diplomacy, Information, Military,
and Economic) in the Russian Securitized Context

into the foreseeable future. This admission of Russian
overmatch by no means suggests that the United States
should concede this domain to a powerful near-peer
adversary. Rather, a doctrine of contested acknowledg-
ment should be adopted by the joint force to counter
and meet Russian IO actions that threaten or under-
mine strategic interests. Under this doctrine, the joint
force pragmatically acknowledges Russian advantages
in this domain while simultaneously contesting them to
the utmost without sacrificing combined arms or joint
lethal capabilities—which, despite what the Gerasimov
Doctrine calls to the contrary, will remain the most
decisive capabilities in exerting national power during
conflicts. Implementing this doctrine against Russian
actions in Europe relies on U.S. State Department

(DOS) efforts to bolster and project narratives of U.S.
prosperity and freedom abroad as well as increased and
sustained Department of Defense (DOD) efforts to
train, advise, and assist partner nations within Russia’s
sphere of influence in IO techniques and principles.

It is important to clarify here that U.S. efforts in
this regard need only focus on sovereign states that
are either NATO partners or have undergone steps
to initiate NATO membership. U.S. assistance, then,
would be invited and welcomed by states that have, in
essence, declared their intentions to emulate Western-
style governments and economies (a certain level of
these intentions is required for NATO membership, as
per its charter).” While NATO expansion, as right-
ly noted by Dr. John Mearsheimer, has been a key
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(Graphic from Joint Publication 3-13, Information Operations [ Washington, DC: U.S. Government Publishing Office, 2012], 1I-6)

Figure 4. Recommended Information
Operations Planning Cell

agitator promoting friction in U.S.-Russian relations
since 2008, it is also important to recognize that many
of the eastern European nations, as free sovereign
states, have chosen Western methods of government
and commerce despite Russian influence and pressure
to “rejoin” the Soviet Union. To concede these states to
a so-called Russian sphere of influence (losers of the
Cold War and purveyors of an ideology far short of
the liberty and democracy valued in the West) for fear
of antagonizing Russia would sacrifice American ideals
for the sake of Russian appeasement.

JCEWS— Joint force commander’s electronic warfare staff
JIACG— Joint interagency coordination group
MILDEC— Military deception

MIS— Military information support

MISO— Military information support operations
MNF— Multinational force

Ops—Operations

OPSEC—Operations security

PA—Public affairs

Rep(s)— Representative(s)

SOF—Special operations forces

STO—Special technical operations

because states have
(or should have) the
right to pursue their
own national inter-
ests, then those that
beckon America’s
assistance should be
heeded. While the
augmented train,
advise, and assist role
of the United States
under the doctrine
of contested ac-
knowledgment may
risk more tension
with Russia in the
short term, if Americans truly believe in the viabili-
ty of their values, this approach is better in the long
term at holding Russia accountable for its actions and
preventing the dangerous spread of ideologies detri-
mental to the human condition.

As noted earlier, the propaganda advantages that
Russia creates by securitizing its informational in-
strument of war for domestic support represents a
double-edged sword that suggests a powerful U.S.
counteraction in the IO domain. As the leading
tool of diplomacy and foreign policy and part of an
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interagency “manning” response, DOS experts should
augment their embedment with current DOD person-
nel in U.S. European Command to lead a coordinated
effort to saturate contested IO realms with images
and messages of American prosperity and freedom.
These messages will undermine the authoritarian
mechanisms within the Russian political system that
allow for total population control and manipulation.
Fundamentally, if Russians begin to perceive that the
‘grass is greener” in America through IO campaigns
ruthlessly waged by whole-of-government U.S. en-
tities, they may push back on their government and,
ideally, deny it the sustained advantages shaping public
opinion that have allowed Russia to succeed in recent
international conflicts at the expense of U.S. strategic
interests. In this effort, the DOD plays a supporting
role by assisting in the delivery of IO messages and
by conducting shows of military force that propagate
narratives of American confidence and invincibility.
It is also important to clarify how American mes-
sages of prosperity and liberty, propagated in Russia
and eastern Europe, differ from the alleged and infu-
riating Russian efforts to meddle in and influence U.S.
politics. Firstly, while the alleged Russian efforts to
influence American politics centered on Russia provid-
ing negative information about the United States and
candidates though cyber hacking, American efforts
in the doctrine of contested acknowledgment would
rely on simply advertising the positive benefits of a
free society. So, while not directly poking holes in the
Russian government, messages would simply inform
the Russian population that perhaps a better, freer
way of life exists. Secondly, Russian IO, due to their
dubious nature, frequently rely on deniability and the
impossibility of attributing such actions to the Russian
government. U.S. messages as part of the contested
acknowledgment doctrine, on the other hand, would
welcome attribution because it would simply high-
light the virtues of civil society in a democracy. So, for
example, if Russia accused the United States of plant-
ing a message showing peaceful protests in the United
States, the United States could simply take credit and
essentially say “yes, those are peaceful protests against
the government because that’s the level of freedom we
enjoy in the United States” Finally, this type of democ-
racy promotion by the United States offers a way to
spread American ideals and values without the “regime

RUSSIAN INFORMATION DOMAIN

change” model that experts like Mearsheimer have
identified as both the primary Russian perception of
American democracy promotion methods and a huge
agitator of U.S.-Russian relations.”

The DOD assumes the lead role in the doctrine of
contested acknowledgment by undertaking augmented
“train, advise, assist” missions in the contested space
within the European Command area of responsibili-
ty. Military information support operations (MISO)
forces represent the best, if limited, manning solu-
tion for these actions. The launching of the European
Reassurance MISO Program and the expansion of
authorities and IO training proposed in 2016 represent
prudent actions that should be approved, replicated,
and expanded.”' Training partner forces with expertly
trained and equipped MISO soldiers yields the two-
fold benefit of developing durable capabilities within
partner forces while also giving countries with differing
political constraints the means to (potentially) leverage
IO in ways that the United States cannot organically
accomplish. If the joint force expects to be adequate-
ly manned, trained, and equipped to contest the IO
domain, augmenting and incentivizing MISO recruit-
ment may be a key starting point.

Conclusion

In April 2003, as American tanks thundered into
Baghdad, Mohammed Saeed al-Sahhaf, Iraq’s infor-
mation minister (derisively known as “Baghdad Bob”),
vehemently broadcasted denials of an American presence
in Iraq while simultaneously forecasting wild predictions
of American defeat and destruction.” Obviously discred-
ited by the reality of events on the ground, Baghdad Bob
viscerally illustrates the limits of IO in the face of over-
whelming combat power. While many such as Gerasimov
have boldly predicted that modern forms of war will
supplant decisive combat, nothing in the history of hu-
manity and war validates this prediction. Even in the face
of Russian IO overmatch, the U.S. joint force should not
sacrifice lethal combat capabilities or, worse, notions of
liberal democratic ideals to match Russian actions stride
for stride in the information space. Rather, by steadfastly
adopting a doctrine of contested acknowledgment, the
joint force can pragmatically face the realities of Russian
IO applications in the operational environment while si-
multaneously degrading them and, in this way, preserving
American ideals while defending American interests. ®
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