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he U.S. military is not achieving overmatch
against the Russian military, as Timothy
Bonds of the RAND Corporation testi-
fied to the House Armed Services Committee’s
Subcommittee on Tactical Air and Land Forces in
2017. The testimony cited Russian capability mod-
ernization and force availability as the contributors
to losing overmatch. Of the capability modernization,

Bonds specified new systems or improvements to
existing systems among tanks, artillery, fixed- and ro-
tary-wing aircraft, sophisticated and tiered air defense
networks, long-range missiles, and cyberspace and
electromagnetic warfare capabilities.!

Most of these capabilities also reside in the current
force of the U.S. Army, and modernization efforts are on-
going to mitigate disparities. However, some capabilities,




most notably electronic warfare (EW), specifically
electronic attack (EA), were culled from the U.S. Army
between the end of the Cold War and the building of the
BCT-centric Army for Iraq and Afghanistan. While the
Army retains some of its EW capability in the form of
signals intelligence (SIGIN'T, also known as EW support),
EA systems such as the AN/MLQ-34 TACJAM and the
AN/TLQ-17A TRAFFIC JAM were taken out of the in-
ventory with no replacement, and formations dedicated
to providing functional support to combat brigades and
divisions were inactivated. These drawdowns were made
under the assumption that Army forces can rely on their
joint partners for EA capabilities. However, Field Manual
3-0, Operations, and Training and Doctrine Command
Pamphlet 525-3-8, U.S. Army Concept: Multi-Domain
Combined Arms Operations at Echelons Above Brigade
2025-2045, state that all domains will be contested, and
the Army cannot continuously rely on joint partners
when faced with peer and near-peer competitors such as
Russia or China, both of which are capable of challenging
USS. air and electromagnetic superiority.* Since the bulk
of current U.S. EA capability resides in the U.S. Air Force
and the U.S. Navy, and Chinese and Russian capability
contests the other services’ ability to support Army forc-
es, how can the Army reliably benefit from EA capabil-
ity? One answer is that the U.S. Army must bring back
ground-based EA and deception platforms, and requisite
force structure. This is necessary to mitigate the gap in
overmatch that U.S. Army forces are currently facing.

Peer Adversary Electronic
Warfare Capability

Russia, China, Iran, and North Korea possess peer
or near-peer military capability, and other states pos-
sess aspects of that level of threat. To understand the
gap between U.S. EA capability and peer adversaries,
we will primarily examine Russia.

Russia is able to integrate cyberspace and EW ca-
pabilities across the tactical, operational, and strategic

Previous page: A new Electronic Warfare Tactical Vehicle (EWTV)
takes part in test exercises 16 January 2018 at Yuma Proving Grounds,
Arizona. The EWTVs were developed in response to an operational
requirement to sense and jam enemy communications and networks.
The Army's Rapid Equipping Force began introducing the EW TV into
Army units at the end of 2018. (Photo by Mark Schauer, U.S. Army)

levels. At the strategic and operational levels, Russia has
organized five total EW brigades, with two EW bri-
gades in its Western Military District. This allocation is
only from the Russian Ground Forces (RGF) and does
not include the Russian navy and air force EW units.?
Operational and strategic RGF EW forces seek to con-
fuse and deceive opposing force military decision-makers
at all levels. This is achieved by combining cyberspace
and information warfare capabilities while also protect-
ing operational-level assets and preventing access to an
area of conflict by integrating air defense capability as
part of an anti-access/area-denial strategy.* Each RGF
EW brigade consists of four EW battalions, which can
accomplish operational and strategic tasks or support
smaller RGF units such as divisions or lower.”

At the tactical level, the RGF maneuver brigades
have an EW company, an unmanned aircraft systems
(UAS) company, and an intelligence support platoon
(see figure, page 43).° Within an EW company are twelve
vehicle-mounted EW platforms and fifteen man-por-
table jammers staffed with approximately one hundred
personnel.” Each of the truck-mounted jammers have a
different function, and the RGF EW company provides
an array of communications, radar, and other jamming
capabilities to the brigade commander. Each RGF EW
company can electronically locate targets; jam and dis-
rupt high frequency, very-high frequency, and ultra-high
frequency communications; and jam, disrupt, or deceive
GPS, to include mimicking GPS location/timing and
other disruptions to UAS common data link, which can
compromise or hijack most UAS.® They can jam ground,
airborne, and maritime radars up to a range of three
hundred kilometers and introduce false targets. RGF
EW systems can also jam various aircraft navigation
systems for manned and unmanned platforms.” Some
systems can defeat proximity fuses in rockets and artil-
lery or jam S-, X- and Ku-band radars, which includes
U.S. Army artillery-locating and air defense radars, and
airborne platforms such as the airborne warning and
control system as well as radar-guided missiles.”

The Russian military has a long history of successful
use of EW, whether disrupting and neutralizing sensors
and communications or pairing SIGINT to artillery
systems. During the initial phases of the Russian inva-
sion of Georgia, the Russian air force lost five aircraft to
Georgian air defense systems until the RGF deployed
ground-based jamming platforms."!
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Figure. Russian Ground Forces Motorized Rifle Brigade Structure

In 2014, Russian-backed Ukrainian separatists bene-
fitted from Russian EW as demonstrated by the success-
tul disruption of Ukrainian military UAS and proximi-
ty-fused Ukrainian artillery munitions at various ranges
between 1 km and 30 km for ground forces and up to 240
km for Ukrainian air systems.”” Additionally, Ukrainian
military communications were significantly disrupt-
ed by multiple EW systems deployed for interlocking,
mixed-system jamming and EW support coverage, aiding
both EW and artillery." In Syria, the Russians deployed
the Krasukha-4 jamming system, leading to the successful
jamming of U.S. communications and sensors. According
to Gen. Raymond Thomas, former commander of U.S.
Special Operations Command, Syria became “the most

aggressive electromagnetic environment in the world”*

U.S. Electronic Warfare Capability

Unlike the Russian military, which retained and
modernized its EW and EA capabilities, the U.S. Army
culled a number of capabilities and formations, to include
EA and EW formations, to build the modular Army. As
a result, the Army became reliant on joint partners for a
number of capabilities to include EA.

The Army retained SIGINT capability, which is
designed to provide SIGINT to brigade combat teams

(BCTs). The Army’s experience with improvised
explosive devices in Iraq and Afghanistan prompted
the fielding of counter remote-controlled improvised
explosive devices and counter remote-controlled EW
devices, protecting a single ground patrol from ra-
dio-controlled improvised explosive device threats.””
The Army also equipped rotary-wing aircraft with
aircraft survivability equipment as a countermeasure to
shoulder-fired surface-to-air missiles.'* Though count-
er remote-controlled

EW devices and aircraft
survivability systems are
EA systems, they are de-
fensive in nature, as each

system’s purpose is to pro-

tect an asset. When the

Army needs to offensively

employ EA to disrupt
enemy communications,

neutralize sensors, or con-
duct electronic deception,

the Army is reliant on its
joint partners.

On the other hand,
the U.S. Marine Corps
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has two ground-based EW systems, the AN/ULQ-
19(V)2 EA set and the AN/MLQ-36 mobile EW
support system. While the AN/MLQ-36 is an
electronic support system and the AN/ULQ-19 is
an EA system, the U.S. Marine Corps has less than
nine EA platoons organized into three radio battal-

ions.!” However, this is meant to support the three
Marine expeditionary forces and lacks the capacity
to provide ground-based EA to the joint force. All
other U.S. military EA assets, such as the Navy and
U.S. Marine Corps EA-18 Growler aircraft or the
U.S. Air Force EC-130H Compass Call, are airborne
platforms. This refers back to the earlier statement
that U.S. forces cannot guarantee air superiority and
naval access to support ground forces in future con-
flicts.' So, the shortage in ground-based EW, specifi-
cally, is ground-based EA capability.

There is some movement on bringing back ground-
based EW in the Army, such as the U.S. Army Europe
efforts to field systems to EW personnel in BCTs and
similar programs and initiatives to provide EA capa-
bility and bolster ES capability, which provide vehi-
cle-mounted, man-portable, rotary-wing-mounted,
and UAS-mounted systems.” Other efforts include

Ground radio-electronic suppression module TRL257E Krasukha-4
26 August 2015 at MAKS-2015 international aviation and space salon
in the Moscow Region. The Krasukha-4 was reportedly used successfully
in Syria to jam adversary communications to include those of U.S. and
coalition forces. (Photo by Vitaly V. Kuzmin, wwwuitalykuzmin.net)

the Army bolstering cyberspace-electromagnetic
activities staff to plan and synchronize EW opera-
tions within corps, divisions, and BCTs, which is also
necessary to deconflict EW with communications and
SIGINT.* The Army is also considering creating syn-
ergy between EW and SIGINT by using a common
EW/SIGINT platform.”*

However, the Army must take great care when im-
plementing a solution for EW capability so that SIGIN'T
and EW do not struggle over resources. While the Army
can save money by fielding one vehicle to serve both
SIGINT and EA interests (the terrestrial layer system),
the formations should be kept separate so that one
does not subsume the other. Matching our peer threat’s
capacity would require a company-sized organization in
each combat brigade, manned and equipped for EA and
separate from SIGINT capability and capacity within
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the brigade. Even though the Army’s new terrestrial
layer system is a multipurpose, ground-based SIGINT/
EA platform, when it comes down to troops-to-task, it
can still only handle either EA or SIGINT at any given
time.”> While one jammer cannot neutralize another
(though multiple jammers can use their direction-find-
ing capabilities to locate a threat jammer and destroy it
with artillery), threat overmatch in this context is the
threat’s ability to disrupt and neutralize communications
and sensors without U.S. capability or capacity to do the
same, granting significant advantage to the enemy. The
U.S. Army does not benefit from matching system versus
system; however, the U.S. Army will benefit from having
the capacity to disrupt or neutralize more threat commu-
nications and sensors than the threat can affect or detect.
Given the RGF combat brigade has three artillery bat-
talions compared to one artillery battalion in a U.S. BCT,
it behooves a U.S. BCT to disrupt or neutralize threat
fires communication networks and sensors, which would
require a dedicated EA formation in addition to separate
ground-based SIGINT assets within each BCT.*

ELECTRONIC WARFARE

Conclusion

U.S. Army forces are currently facing overmatch
gaps against peer or near-peer threats such as China
and Russia. Creating EW platoons in military intelli-
gence companies within BCTs and EW companies in
expeditionary military intelligence brigades implies
that the Army will have less EA capacity than its
adversaries, such as the RGF with an EW compa-
ny in each combat brigade, not to mention the EW
brigades organized under the military districts.”* This
leaves the U.S. Army at a disparity of EA capability
and capacity. Achieving a more advantageous ratio
of U.S. ground-based EA forces and systems could
involve creating EW companies within BCTs or
separate EW battalions and brigades assigned to di-
visions or corps. While the projected force structure
and systems will somewhat mitigate the overmatch,
the Army cannot continuously rely on joint partners
when faced with peer and near-peer competitors like
Russia or China, who are capable of challenging U.S.
air and electromagnetic superiority. ®
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