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The success of the U.S. military rests on two key 
requirements. First, the military must “train 
as it fights,” completing extensive amounts of 

training to ensure that it can adequately perform its 
missions in combat. Second, the defense industrial base 
must be able to provide a robust supply chain of goods 
that allows the U.S. military to conduct both training 
and combat operations. This first requirement hinges 
on the second requirement since without proper access 
to equipment and supplies, the U.S. military is not able 
to conduct its training to standard.  

The Russian failures in the Ukraine-Russia War 
highlight the results of the inability to meet these two 
requirements. In the years leading up to the war, the 
Russian defense industrial base faced numerous chal-
lenges stemming from the COVID-19 pandemic. These 
supply chain issues resulted in Russian soldiers unable 
to collectively train to standard; this in turn, resulted 
in an inability to conduct large-scale operations. If the 
United States is not able to maintain a steady supply 
chain of defense material, it could potentially face simi-
lar failures in future large-scale combat operations.  

Over the last few years, the U.S. defense industrial 
base has been plagued with supply chain issues. This 

study discusses these supply chain issues with a focus 
on how they directly impact the ability of the U.S. 
Army to train. The analysis includes a case study that 
considers supply chain issues related to medium-cali-
ber ammunition, which are the rounds that are used in 
many crew-served weapons.

State of the Defense Industrial Base 
The defense industrial base consists of companies, 

laboratories, research organizations, and suppliers that 
comprise the supply chain that ensures that the U.S. 
military has the right resources. A 2022 report from 
the National Defense Industry Association (NDIA) 
found that this base has an overall grade of “unsatis-
factory, failing.”1 This is the first year that the report 
has awarded it a failing score. The NDIA report looks 
at the following criteria to capture the health of the 
defense industrial base: demand, production inputs, in-
novation, supply chain, competition, industrial security, 
political and regulatory, and productive capacity and 
surge readiness.2 In each of these categories, the report 
awarded a score between 0 and 100, with the overall 
score as the average of the individual scores. The overall 
score was 69, one point short of passing.3
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Figure 1 (on page 87) provides several quotes 
from the report that explain the reasons for the 
failing score.4 One of the largest issues with the state 
of the defense industrial base is the impact that the 
COVID-19 pandemic had on the supply chain and 
production capacity. These two criteria saw a decrease 
in scores of 8 and 15 points, respectively. Naturally, 
these issues have hit every industry; however, in the 
past, the defense industry has been more resilient to 

larger economic issues. 
Moreover, shortfalls in 

these two areas have a direct impact on ensuring that 
the U.S. military has the necessary equipment, a crit-
ical issue given the current sociopolitical climate. The 
pandemic also decreased public approval for defense 
spending, which resulted in a decrease in the political 
and regulatory scores.

The industrial security indicator achieved an 
overall score of 50, the lowest score among the eight 
criteria. This score was based on information security 
and intellectual property rights; the low score is indic-
ative of several data breaches and economic espionage. 
These security risks pose a significant issue given that 

the defense industry is heavily 
dependent on the sharing of 
sensitive and classified infor-
mation among the government 
and defense industries. This 
issue becomes even larger given 
a recent RAND report that 
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states that the Chinese military heavily relies on intel-
lectual property theft.5

Further, the report gave a failing score to innova-
tion for the defense industrial base, pointing to a de-
crease in basic research and development investments 
from the Department of Defense. Several studies have 
shown that innovation is key to success on the mod-
ern battlefield, given the dynamic nature of modern 
warfare.6 However, innovation in the defense sector 
has been somewhat stagnant, especially when com-
pared to the commercial sector.

One of the key underlying causes for these issues 
is that vendors in the defense sector project future 
cash flow on the defense budget publication every 
year through the president’s budget submission. Any 
significant fluctuations in the budget for certain goods 
can result in a reduced cash flow leading to decreased 
investment in infrastructure and layoffs of skilled labor. 
Moreover, with many defense items procured on fixed-
price contracts, defense vendors assume the risk of price 
fluctuations in the market. This decreases the incentive 
for the defense industry to invest their own funding in 
modernization and manufacturing innovation.

Current Challenges with Defense 
Supply Chain

One area of concern in the defense industrial base is 
the supply chain and the associated ability of the defense 
industrial base to get the necessary production inputs. 
There has been a global shortage of numerous different 
products ranging from baby formula to semiconductors. 
Many of these shortages were caused by the COVID-19 
pandemic, which brought national attention to the ho-
listic fragility of the supply chain.  The pandemic caused 
many companies to implement COVID-19 safety 
measures such as limits to the number of employees in 
the workspace, social-distancing measures, and travel re-
strictions. These measures in turn resulted in decreased 
productivity and output from these companies, resulting 
in numerous shortages.7

These issues were most readily seen in the health-care 
system, where the U.S. industrial base was not able to re-
spond to the increased demand associated with the pan-
demic, leaving hospitals without critical supplies. Despite 
numerous efforts to boost the U.S. industrial base’s 
capacity to produce the ventilator systems, personal pro-
tective equipment, and life-saving medicines necessary 

Figure 1. Quotes from Vital Signs 2022 
(Figure by author)



July-August 2023 MILITARY REVIEW88

to combat the pandemic, the response remained sluggish. 
These issues highlight the need for a more resilient sup-
ply chain that can better respond to national issues.

Unfortunately, the defense industrial base is not im-
mune to these supply shortages. Although some critical, 
military-specific materials have preexisting stockpiles 
designated for the military, many raw materials are 
procured on the open market. Moreover, while there are 
specialized pipelines in place to ensure the flow of critical 
components, this seldom extends to the raw materials.

The forces of supply and demand have tested the 
resilience of the defense industrial base commodity 
areas as they now must share the market with other 
constrained commodity areas. Many defense vendors 
find pricing for raw materials to not only be too high 
but also often unreliably held for a sufficient peri-
od for them to price out contracts for the Defense 
Department. Raw material vendors cannot guarantee 
pricing because of the volatility of the customer base 
demand, labor shortages, and exponentially high ship-
ping costs. This leads to the defense industry pricing 
in the risk that its initial cost estimates will come in 
higher than when it originally bid.

For example, steel, aluminum, and other metals 
have seen a significant amount of volatility in their 
market trends. Steel and aluminum are used in mul-
tiple different military applications, including aircraft 
carriers, military aircraft, rifles, tanks, ammunition, 
shipping containers, and radios. Another item that has 
impacted a range of military applications is computer 
chips. As technology evolves, computer chips are now 
used in almost every military vehicle in addition to 
many pieces of weaponry. The shortage of computer 
chips has slowed the production rates associated with 
certain missiles, including the Javelin missile.

There are further issues related to the steady dein-
dustrialization of the defense industrial base over the 
past fifty years, to include workforce and manufactur-
ing innovation. This deindustrialization was brought 
on by changing mission requirements associated with 
the end of the Cold War, the advent of high-tech 
and advanced digital technologies, and the rise of 
the People’s Republic of China as a dual military and 
economic threat. This deindustrialization has weak-
ened the U.S. defense industrial base and exposed it 
to major vulnerabilities and risks.8 In particular, the 
reliance on foreign suppliers for key materials coupled 

with limited surge capacity poses a threat to supply 
chain resilience when faced with future supply shocks 
and operational demands.

These issues are further amplified by the advanc-
es in the commercial sector. Nondefense industries 
have innovated new manufacturing technologies that 
have been integrated into their production operations. 
Generally, the commercial sector is moving toward 
“Industry 4.0,” which is characterized by the integration 
of advanced technologies such as artificial intelligence, 
additive manufacturing, and advanced robotics into the 
manufacturing process.9 These innovations are driven 
by the potential for huge sales from a global consumer 
market along with foreign and domestic competitors.

While some of these innovations have carried over 
to the defense sector, much of the defense sector still 
relies on traditional manufacturing processes. This is in 
part due to the cash flow uncertainty related to annual 
budgets. However, a larger issue is the general lack of 
competition in the defense industrial base. The defense 
industrial base is limited to only domestic companies 
with several prime defense companies dominating 
the field. Moreover, there is limited overlap between 
defense technology and commercial technology, so 
the companies are not able to leverage advances in the 
commercial sector without significant investment.

Impact of Supply Chain Issues on 
Military Training

The supply chain issues associated with the produc-
tion of defense materiel result in soldiers unable to get 
the necessary materiel. Military material is typically 
classified as expendable, durable, and nonexpend-
able. Nonexpendable items are major end-items that 
a unit is expected to maintain proper accountability. 
Nonexpendable items range from vehicles to weapons 
to computers. Durable goods are those items that wear 
out in time and include uniforms and tools. Expendable 
items are those items that are used up consistently and 
include bullets and food.

As shown in figure 2 (on page 89), while supply 
chain challenges impact all three classes, expendable 
items tend to be the least resilient to perturbations in 
the supply chains, since they must be constantly replen-
ished. Nonexpendable items, which can range from 
aircraft carriers to rifles, have significant development 
timelines that can absorb delays in raw materials. Most 
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nonexpendable items are replenished infrequently, 
allowing corporations the time necessary to deal with 
supply chain shortages. To a lesser degree, most durable 
items tend to last on the order of years, allowing these 
items to have some resiliency to supply chain shortages.

Expendable items intended specifically for com-
bat are typically stockpiled and replaced sparingly. 
Meanwhile, those expendable items purposed for train-
ing are continually procured and depleted, typically on 
an annual basis. For example, each year, the Department 
of Defense establishes the total munition requirement 
for each service, a quantity of ammunition that con-
stitutes the amount needed to support war reserve, 
operational, training, and test use cases. The demand for 
the purchase and usage of supplies and equipment for 
training is not resilient to supply chain perturbations.

As shown in figure 3 (on page 90), military units 
train using a crawl-walk-run structure. Initially, much 
of the training is classroom based and on simulators. 
However, as the units move into the “walk” and “run” 
phases, the training exercises become more real. As units 
move into the “run” phase, they are typically conducting 
live simulations, where soldiers are using real equipment 
in a simulated environment, such as a combat training 
center. For an Army unit to be considered adequately 
trained, it must have completed these tasks in a realistic 
environment as part of a live-fire exercise.10 Such exercis-
es require a tremendous number of resources, including 
a large number of training rounds, massive quantities 
of jet fuel, and a plentiful supply of spare parts. When 
units cannot get the necessary supplies and equipment, 
they cannot adequately conduct training to standard. 
While they can manage with what they have, to achieve 

an adequate level of readiness, a unit must train with the 
right equipment and supplies.

To better understand these numbers, consider the 
5.56 NATO standard rounds used by soldiers across 
the Army. There are approximately one million soldiers 
on active duty, in the National Guard, and in the Army 
Reserve. It takes approximately one hundred rounds 
per soldier to qualify with their weapons, resulting 
in a need for one hundred million rounds per year.11 
Without this ammunition, soldiers would have to 
qualify on weapon simulators, which would not ade-
quately prepare them to fire their weapons in combat. 
Additionally, blank rounds, which have many of the 
same components as standard rounds but without the 
projectiles, are commonly used for training exercises. 
During a combat training center rotation, a soldier may 
readily deplete hundreds of blank rounds. Without 
these blank rounds, soldiers would just have to yell 
“Bang” to simulate gunfire.

Case Study on Medium Caliber 
Ammunition

The ammunition community has become increas-
ingly susceptible to significant supply chain issues. 
There was a reduction of over $600 million in funds 
allocated for the procurement ammunition, Army 
appropriation between fiscal years (FY) 2021 and 
2022. Meanwhile, the COVID-19 pandemic resulted 
in increased prices of commodity metals and shipping 
costs. With most ammunition procured on fixed-price 
contracts, the risk was assumed by the defense vendor. 
The ammunition suppliers, at large, had to return to the 
government to request price adjustments to account 

(Figure by author)

Figure 2. Impact of Supply Chain Issues on Military Equipment 
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for increased costs which in turn led to the Defense 
Department buying less ammunition than required.

Medium caliber rounds include the 20 mm rounds 
used by the F-15 Eagle or F-22 Raptor, 25 mm rounds 
used by the M2 Bradley, and the 30 mm rounds utilized 
by the A-10 Warthog and AH-64 Apache. Typically, most 
of the medium caliber ammunition produced for military 

applications are target practice rounds. Generally, program 
managers procure a stockpile of the necessary high explo-
sive and armor piercing rounds for combat operations. The 
rounds have a shelf-life greater than twenty years, so the 
stockpiles are infrequently replenished. However, target 
practice rounds are used for weapon qualification and 
training exercises, so they must be replenished annually.

(Figure by author)

Figure 3. Impact of Shortage of Military Equipment on Training 

(Figure by author)

Figure 4. Assembly Process for Medium Caliber Ammunition
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Medium caliber rounds are typically comprised 
of five main components. First is the primer, which is 
struck by the weapon system and sparks the chemical 
reactions needed to begin the firing process. Second is 
the propellant, which ignites following the striking of 
the primer. The exothermic chemical reaction from 
the propellant pushes the projectile forward out of the 
weapon barrel and toward the target. All these com-
ponents are held together by the cartridge case. The 
fifth component, the fuse, provides a primary trigger 
to initiate the detonation of the explosive material 
in the projectile. However, target practice rounds do 
not include a fuse. Moreover, the projectiles for target 
practice rounds are much simpler and are simply 
shaped blocks of steel.

Figure 4 (on page 90) displays the flow of materials 
that go into each component of the round. Some fuses 
require electronics and semiconductors; however, fuses 
are only required for high explosive and armor piercing 
rounds that have limited production. The raw ingre-
dients for primers are lead, antimony, and composite 
material, while the propellant requires a chemical com-
posite material such as nitrocellulose. Meanwhile, the 

projectiles and cartridge cases rely on steel and alumi-
num respectively. Note that the ammunition producers 
must compete with the commercial sector for procure-
ment of steel and aluminum for their rounds.

Much of the ammunition defense industrial base is 
supported by government-owned, contractor-operated 
(GOCO) or government-owned, government-operat-
ed (GOGO) facilities. These facilities are owned by the 
government, but GOCOs are managed by contractors 
and GOGOs by government employees. Many of these 
GOCO or GOGO facilities have been in operation 
since World War II and still utilize the same tooling 
and production processes from that era. This has re-
sulted in several challenges in ramping up production, 
as the old tooling and processes may not be as efficient 
or effective as modern methods. The lack of investment 
in updated technology and equipment has hindered the 
ability of these facilities to increase their output and 
meet the growing demands of the defense industry.

Furthermore, most ammunition is procured on 
a fixed-price contract. In a fixed-price contract, the 
supplier assumes the risks associated with producing 
a product or service at a predetermined price. This 

Figure 5. Steel and Aluminum Prices Over Time 
(Based on data from the U.S. Bureau of Labor Statistics and International Monetary Fund)
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means that the supplier could be responsible for any 
cost overruns or unexpected expenses that may occur 
during the production process. As a result, ammuni-
tion suppliers who operate under fixed-price contracts 
have a reduced incentive to invest their own funding 
in modernization and manufacturing innovation. This 
is because any investment made by the supplier to up-
grade their equipment or processes will not necessarily 
result in a corresponding increase in the price they 
receive for the product. In fact, the fixed-price nature 
of the contract may discourage suppliers from invest-
ing in modernization and innovation as they would 
be assuming the risk of those investments without any 
guarantee of a return.

Raw material shortages impact on medium caliber 
rounds. Any shortages in the raw materials shown in 
figure 4 can result in a shortfall in the acquisition of 
medium caliber target practice rounds. Perhaps the 
most likely issue is the procurement of the steel and 
aluminum for the projectile and cartridge cases re-
spectively. Figure 5 (on page 91) plots the cost of steel 
and aluminum since 2000. It becomes clear that there 
is a substantial amount of volatility in the market.12 

In particular, there was a rapid rise in the cost of steel 
relative to aluminum over the past year. However, even 
without the COVID-19 pandemic, there is still signifi-
cant fluctuation in prices month to month.

The availability and cost of medium caliber rounds 
depend on the availability and cost of the steel and alu-
minum necessary for making the projectiles and casing. 
To analyze this relationship, a model was created in 
ProModel, a discrete event simulation that allows for 
modeling process flows and manufacturing processes. 
The model was set to run for one year to produce 30 
mm rounds specifically for the U.S. Army for annual 
weapons qualification. The requirement was for one 
lot, containing one hundred thousand rounds, per ac-
tive-duty brigade combat team and 0.25 lot per reserve 
brigade combat team. As such, the annual production 
requirement was thirty-eight lots per year.

The model was run for five hundred iterations, using 
random number seeds mapped to price fluctuations 
of steel and aluminum shown in figure 5. The results 
from the model are shown in figure 6 (on page 92). Of 
particular interest, the model indicated a 62 percent 
likelihood of a cost overrun on the rounds. These cost 

Figure 6. Simulation Results for Cost Overrun and Annual 
Shortfall from Simulation 

(Figure by author)
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overruns varied from just a marginal increase all the 
way up to the cost 20 percent over the original price. 
Additionally, due to the fluctuation in price tied to 
the availability of aluminum and steel, 50 percent of 
the time the unit was not able to produce the required 
number of lots. In an extreme case, the production 
was short five lots, which would indicate that five 
active-duty brigade combat teams or twenty reserve 
brigade combat teams would not have the ammunition 
necessary to train. This model also does not consider 
the Air Force and Navy demands for the same caliber 
and cartridge case, which would likely result in further 
delays in meeting ammunition demand.

Bottlenecks in the production of medium cal-
iber rounds. As seen in the above analysis, access to 
metals for casings results in a bottleneck for the casing 
materials for medium caliber rounds, resulting in 
likely cost overruns or shortfalls. Even without these 
issues, there are issues on the production side. The 
ammunition facilities are operating at a steady state 
with the amount of equipment and personnel neces-
sary to provide the required number of target practice 

rounds per year. However, the system is not resilient 
to perturbations in demand.

Take for example the ammunition that has been 
supplied from the United States to Ukraine. U.S. 
defense officials state that these rounds are not drawn 
from its own contingency stockpiles. Therefore, they 
are manufactured specifically for Ukraine. Although 
these rounds are primarily tactical cartridges, they are 
produced in the same facilities as the target practice 
rounds with many of the same materials, including 
the casings, as illustrated in figure 7. The ammuni-
tion plants have not been able to produce enough to 
meet the demand signal while maintaining the steady 
production of training rounds. Given the necessity of 
arming Ukraine, the production of training rounds had 
to be cut back. Since there is not a stockpile of training 
rounds, there will be a shortfall that would not allow 
military units to practice gunnery with.

The U.S. government has appropriated millions of 
dollars through tranche and congressional supplemental 
appropriation to modernize these bottlenecks. Further, 
in two years, a fifteen-year industrial base modernization 

(Figure by author)

Figure 7. Rounds That Are Sent as Part of Emergency Foreign Aid Compete 
with Resources Necessary for Producing Training Rounds 
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plan will kick off and invest $16 billion to $18 billion 
from FY 2024 to FY 2038.13 Unfortunately, these future 
planned efforts do little to help manage the supply chain 
and bottlenecks developed in producing weapons now. 
The lack of modern tooling and processes only exacer-
bates the supply chain problems and has even led to the 
U.S. seeking to purchase weapons from other nations to 
supply to Ukraine.

Conclusions and Recommendations
This article set out to explain the impact that 

supply chain shortages will have on military training. 
The constant flow of materiel necessary for realistic 
training is not very resilient to supply chain pertur-
bations. A case study is also presented for medium 

caliber ammunition to demonstrate the impact that 
the global metal market and foreign military aid will 
have on procuring training rounds.

While many of the supply chain issues will eventually 
resolve themselves, the shortages associated with the 
COVID-19 pandemic provide an important lesson for 
the need for resilient supply chains for military goods, 
especially those related to training. Militaries and their 
associated defense industrial bases, as they rebuild 
themselves from the pandemic, should consider and 
address these issues. Many of these issues can be resolved 
by ensuring that there are persistent mechanisms for 
procuring the necessary raw materials. Additionally, 
manufacturing facilities need to be upgraded, leveraging 
the advances in the commercial sector.   
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