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he experimental U.S. Army AI program

CamoGPT debuted in 2024 as a program

developed in-house by U.S. Army soldiers for
members of the Department of Defense (DOD). When
first offered, it provided users with the opportunity to
explore potential scenarios in an unclassified setting.
The resulting scenarios could provide context for mul-
tidomain operations planning, future force generation,
and areas of potential civil-military collaboration that
may otherwise go unnoticed in the data streams of
daily operations. Artificial intelligence (AI) could also
enable research into hypothetical scenarios that include
hybrid or “gray-zone” warfare that could become a com-
ponent of future conflicts. The risk of attacks against
the U.S. domestic infrastructure are rising as Chinese
and Russian gray-zone and hybrid warfare approaches
demonstrate the capability for state-sponsored ter-
rorists, criminals, and nonstate actors to destroy or
degrade key infrastructure resulting in catastrophic
impacts on security and the populace.

Cyber Attacks, Hybrid Warfare, and
Volt Typhoon

The U.S. domestic infrastructure is exposed to at-
tacks from domestic and foreign actors, through physi-
cal, cyber, and insider-threat means. The Cybersecurity
and Infrastructure Security Agency (CISA) Advisory
Committee warns that with limited exceptions, criti-
cal infrastructure and government agencies have not
prepared for a contested environment as a result of na-
tion-state conflict." Despite attempts to improve physical
protection for key infrastructure and efforts to develop
resiliency against cyberattacks, numerous domestic in-
frastructure nodes remain vulnerable. Some of the most
pernicious attacks occur over an extended period and in
the background of existing systems, as back doors and
malware work to undermine systems security.

China is the suspected or confirmed origin of many
cyberattacks against the United States. The persistent
attacks have generated discussion that questions if we
are engaged in hybrid war with China. It is possible
that we are being probed by Chinese state and nonstate
actors in preparation for a larger conflict. In 2022, the
People’s Liberation Army discussed “Multi-Domain
Precision Warfare” as a new way to leverage C5ISR by
incorporating big data and AI to rapidly identify vul-
nerabilities in U.S. systems and then combine forces to
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launch precision strikes against those vulnerabilities.”
Cyberattacks used to indirectly determine weaknesses
are preludes to a greater Chinese effort to destabilize
U.S. alliances, degrade capabilities, and create weakness
for later exploitation.’ The Office of the Director of
National Intelligence assesses that China would consid-
er “aggressive cyber operations against U.S. critical in-
frastructure and military assets ... to deter U.S. military
action by impeding decisionmaking, inducing societal
panic, and interfering with deployment of U.S. forces
One of the most significant threats to the United States
and its allies that was uncovered already embedded

in numerous civilian utilities is the malware delivered

by the Chinese hacker group Volt Typhoon. Despite

repeated attempts to deny access and FBI successes

against Volt Typhoon in early 2024, Volt Typhoon

adapted, and its bots continue to exploit legacy systems

through unprepared third parties in the United States.”
The variety of threats to U.S. infrastructure from Volt
Typhoon demonstrates the potential for malicious

software to cause disruption of critical military systems

and supporting civilian logistics networks.

Multiple Chinese hacking groups operate across

the world, but Volt Typhoon characterizes an approach

that seeks to attack the
underprotected fringes
of competing states. Volt
Typhoon hackers have
attacked energy, trans-
portation, water, and
wastewater systems in
the United States and

its territories.® One of
the affected territories

is Guam, the location of
key U.S. forces expected
to respond to Chinese
aggression, eépecially in
the case of an attempt-
ed invasion of Taiwan.
Destroying or disabling
military response capa-
bility through a hybrid
attack that disables inte-
grated civilian infrastruc-
ture, especially power
and water, is one scenario
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that ChatGPT has indicated is likely in the lead up
to a Chinese invasion of Taiwan. China is develop-
ing plans and capabilities to execute hybrid war that
leverage emerging technologies and AI to determine
the next war’s strategies.

The Chinese army has invested heavily in new
technologies as it upgrades its military capabilities.
The People’s Liberation Army has at least one Al
model developed from Meta’s Llama model that has
been adjusted for military field missions.” This model,
named ChatBIT, is another aspect of the changing
nature of the hybrid battlefield that will be used to
identify and exploit weaknesses in opposing forces’
conventional forces and support systems. China’s
military already uses AI for training scenarios, and
its joint civil-military programs keep the military
intimately engaged in Chinese Al research and devel-
opment programs. One outcome of the development
of Al-enabled technology and dedicated AI models is
the opportunity for the Chinese military to continual-
ly refine their plans and simulations.® The information
obtained through multiple sources including nonstate
actors, state-sponsored hackers, and espionage ensures
data flows to Chinese servers to support Al deci-
sion-making for future scenarios. Combating Chinese
cyberwarfare will be a major mission for the future
but so will training that includes the effects and po-
tential counters to Chinese cyberattacks.

Scenario Development with
CamoGPT

Although the use of the AI programs CamoGPT
and NIPRGPT were curtailed in early 2025, and the
CamoGPT program was restricted by Presidential
Executive Order 14271, new Al programs are being
considered for the DOD.? When it debuted, CamoGPT
was an overwhelming success. The enthusiasm for AI
within the military is real. The initial promise from
using an Al program like CamoGPT to analyze a
potential Chinese hybrid warfare scenario against a
single node revealed that a large language model (LLM)
could select potential targets for the scenario and
determine their value and vulnerability. In one exam-
ple, CamoGPT identified Andersen Air Force Base
on Guam as one of the most vulnerable U.S. military
bases.'’ A slightly reworded inquiry confirmed Guam
as one of the most important bases for a response to

a Chinese attack on Taiwan." Further refining open-
ing perimeters for the scenario that did not include a
missile attack, CamoGPT Al defined some of the likely
targets for a preemptive strike to be Andersen Air
Force Base, Naval Base Guam, U.S. military commu-
nications and radar facilities, Apra Harbor, and Guam
International Airport.'”” Therefore, for this scenario,
Guam was separated as a discrete variable from the
rest of U.S. Indo-Pacific Command to enable analysis of
how a hybrid attack against Guam could affect its abil-
ity to support a military and civil response to a Chinese
attack elsewhere in the region.

Utilizing CamoGPT for a training scenario that
posits a hybrid attack on the island’s infrastructure, AI
quickly isolated a variety of variables that made Guam
vulnerable to Chinese hybrid attacks.”> CamoGPT
selected Guam’s critical vulnerabilities and included its
remote location, dependence on a single internet pro-
vider, and an aging infrastructure including power grid
and telecommunications systems vulnerable to distrib-
uted denial-of-service attack and ransomware attacks.
However, it must be stressed that CamoGPT did make
some mistakes, and when we checked the AT analysis,
we learned that Guam could be a tougher target for
physical infrastructure attacks. For example, Guam has
not one but at least three internet providers, and eleven
subsea systems and multiple landing stations.’ The
infrastructure analysis was proven valid.' The scenario
assumed that civilian targets will be struck first across
an array of vulnerable cyber and physical infrastruc-
ture, and military and government agencies would be
targeted by malware. The next steps in the CamoGPT
scenario creation and analysis were driven by the need
to confirm CamoGPT AT’ findings and potential holes
in the scenario that could reduce its relevance. Each
named vulnerability was assessed, and the CamoGPT
scenario was refined by the assessment findings.

Civilian and military sectors in Guam have experi-
enced cyberattacks and are addressing ways to harden
Guam against future intrusions. The Guam National
Guard has increased its cybersecurity posture and
training and collaborates with other military organi-
zations on the island. The Guam National Guard also
conducts exercises with U.S. Space Force, and it hosted
a cybersecurity summit in 2023." The summit brought
together military and civilian representatives to co-
ordinate capabilities and identify solutions to Guam’s
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U.S. Military Installations on Guam

infrastructure issues in the wake of a typhoon that
caused extensive damage to communications and other
utilities, and the discovery of Chinese Volt Typhoon
malware in Guam." Before asking CamoGPT to
outline a hypothetical cyberattack, we considered the
following factors: solutions were in process, malware
was already in the Guam ecosystem, any cyberattack
would need to target people via phishing to introduce
malware into military and civil systems, and it would
require bots making continual efforts to ensure sys-
tem defeat. This final variable was considered in light
of another suspected Volt Typhoon generated series
of attacks in 2025.18 The CamoGPT scenario created
via prompts considered these variables."” CamoGPT
included physical and cyberattacks in its response.
The CamoGPT Al-generated hybrid attack

scenario occurred across a multiweek period and
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recommended several phases, including deception, es-
pionage, and hacking to identify vulnerabilities. Specific
steps and methods for an attack have been modified
for this forum to prevent adversaries from emulating
our findings. At this point we must stress that LLMs
require checking, and their reccommendations must be
weighed against known information and capabilities.
The initial efforts in a hybrid attack could mirror
known details of past Volt Typhoon and other similar
hacking attacks by employing physical and digital
reconnaissance to identify critical infrastructure
including the power grid, water treatment plants, and
military bases. The readily available Guam online util-
ities maps and the island’s small size can reduce the
time required for these options. Some hackers have
followed up reconnaissance and networking probing
with spear phishing campaigns to target key civil and
military personnel. Malware like that used by Volt
Typhoon could infect vulnerable systems through
a spear phishing attack, then employ a distributed
denial-of-service attack to overwhelm Guam’s inter-
net infrastructure. The follow-on effort could deploy
social engineering messaging (e.g., cognitive warfare to
spread disinformation and panic) with bots and hu-
man agents amplifying the message. The cyberattacks
could then give way to physical attacks against critical
infrastructure and military targets to degrade resilien-
cy and destroy key capabilities.

Systems Vulnerabilities and Real-
World Developments

The first area of vulnerability against Chinese at-
tack are the computer systems that Volt Typhoon com-
promised with malware. CISA characterized the Volt
Typhoon operations as positioning attempts to allow
hackers to disrupt networks in the event of geopolitical
tensions or military conflicts.*® Discovery doesn’t guar-
antee removal and requires continual vigilance. CISA
observed that Volt Typhoon was persistent and relied
on undiscovered presence in valid accounts. When
combined with telecommunications hacks, the poten-
tial to compromise massive amounts of data and leave
backdoors hidden within computer and telecommuni-
cations systems creates an atmosphere of uncertainty
and risk. Chinese efforts to compromise U.S. systems
continue unabated despite U.S. efforts to destroy
networks and hacker groups. The insidious nature of
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the problem is complicated by state sponsorship and
China’s broad base of nongovernmental and state-spon-
sored hacking groups. Attacks have expanded to in-
clude additional sectors and people that are recognized
as legitimate targets during hybrid warfare. Telecom
executives, political leaders, and Washington, D.C,, in-
siders have been hacked through similar methods, and
as late as November 2024, a Chinese hack of unknown
penetration depth and breadth was characterized as the
worst telecom hack in U.S. history.” Combining a com-
promise of U.S. leaders’ telecommunications systems
with a pinpoint cyberattack against Guam would give
China the advantage in command-and-control oper-
ations during the window of time between the attack
and a concerted response from senior policymakers.
Creating a training scenario that can translate into
a better appreciation of the vulnerabilities in civilian
and military systems requires a way of building the
scenario that ensures that the AI model is not the
only input to scenario development. Working in an
unclassified environment, it is possible to leverage the
data that CamoGPT pulls from the internet with the
caveat that the program will not provide information
that could result in a formula for what exact nodes
should be attacked in Guam to defeat the civil-military

Several Navy vessels moor in Apra Harbor at U.S. Naval Base Guam
on 5 March 2016. The harbor is an important element of the
CamoGPT scenario due to its importance for naval operations and
reliance on advanced technologies that could become a critical vul-
nerability if attacked. (Photo courtesy of the U.S. Navy)

response. However, for training purposes, analysts can
mitigate CamoGPT’s shortcomings through research
and by applying their own knowledge and experience to
the scenario. For example, keeping this scenario within
the realm of a short, sharp conflict, the most obvious
targets would be military bases, materiel, and support
logistics. However, additional targets for sabotage and
physical attack are possible for a hybrid attack beyond
power substations and water treatment plants. An ex-
ample of targets that CamoGPT did not identify were
the Guam undersea cable and onshoring facilities. The
knowledge of follow-on Volt Typhoon attacks in 2025
informed the likelihood that attacks of a similar nature
would feature in a future hybrid attack.

Also unidentified by AI, but vulnerable to assault
is the Guam cable-management ecosystem connected
to cloud architecture that could be attacked by hackers.
Guam’s communication cables enable Japan, Taiwan,
the Philippines, Australia, the United States, and the
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rest of Micronesia to enhance U.S. situational aware-
ness in their respective areas and provide redundancy
if land-based communications nodes were destroyed.”
In the event of a cyberattack against the Guam cable
management hubs, communications could be impaired
for an indeterminate period. Absent a physical attack
on the cables and data centers, the cyberattack scenario
could provide China with the opportunity to launch a
misinformation campaign or cause confusion sufficient
to aid a hack on more sensitive systems. However, in
this scenario, because CamoGPT did not identify the
cables or onshore landing stations specifically, they
would survive and play a potential response/resiliency
role.” In reality, China and Russia have been named as
prime threats to subsea communications cables, as re-
cently as November 2024.>* Undersea communications
cables are attractive targets, but the most likely target
for China is Guam’s power infrastructure in the event
of a hybrid warfare attack. CamoGPT identified it as
one of the most likely targets for cyberattack.

Guam’s aging power infrastructure is a major
vulnerability for the U.S. military and the civilian
populace in Guam. Despite increased funding to
increase the electrical grid’s resiliency, over 75 percent
of Guam’s citizens receive power through vulnerable
and exposed aboveground lines.” This leaves the pow-
er grid open to weather effects and physical attack.
Guam’s transmission lines and substations also suffer
from a lack of redundancy and legacy infrastructure
in need of systemic replacement. Despite not provid-
ing specific means to destroy Guam’s emergency re-
sponse to a cyberattack, CamoGPT identified specific
substations’ transmission lines by name that could be
vulnerable to physical attack. We did not name them
in this article for security reasons. Although there
was no single point of failure for the electrical grid,
multiple points of vulnerability offer opportunities for
physical attack. However, due to time constraints, a
cyberattack could prove more destructive for Chinese
hackers. They have proven that they can penetrate
the network and can be expected to attempt to attack
through undiscovered backdoors or new penetra-
tions. Chinese hackers should be expected to employ
a combination of attacks to breach networks through
social engineering, phishing attacks, and exploitations
of networked but less-anticipated routes of entry to
utility and cloud systems such as law enforcement,
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civil authority, port management, and emergency
response networks.

A query to CamoGPT for the solution on how to
protect the electrical grid resulted in a recommenda-
tion for cyber vigilance and regular checks of systems
for penetrations.* This may sound simplistic, but it
may be the most effective way to deny Volt Typhoon
access to key systems. Volt Typhoon has conduct-
ed attacks worldwide including hacks of electrical
utilities in India like those in Guam with the identical
goal of causing blackouts.”” Further research into Volt
Typhoon’s attacks against electrical power grids and
other logistics networks reveal a systematic attempt
to create and maintain intrusions for the purpose of
gathering intelligence and testing for weaknesses in
interconnected networks. Examples from the news
include attacks against communications, power, and
emergency response networks. A parallel to Volt
Typhoon’s intrusions has been the work of Chinese
state-sponsored hackers Salt Typhoon, whose hack-
ing has been discovered in patched devices that were
accessed using stolen credentials. Salt Typhoon has
also taken advantage of zero-day vulnerabilities
and unpatched systems.”® Volt Typhoon, like Salt
Typhoon, uses a persistent-access technique that can
be expected to wait dormant until activated by the
hacker group after exploring infected networks.”

Volt Typhoon has focused on infiltrating opera-
tional technology networks in critical infrastructure
and has been found in multiple U.S. electrical utilities
networks, geographic information system networks,
satellite and telecommunications networks, and emer-
gency response systems. Volt Typhoon has also been
suspected of verging on compromising operational
technology that could affect physical industrial control
systems.* The ability to perform industrial control sys-
tem attacks like the one generated by the Stuxnet com-
puter worm could cause widespread damage to power
generation networks.' This specific capability has the
potential to cause significantly degraded operational
capacity for U.S. military operations on Guam if the
civilian electrical grid is attacked and power-generating
industrial control systems are damaged or destroyed.”
An industrial control system attack could cause sys-
tems to overheat, malfunction, or suffer catastrophic
mechanical failure. Adding additional military facilities
and increasing operations on the island will add to that
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strain.** Volt Typhoon has compromised the Guam
Power Authority in the past and should be expected to
attempt multiple cyberattacks in the future.

Apra Harbor is an important element of the
CamoGPT scenario because of its importance to
U.S. naval forces and the anticipated arrival of addi-
tional forces. CamoGPT identified certain aspects of
Apra Harbor’s facilities and management as vulner-
able to cyberattacks. The AI component of this port
attack scenario is supported by the 2024 U.S. House
of Representatives release of a report revealing that
over 80 percent of ship-to-shore cranes at U.S. ports
were manufactured by a China state-owned compa-
ny, ZPMC.* The report specifically stated, “ZPMC
could, if desired, serve as a Trojan horse capable of
helping the CCP and the PRC military exploit and
manipulate U.S. maritime equipment and technology
at their request”® Guam was specifically identified
as a point where Chinese hackers could exploit the
ZPMC weaknesses because of the Port of Guam’s
acquisition of ZPMC gantry cranes and ship-to-shore
cranes. Further, ZPMC was named a “Communist
Chinese Military Company” by the DOD in August
2020.% The port infrastructure at Apra Harbor is at a

(Alimage by PLATINUM via Adobe Stock)

crossroads while the geopolitical situation develops in
the U.S. Indo-Pacific Command theater of operations.
The port is simultaneously seeking to expand, accom-
modate increased Navy and Marine Corps mission
requirements, and upgrade its existing technology.
This confluence of factors creates an environment in
which CamoGPT can help scenario developers plan
through specific queries about port infrastructure,
security systems, and communications.

The query “How could a cyberattack disable Apra
Harbor?” led the AI to conclude that a cyberattack
would occur through a combination of cyberattack
techniques similar to those used by Salt Typhoon and
Volt Typhoon in the past.*” Although attacks against
ships” navigation systems could create some confusion
in the harbor, the greatest threat is to port logistics
and power systems. Attacks on the port infrastructure
would have wide-reaching and significant impacts on
the military buildup currently underway in Guam.
The current port cranes are antiquated and are
considered a risk to port operations.* There are more
vulnerabilities arising from plans to expand the Naval
Base Guam infrastructure in Apra Harbor. The poten-
tial for a catastrophic cyberattack is not very clear in
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the CamoGPT response, so a look at the new naval
facilities helps with scenario building.*

Naval Base Guam is home to a variety of especially
important units necessary for any response to Chinese
aggression. China has undoubtedly monitored U.S.
plans to expand the naval base and likely utilizes its
own Al resources to analyze the base’s capabilities. The
expansion of Polaris Point Submarine Base to host a
group of Los Angeles-class attack submarines, along
with the addition of new maintenance repair facili-
ties, makes this a target for cyber and infrastructure
attacks. The potential for the Marine Corps adding
Landing Ship Medium vessels to Guam increases naval
base’s value for a conventional attack to degrade or
destroy base infrastructure, especially electrical pow-
er.* Although Guam’s electrical grid is under extreme
stress, if it should fail, the Navy has alternate power
generating capabilities.”’ However, it too is vulnerable
to an industrial controls attack. CamoGPT provided
the basic parameters that identified Apra Harbor as a
likely hybrid attack target, but including specific details
for the Polaris Point Submarine Base, Navy Base Guam,
and Marine Corps facilities helps develop the strategic
value of the Navy facilities on Guam for any hybrid
attack scenario. Compromising Global Positioning
System, Automatic Identification System, and other
ship navigation systems could create chaos in the har-
bor that would delay military responses and potentially
damage military base infrastructure.

Conclusion: Why Use Al ... and Its
Shortcomings

CamoGPT, while experimental, was a useful AI
tool for scenario development because it saved time
and effort identifying general details that could be
refined with subsequent queries. The example that was
used for this article began with identifying the most
vulnerable U.S. base, then narrowing the areas in which
the Guam could be attacked through hybrid means.
The overarching theme for many scenarios involving a
Chinese attack against Guam includes missile and air
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attacks, but designing a scenario that focused on hybrid
attack methods allowed for a teaching approach that
emphasized a civil-military methods through existing
means to achieve the desired end of a less vulnerable
Guam infrastructure. Choosing not to include variables
such as time for infrastructure replacement or capa-
bility reinforcement following a hybrid attack kept the
scenario focused on a short, sharp attack that would
involve existing identified unclassified vulnerabilities
that CamoGPT picked out from the internet.
Unfortunately, until CamoGPT has been replaced
by another program that is widely available and more
funds are made available for training and resources, the
remaining approved Al tools are sparse and have some
limitations. Sage Al runs on tokens that must be pur-
chased. NIPRGPT lost its approval. These temporary
setbacks should not stop research into how we can in-
corporate Al into our DOD work. Commercial sources
are available on civilian networks, and we can learn
how to use ChatGPT or Perplexity (to name a few pro-
grams) to do AI work. The DOD needs an approved Al
source for educators, students at PME institutions, and
researchers looking into how we can become better and
smarter with Al tools. Choosing to utilize a LLM like
CamoGPT for planning or scenario development re-
quires careful consideration of how to frame arguments
and questions. The model will not respond to queries to
provide information or guidance on illegal or harmful
activities. However, it will provide consequences should
systems be compromised. It cannot be stressed enough
that LLMs can and do make mistakes, and that those
people that employ such tools have an obligation to
recognize this potential and fact check their results
appropriately. The lesson for scenario developers is to
approach a potential scenario with an eye to operation-
al design as well as an appreciation for military strategy.
China’s approach to hybrid warfare will exploit the
inherent weaknesses in civil-military relationships and
capitalize on the potential for maximum disruption
with the goal of creating opportunities to employ all
elements of national power to defeat an enemy. ®
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