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The maze of war psychology has not been illuminated yet
by scientific knowledge, and therefore strategists make their
way blindly in the dark.

—Evgeny E. Messner

ilitary policy, doctrine, and logic require

a collective understanding of the type of

conflict in which the joint force is oper-
ating.! Evgeny Messner’s concept of subversion war is
an appropriate theoretical framework to comprehend
the contemporary operational environment defined by
great power competition (GPC) amidst innumerable
irregular conflicts, both civil and transregional.” A par-
ticularly prescient component of Messner’s subversion
war is the “vulgarization” of conflict, which includes
working by, with, and through resistance movements
to subvert the political status quo.” Initiating, co-opt-
ing, or even fabricating resistance movements through
cyberspace has been operationalized by Iran, China,
Russia, North Korea, and nonstate actors to achieve
strategic advantage.* Those efforts have transformed
cyberspace into the preeminent domain through which
Messner’s concepts can be applied. The blueprint de-
veloped by Messner during the Cold War is evident in
contemporary GPC, including the enduring relevance
of resistance warfare within the U.S. National Security
Strategy.” The United States should not only under-
stand but also operationalize its version of subversive
resistance warfare in cyberspace through an updated
Resistance Operating Concept as a component of a na-
tional cyber strategy.

Operationalizing the competencies necessary to
formalize and implement a subversive cyber strategy
requires themes, messages, and dissemination mecha-
nisms specifically tailored to an individual’s psychologi-
cal vulnerabilities and/or susceptibilities and delivered
when the effect will be greatest. Therefore, among the
capability requirements is psychological targeting, a
set of processes that combines two interrelated facets:
the automated assessment
of psychological states
and/or traits from digital Jason Spitaletta, PhD, is
footprints (psychological an operational psycholo-
profiling) and the devel- gist and an adjunct profes-
opment and implemen- sor at National Intelligence

tation of content to shape University.

CYBER SUBVERSION

perception, objective reasoning, and behavior (psycho-
logically informed interventions).® The cyber domain
affords the opportunity to apply psychological targeting
to conduct precise engagements at scale, not simply
mass persuasion, contributing to the subversive nature
of cyberspace operations.” The associated psychological
targeting research, discussed later, is the centerpiece
of the argument for greater special operations forces
(SOF) and Cyber Mission Force (CMF) integration
from training to education to operations to strategy.
This article (1) contextualizes the role of persuasive
technology in resistance warfare, (2) identifies and
describes the relevant concepts, (3) articulates training
and education requirements, (4) suggests potential re-
search collaborations for SOF and CMF students, and
(5) suggests a strategic manifestation of those concepts.

Resistance Warfare and Persuasive
Technology: Contextualizing the
Problem

Resistance warfare is predominantly a fight for
influence, waged in complex human environments
using traditional and nontraditional means to achieve
strategic advantage.® Cyberspace is such a complex
human environment, and one that is becoming increas-
ingly vital to resistance warfare.” The convergence of
accessible technology, a social trend toward increased
online sharing, and the ability to organize virtually and
share experiences in real time via social media have
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fundamentally changed how resistance movements
emerge, organize, and mobilize.” Cyberspace, especially
in its increasingly surveilled state, affords opportuni-
ties for subversion as organizations (state and nonstate
alike) can leverage persuasive technologies to achieve
direct effects or to employ them as part of a disin-
formation campaign to obfuscate protagonists’ true

The repressive application of surveillance technologies un-
dermines civil liberties, subverts human rights and demo-
cratic principles, and decreases trust in public institutions.

identity and/or intent." The manipulation of existing
or complete fabrication of social movements can have
profound economic, political, and psychological effects
even at the societal level and these effects often rely on
some form of persuasive technology as it can take the
form of media, tool, and/or social actor.'

To serve as a tool, a technology must increase a hu-
man’s ability to perform a desired task either through
decreasing the (physical or mental) difficulty or
restructuring the task; for example, pairing subcutane-
ous implants and a smartphone application to monitor
blood glucose." Persuasive technologies can also func-
tion as media through which the combination of inter-
activity and narrative afford rehearsal, empathy, and/
or exploring nonintuitive causal relationships."* Social
media platforms are persuasive by design, affording a
degree of interaction and connectivity not seen with
previous telecommunications technology and mass
media and, in doing so, blur the boundary between the
technological and human.'” Persuasive technologies can
also serve as a social actor whereby the technology is
designed to cue and/or elicit social responses.’® These
systems can be rudimentary rule-based systems such as
automated helplines or highly sophisticated multimod-
al sensors that incorporate artificial intelligence (AI)
to rapidly process input, compare it against a database,
and make therapeutic reccommendations.” The devel-
opment of persuasive technologies, initially influenced
by the confluence of social psychology and user-cen-
tered design, has accelerated over the past decade
thanks to advances in software engineering and data

science.”® Machine-learning methods, which are better
suited to the large volumes of data than traditional
statistical methods used in psychological research, have
enabled the capability to develop individual profiles

at scale and exploited them as a means to financial,
social, and/or political ends.” AI, digital phenotyping,
and psychoinformatics have transformed persuasive

technologies from bespoke solutions in healthcare and
assistive technologies to malign influence ecosystems.”
This new environment has become the decisive battle-
ground for political and psychological warfare.”
Subversion is a well-established method of psycho-
logical warfare that has evolved considerably within
malign influence ecosystems.” Employed by resistance
movements and states alike, subversion’s reliance on
exploitation distinguishes it from warfare and diploma-
cy, as does its indirect relationships between belliger-
ents and clandestine modes of interaction.”® Subversive
operations exist along a spectrum from overt propa-
ganda to covert disinformation and extend to orga-
nized violence, including sabotage and assassination.**
Traditionally, a type of politically sensitive operation
conducted by SOF and/or intelligence organizations,
subversion has reemerged as instrument of statecraft
thanks to the ability to connect with, understand, and
manipulate populations through cyberspace.” Cyber
operations provide low-risk, low-cost, and precise
options for subversion, sabotage, political interference,
and/or economic disruption.” Consequently, cyber op-
erations afford the opportunity to undermine oppres-
sive regimes, including the technological extension of
those regimes. That technological extension, or digital
authoritarianism, is the malicious use of the internet
and digital surveillance technologies to increase social
and political control over a population.”” The intent is
to make public life more observable to the state thus re-
ducing opportunities for nonviolent action and invert-
ing the concept of the internet as an engine of human
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liberation.” The repressive application of surveillance
technologies undermines civil liberties, subverts human
rights and democratic principles, and decreases trust in
public institutions.” The very phenomena digital au-
thoritarianism seeks to quell have been recommended
as foreign policy objectives and described as the raison
d’étre of the Army Special Forces profession.*

As cyberspace has become the principal domain for the
conduct of psychological warfare, persuasive technologies
provide the opportunity to access, assess, and influence re-

sistance movements.

The export of digital authoritarianism is a form of
foreign malign influence, a threat the White House
considers a global priority.** The World Economic
Forum conceptualizes the export of digital authoritari-
an norms as a malevolent cycle: the risk of misinforma-
tion devolves into widespread control of information
that, in turn, leaves citizens vulnerable to political re-
pression and domestic disinformation.* The intention-
al spread of disinformation using botnets, for example,
has become a common tactic by state and nonstate
actors, forcing political opponents to respond to false
information putting them at an information disadvan-
tage and preventing them from anticipating the effect
of any emerging narrative or subsequent operation.”
Botnets, while varying in scope and complexity, can
be implemented as social actors for the public good.**
However, botnets can also be used as an inexpensive
and unattributed means of amplifying propaganda or,
in effect, “jamming” the attempts of an adversary to
disseminate their messaging.”

The combination of government suppression of
information and actively manipulating the popula-
tion through the dissemination of disinformation is
an infringement on the universal human right of the
consent of the governed. Consequently, the repressive
application of surveillance technologies increases the
number of oppressed peoples and, counterintuitive-
ly, the number of nascent resistance movements.*
Cyber partisans have emerged in Belarus, Ukraine,
the Middle East, and Venezuela, all of which present
political opportunities for both the United States and

CYBER SUBVERSION

its adversaries.’” These nascent resistance movements
can be enabled (or disabled) by persuasive technologies
to achieve strategic advantage.

SOF and CMEF should consider digital authori-
tarianism in the twenty-first-century analogous to
Communist International export of subversive ideol-
ogy in the mid-twentieth century and organize, train,

and equip to understand then undermine this global
threat.*® These technological developments and citi-
zens’ resistance to them should stimulate the reconsid-
eration of cyberspace from simply a complicated suite
of technologies to a complex sociotechnical system.*
Consequently, the operational understanding of the
cyber domain must evolve to embrace this complexity.

Applying Persuasive Technologies:
Psychological Targeting and
Resistance Warfare

As cyberspace has become the principal domain for
the conduct of psychological warfare, persuasive tech-
nologies provide the opportunity to access, assess, and
influence resistance movements.* Psychological target-
ing presents significant applied research opportunities
to develop, refine, and validate, along with considerable
operational challenges to implement. Spotting, assess-
ing, and recruiting insurgents, as well as influencing
the populace’s behavior, are fundamental requirements
of cyber resistance.*! As those tasks rely on similar
underlying social psychological concepts, both military
information support operations (MISO) and human
source intelligence (HUMINT) can benefit from
psychological targeting.” Psychological targeting is the
center of gravity of persuasive technology and refers to
the practice of influencing the behavior of large groups
of people through psychologically tailored interven-
tions.” Psychological targeting combines software and
analytic techniques that adapt content to the user’s
vulnerabilities (needs, wants, desires), susceptibilities
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(propensity to receive and act on a message), psycho—
graphics, and/or previous online behavior.* Mood and
emotion have been predicted from spoken language,
video data, wearable devices, smartphone sensor
metadata, and an individual’s exposure to weather.”
Research also suggests that personality can be predicted
from personal websites, Facebook and Twitter profiles,
blogs, language use, financial transaction records, and
pictures.* This data can also include both traditional
personality assessments administered online and deriv-
ative measures developed from online datasets, making
them well suited to remote assessment.*” Psychological
targeting doesn’t require a user interacting with a par-
ticular technological system, affording the clandestine
modes of interaction preferred in subversion.*
Psychological targeting affords the opportunity
to exploit psychographics to segment an audience
into a set of psychologically homogeneous groups
that allow for a more tailored approach to developing
arguments that garner emotionally laden attention.
These segments, however, need not be geographically
collocated as online communities can be developed
solely from these shared psychological characteristics.”
Psychological profiling has been used to locate and tar-
get specific voters through lookalike modeling, which
uses data-rich models of current supporters to iden-
tify likely supporters who exhibit similar signatures.*
Cambridge Analytica implemented psychological
targeting techniques to identify American voters with
latent authoritarian preferences and thus framed its
arguments accordingly.”* The resultant microtargeting
exacerbated the veracity problem on many social media
platforms as different audiences received different in-
formation and/or different interpretations on ambigu-
ous information.” Foreign malign influence to disrupt
or corrupt electoral processes remains a global threat
whose complexity evolves every election cycle and such,
the subversion potential of persuasive technologies such
be considered an enduring threat.* Addressing said
threat requires both defensive and offensive methods.
Subversion requires nuance which implies a need for
exquisite detail on target audiences.” MISO, a core
activity of SOF, should be conducted against target
audiences as narrow as can be assessed, and the intelli-
gence collected through cyberspace affords opportuni-
ties for such precision.” The operational application of
persuasive technologies is most pertinent to MISO and

HUMINT as both involve understanding and influenc-
ing human behavior.*® Both also happen to be critical in
cyber resistance as MISO and HUMINT are becom-
ing increasingly reliant on cyberspace as a medium to
spot, assess, recruit, train, and influence individuals,
organizations, and populations.”” The cyber domain
affords the opportunity to conduct precise engagements
(whether to recruit or manipulate) at scale, contribut-
ing to the subversive nature of cyberspace operations.*®

Psychoinformatics, the confluence of computer
science and psychology, has developed potentially ap-
plicable methods some of which may be implemented
at scale. Psychoinformatics adapts tools and techniques
from computer science to improve the collection and
analysis of psychological data by prioritizing the direct
assessment of behavior derived from human-ma-
chine interaction on an operating system level.”
Psychoinformatics incorporates statistical techniques
from both psychological and computer science but
relies more heavily on the latter. Machine learning, a
subfield of AI, employs algorithms to “learn” from the
data ingested. Machine learning can be supervised or
unsupervised with the former referring to approaches
where the model is trained on human-labeled data to
ultimately predict unlabeled data and the latter refer-
ring to approaches without any external intervention.
Applied research that incorporates the combination
of self-report and smartphone sensor data in larger
samples over time will yield further insight into the
psychological inferences that can be obtained from
operating system information alone. This operational
system data exists within various collection databases
and could be mined and compared with other report-
ing and/or assessments.

Digital phenotyping uses data collected from smart
devices to track markers of mental disorders.®® Mobile
sensing technologies enable the continuous measure-
ment of physiological and behavioral data, the com-
bination of which can provide unique insight into an
individual’s susceptibility to a particular intervention.
The combination of technologies and techniques afford
clinicians the opportunity to implement precision
medicine through the combination of objective as-
sessments and precisely calibrated treatments. Digital
phenotyping typically entails application, comput-
ing, sensing, and conceptual layers.®’ The conceptual
layer or the clinical formulation of mental health and
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well-being is the interaction among biological factors,
emotional factors, behavioral traits, social factors, and
cognitive ability.”> The sensing layer is the combination
of contextual sensing capabilities of the smartphone,
paired wearable sensors, social media platforms, and/
or an electronic health record.®* The computing layer is
the hardware and software instantiations of psychoin-

Operationalizing the capability for strategic subversion
could serve as an unconventional deterrent to comple-
ment offensive and defensive cyber operations to defend
the US. electoral process. Doing so, however, requires ad-
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the algorithmic extraction methods. However, the
research on psychologically informed interventions

is insufficient to suggest it is effective in diminishing
symptoms of various mental disorders. That said, the
science is evolving methodologically and technologi-
cally and warrants attention, but little can currently be
applied to time-sensitive targeting without additional

vanced training in both human and technological systems,
and the confluence thereof seems to be a pedagogical gap
in military and intelligence curricula.

formatics, including psychometric analysis, behavioral
anomaly detection, social analytics, and biomarkers.**
The application layer is the purpose of the project
or product and could be a means to evaluate and/or
diagnose, monitor, intervene, prevent, and/or support
a patient.”® The combination is a holistic, or multiform
organismic, approach to understanding an individual in
an operational context.*®

Psychological targeting research suggests that
psychological profiling is a reliable means of inferring
state and trait characteristics.” Algorithmic approaches
to personality assessment, when compared with other
psychometrics, have the most empirical support in the
scientific literature and the most compelling operation-
al applications, particularly when enriched with other
types of digital footprints.®® Research incorporating the
combination of self-report and smartphone sensor data
in larger samples over time will yield further insight
into the psychological inferences that can be obtained
from operating system information alone.® This
operating system data exists within various collection
databases and could be mined and compared with
other reporting and/or assessments to provide more
refined target audience analysis to support a range of
subversive cyber operations. Adapting and applying
the psychological targeting research methods using
more operationally relevant data sources is feasible, but
ground truth is necessary for comparing and validating

exploration. The penultimate section will address this
issue in greater detail.

Persuasive technologies attempt to influence
behavior; synthesizing elements from each in conjunc-
tion with established methods of social influence thus
holds potential to deter and influence in cyberspace.”
Operationalizing the capability for strategic subversion
could serve as an unconventional deterrent to com-
plement offensive and defensive cyber operations to
defend the U.S. electoral process.” Doing so, however,
requires advanced training in both human and techno-
logical systems, and the confluence thereof seems to be
a pedagogical gap in military and intelligence curricula.

Training and Education
Requirements for Persuasive
Technologies

U.S. Cyber Command (USCYBERCOM) em-
phasizes training cyber operators in the technological
aspects of networking and system vulnerabilities,
focusing on critical work roles that enable access and
conduct operations, with little emphasis on the cogni-
tive domain. Furthermore, there is limited understand-
ing (within both cyber operators and cyber operations
planners) of psychological warfare concepts and their
applicability to cyber effects operations.”” While there
is little doubt that technologically competent person-
nel are essential to the CMF, it is necessary to have
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a thorough understanding of the more complex and
ambiguous node of the network: the user.”

Computer networks conform to standards estab-
lished by the Institute of Electrical and Electronics
Engineers Standards Association, giving all networks
a degree of similarity that provides a common analytic
baseline.” The users of those networks, however, vary
considerably and thus require human factors analysis
(HFA) to perceive, comprehend, and project.”” The
current paradigm within the CMF prioritizes access
operations from a purely technological standpoint with
little to no emphasis on human factors.” Decades of
interdisciplinary cybersecurity research have demon-
strated the human to be the most significant vulnera-
bility in any computer network, yet the application of
social science to cybersecurity lags.”” Cybersecurity is,
however, psychologically distinct from cyber opera-
tions, and it is the latter that requires greater pedagogi-
cal attention as there is even less applied social and be-
havioral science research dedicated to it.”® The CMF is
equipped with a unique set of authorities, accesses, and
capabilities to support resistance warfare.”” Presently,
the established intelligence and cyber curricula do little
to address and/or further explore resistance warfare in
cyberspace. The existing coursework provides a ru-
dimentary understanding of basic cyber architecture
and function with little in the way of advanced intel-
ligence or psychological training necessary to under-
stand cyberspace as the complex sociotechnical system
it is.* For example, as previously noted, algorithmic
approaches to psychometric assessment have poten-
tial operational utility.®" This is particularly so when
those analyses are enriched by data collected via signals
intelligence (SIGINT). SIGINT can provide insight
to MISO, but precision messaging requires personal—
ization that can be objectified, quantified, and contex-
tualized through open-source intelligence.*> As MISO
becomes increasingly reliant on the internet to not only
conduct target audience analysis but also disseminate
messages the intelligence support, particularly SIGINT,
must adapt.®®

SIGINT enables targeting at all fulcrums of as-
sessment within HFA, and the nature of the accesses
provide reliability that other intelligence disciplines
cannot.* As cybersecurity practices are increasingly
adapting psychological research findings and inte-
grating them into their defenses, similar translations

must be made to cyber operations and their SIGINT
support.® This translation needs to begin at the basic
qualification courses. The U.S. Army’s Cyber Center of
Excellence is the home of the Cyber School, an institu-
tion critical to training SIGINT and cyber personnel
for an increasingly prominent role in contemporary
military operations.*® The Cyber Center of Excellence,
however, has been slow to adopt more comprehensive
conceptualizations of both cyberspace and how best to
apply cyber capabilities as an instrument of statecraft.
Consequently, neither cyber resistance nor the more
complex conceptualization of cyberspace that empha-
sizes the cognitive domain have been integrated into
the curriculum. Cyberspace is a complex dynamic soci-
otechnical system and thus, a shift in cyber and intelli-
gence training is necessary to address the skill deficit in
HFA to better support operations once the individual is
assigned to the CMFE.*

The current model for intelligence certification
implements a three-tier system of basic, senior, and
master levels. While the initial training is sufficient, it
is typically focused on the relevant technologies that
comprise computer networks. Counterintuitively,
there is less differentiation as one progresses to senior
and master levels. Better integration of more advanced
psychological training is necessary for the progres-
sion to senior and, ultimately, master. Fundamental
changes must be implemented, particularly for the
intelligence personnel specializing in persona analysis
within SIGINT better support cyber operations.*
Psychological targeting methods can be translated for
operational application; however, it will require the
tactical integration of social and behavioral scientists
and more advanced training for intelligence personnel
supporting both SOF and CMF. While some course-
work will need to be created for and tailored to specific
units within the CMF, there may also be opportuni-
ties to share resources and/or cross-train with SOF
to better achieve both service and joint force training
objectives.”

The U.S. Army John F. Kennedy Special
Warfare Center and School recently established the
Psychological Warfare (PSYWAR) School, which
marks a significant development in training SOF to
focus on resistance movements during multidomain
operations.” Specifically, the PSYWAR School has
an opportunity to institutionalize the assimilation of
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persuasive technology and resistance warfare through
cyberspace into joint SOF and CMF formative training.
While the PSYWAR school is designed to improve the
initial and advanced training experiences of psycholog-
ical operations personnel, it is not postured to train and
educate CMF personnel.” However, by allowing CMF
personnel who meet the requisite criteria to enroll, the
PSYWAR School can embody the fifth SOF Truth and
provide the intellectual foundation for warfare psycho-
logically waged through cyberspace.”

Joint Special Operations University (JSOU) offers
a spectrum of courses relevant to both CMF and SOF
requirements of modern warfare.”® Courses such as
the National Resistance Course, Joint Unconventional
Warfare Operations Course, SOF Sensitive Activities
Foundation Course, and the pilot program for
SOF Influence and Operations in the Information
Environment incorporate instruction on both cyber
operations and resistance movements, to include their
confluence.” These courses are designed to enhance
the understanding and operational skills of personnel
in multidomain environments, which are increasingly
influenced by cyber dynamics. Furthermore, JSOU
has specific sections devoted to integrating cyberspace
operations within the scope of special operations,
exemplified by Cyberspace and Special Operations
Forces and the Theater Special Operations Command
Cyber Planner Course.”” These courses lay the practical
foundation for the integration of emergent, accessible,
and low-cost technology in cyber operations, crucial for
modern resistance warfare. While portions of the in-
struction include emergent and influential technologies
like generative AL, there remains no unifying theme
as to the applications for SOF in cyber operations or
for CMF integration into resistance warfare. Critical
for any SOF and CMF training evolution is a focus on
how multidomain environments are shaped by cyber
dynamics. Additionally, reframing these cyber actions
in a subversive warfare context adds a coherent frame-
work for developing resistance movements to subvert
great powers.

The National Intelligence University (NIU)
Anthony G. Oettinger School of Science and
Technology Intelligence prepares students for careers
at the forefront of science and technology intelligence.”
The school offers cyber intelligence and information
and influence intelligence concentrations, both of

CYBER SUBVERSION

which provide the interdisciplinary scientific and tech-
nological underpinnings of contemporary conflict and
the research skills necessary to conduct the necessary
applied research. NIU can provide both the advanced
educational and research opportunities to SOF and
CMEF personnel to explore the psychological, techno-
logical, legal, operational, and strategic implications of
operationalizing persuasive technologies.

Applied Research in Persuasive
Technologies

The U.S. Army John F. Kennedy Special Warfare
Center and School can provide the necessary introduc-
tory training along with some advanced training, while
JSOU can address the latter. The respective curricula
described herein can then be augmented through ad-
vanced education at NIU. Both advanced training and
education should include CMF and SOF to develop the
necessary shared understanding. NIU can then develop
(or refine existing) programs where students con-
duct research within their academic and operational
expertise alongside students with different expertise to
understand different aspects of a shared problem set.

A potential research collaboration among the U.S.
Special Operations Command, USCYBERCOM,
JSOU, and NIU might be to develop digital phenotypes
of malicious cyber actors (MCAs) so that intelligence
professionals can better understand the psychological
characteristics as cybersecurity analysts understand
their technical characteristics. Cybersecurity research
and intelligence firms attribute advanced persistent
threats (APT) based on observed tactics and even
threat profiling, and the assessments can be enriched
by incorporating psychological targeting data from
individuals affiliated with said APTs.”” Some APTs
function like more traditional reconnaissance units,
gaining access, observing, and reporting.”® Others
are a contemporary manifestation of Messner’s cryp-
to-covert forces, who operate surreptitiously across a
broad spectrum of activities ranging from reconnais-
sance to sabotage to psychological warfare.” APTs like
Sandworm combine technological and psychological ef-
fects as part of a broader cyber-psychological approach
to information confrontation.'® These cyber-psycho-
logical approaches may create distinct digital footprints
that can be used as both indication and warning signals,
and attack surfaces to subvert.
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Digital phenotypes of operational phenomena,
for example MCAs, could be developed using similar
methods and technologies. Translating concepts from
clinical psychology such as risk factors, long used to
assess likelihood of symptom reoccurrence and/or
relapse as well as dangerousness, may be combined with
techniques from digital phenotyping and cyber threat
intelligence analysis to develop digital phenotypes of
MCA."" The conceptual layer of this model would be
less about mental health or well-being and more about
propensity to engage in malicious cyber activity, but the
remaining aspects (biological factors, emotional factors,
behavioral traits, social factors, and cognitive ability)
would still apply.'®* The application layer would also be
for nonclinical purposes, such as accessing and assessing,
but the sensing and computing layers would remain.

The challenge of translating a clinical paradigm
to an operational one has concomitant risks, namely
the assumption that persons of interest will exhibit
some form of observable behavior that has discrimi-
nant validity."”® The research to date, while promising,
often fails to include healthy controls against which
the behavior of patients can be compared. Using such
approaches to develop signatures risks false positives
and thus collecting on individuals whose behavior is
close enough to the target of interest but otherwise
irrelevant. Like any composite profile, there are indi-
viduals who may not exhibit any of the characteristics
described. The concomitant behavioral correlates of the
attributes of interest must be identified and validated.
The diagnosticity of the approach in an operational
context requires a comparison of existing device-level
data, observed behavior, and/or other psychological
assessments. Consequently, additional applied research
by teams of scientists, CMF, and SOF is required. Upon
graduation, NIU alumni can then apply what they’ve
learned to novel operational designs through more
coherent cyber doctrine, policy, strategy, and offensive
and defensive tactics included in an updated Resistance
Operating Concept (ROC).'*

Operationalizing Persuasive
Technologies in the Next ROC:
Developing a Subversive Cyber
Strategy

Cybersecurity researchers and cyber operators
(inclusive of both SOF and CMF) could benefit from

this type of integration and applied research as it ap-
plies directly to establishing subversion as an element
of a cyber strategy."” USCYBERCOM’s mandate is

to “Direct, Synchronize, and Coordinate Cyberspace
Planning and Operations—to Defend and Advance
National Interests—in Collaboration with Domestic
and International Partners which, in practice, means
access operations instead of incorporating full-spec-
trum operations into planning and execution.’® Cyber
operations tend to be viewed as systems-focused and
defensive or as a contemporary form of fire support
whereby the operational objective is the degradation
and/or destruction of adversary information systems.'”
This latter application has had only technological and/
or tactical success and thus the role of strategic cyber
operations warrants reconsideration.'®

The 2023 Cyber Strategy identifies malicious cyber
activity, to include foreign malign influence efforts, as
a threat to the Nation and USCYBERCOM has the
mission to deter, disrupt, manipulate, and defeat adver-
sary cyber and malign influence actors.'” Despite cyber
threats being as psychological as they are technological,
USCYBERCOM prioritizes the latter at the expense
of the former."® Consequently, there is insufficient
institutional recognition that cyber operations should
be integrated into a larger psychological strategy."!
Training and educating SOF and CMF together in
advanced venues could help dissolve cultural resistance
to the others” concepts and develop better integrated
operational approaches.

The ROC served as a blueprint for Ukrainian resis-
tance to the 2022 Russian invasion and occupation.'
While the 2022 Russian invasion of Ukraine was less
adherent to Messner’s concept than their 2014 inva-
sion, both employed resistance movements in the cyber
domain in attempt to create a strategic advantage.'"
The United States must update and advance the ROC
to better account for cyberspace and its concomitant
complexities. This requires not only more integrated
training but also an ideological convergence of SOF
and CMF. Developing a subversive resistance warfare
thrust within a national cyber strategy could facilitate
the convergence.

The separation between the training of SOF and
CMF has limited the strategic effectiveness of military
operations, particularly in subverting great powers by,
with, and through cyber resistance movements.'** As
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adversaries increasingly resort to subversive tactics, tra-
ditional power gaps are bridged through cheap, acces-
sible cyber tools to achieve strategic advantage."* SOF
and CMF are critical in GPC, yet do not maintain a co-
herent and reproducible mission alignment. Adversary
actions in cyberspace underscore the necessity for a
collective understanding and operational capability in

CYBER SUBVERSION

in a strategic context. A development pathway must
provide comprehensive exposure to advanced tech-
nologies such as Al digital phenotyping, and psycho-
informatics, which are crucial for the development

of sophisticated cyber operations and psychological
warfare tactics.'”” Critical for this joint development is
how cognitive impacts may be created from resistance

Adversary actions in cyberspace underscore the necessity
for a collective understanding and operational capability in
subversion, propaganda, covert disinformation, organized
violence, and cyber operations—integral components of

contemporary resistance warfare.

subversion, propaganda, covert disinformation, orga-
nized violence, and cyber operations—integral compo-
nents of contemporary resistance warfare.''®

CMEF and SOF collaboration is necessary to develop
contemporary concepts for resistance warfare in the cy-
ber domain, and there are practical similarities between
CMF and SOF that warrant tactical through strategic
partnerships.'"” Integrated training between CMF
and SOF should focus on several key areas. The first is
interoperability. In practical terms, training programs
must emphasize operational integration in which cyber
and special operations personnel conduct joint missions,
leveraging each other’s strengths in real-time opera-
tional contexts. Resistance warfare calls for operation-
alizing resistance movements, propaganda, sabotage,
espionage, and destructive actions, all while focusing on
the asymmetric cognitive impacts for strategic advan-
tage."® Cyberspace operations facilitate these actions in
a cheap, accessible, and repeatable fashion without the
need for full-time physical presence."” Additionally, full
interoperability between CMF and SOF brings a course
of action development flexibility. Lessons from Ukraine
and Israel reinforce the idea that capabilities must
be developed prior to crisis and conflict.’** SOF has a
unique remit to conduct battlefield preparation, partner
force training, and developing resistance networks in
foreign countries.'”! Cyber resistance is the logical evolu-
tion and extension of this responsibility.

SOF and CMF must also integrate and curate per-
suasive technologies to develop asymmetric advantage

warfare tactics in and through cyberspace.

Finally, an integrated CMF and SOF capability
must share operational design. Drawing on information
from the modern operational environment, the defense
industrial base, U.S. allies and partners, and adversary
cyber campaigns, a resistance operating concept in
cyberspace is an evolving but durable concept. The
cognitive impact of cyber operations is undeniable but
understudied. If a society or its people are reliant on
digital technology, then that behavior can be exploit-
ed.’” Iran, Russia, and China have already demon-
strated both the capability and intent to operationalize
cyber resistance movements to achieve a political
objective.””* A joint CMF and SOF design for resistance
movements in cyberspace utilizes the strengths of both
forces to affect combined arms integration.

Conclusion

Messner places the psychological dimension of con-
flict at the center of a strategy to influence the psyche
of the enemy.’** There are few operational environ-
ments more conducive to such approaches than the
cyber domain.'*® Messner’s concept of subversion war
is an appropriate theoretical framework to understand
contemporary resistance warfare in cyberspace.'”
While the U.S. strategy of persistent engagement does
not cite Messner, his principles of subversion war
underlie the U.S. approach to cyber operations.'® The
United States should embrace this and develop a cyber
strategy with subversion at its core accentuated by
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persuasive technologies and a well-trained and well-ed-
ucated force to operationalize them.

The methods identified in the psychological target-
ing literature are adaptations and extensions of ap-
proaches developed in clinical and political psychology
combined with statistical methods used in computer
science."”” These indirect assessments have long been

While the US. strategy of persistent engagement does not
cite Messner, his principles of subversion war underlie the
U.S. approach to cyber operations. The United States should
embrace this and develop a cyber strategy with subversion at

which unites SOF and CMF communities. Increased
coordination with partners and allies is not only an
operational priority but also a strategic imperative.
NIU could provide CMF and SOF students the
opportunity to conduct such exploratory and applied
studies to advance our understanding of the limits of
these approaches and their potential operational util-

its core accentuated by persuasive technologies and a well-
trained and well-educated force to operationalize them.

used in the intelligence community and can be readily
adapted within the next ROC."** Doing so, however,
requires the capability for precision influence at scale
that requires considerable applied research.

A joint operational design between CMF and SOF
incorporates dynamic and targeted operations, in-
fluences activities, and coordinates actions. Engaging
directly with adversaries online or covertly exposing
malicious behavior to various audiences provides a
methodology to counter MCAs. MISO should be
conducted against target audiences as narrow as can
be assessed, and SIGIN'T affords such opportuni-
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ties to do so in support of CMFE."*! Cyber targeting

is unique in that, often, one can strike a single target
multiple times from multiple approaches with the
same desired effect. Correspondingly, allies and part-

ners likely prioritize similar adversary cyber targets,

ity. A research priority should be developing digital
phenotypes of MCAGs, a potential focal point of the
next ROC.

To compete with and/or deter great powers and
maintain proficiency in resistance warfare, the U.S.
must give primacy to subversion in future cyber strate-
gy."* Doing so requires not only the adoption of subver-
sion as a national strategy for cyber but also integrating
training and education of CMF and SOF so that the
subversive potential of persuasive technologies can be
operationalized through an updated ROC. The updated
ROC will serve as a blueprint for a more egosyntonic,
and thus subversive, national cyber strategy. ®

The views expressed in this article are the authors” and
do not imply endorsement by the Director of National
Intelligence or any other U.S. government agency.
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