An artist's rendition of the commencement of Operation Glowing Symphony, a broad, synchronized cyber and psychological operations
attack conducted against terrorist and administrative operations of the Islamic State by elements of the U.S. military with other agencies’
participation from 2016 to 2017. (Al image by Gerardo Mena, Army University Press)
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he integration of artificial intelligence (AI) into

military information operations (I0) cannot

be left to the random evolution of a capability
that is becoming already widely recognized by friend
and foe alike as an essential component for support
of all current and future multidomain operations.’
Consequently, for U.S. forces and its allies, full-spec-
trum implementation of AI must be a very focused and
carefully directed transition that is properly disciplined
by exhaustive research to formulate and coordinate
doctrine development, experimentation, applied les-
sons learned from actual practice, and then supported
by robust resourcing in application.

Because there is no doubt that our adversaries are
becoming more sophisticated in employment of AI
in an information environment that is increasingly
complex, leveraging AT’s capabilities will not only be
essential but will also be pivotal for maintaining the
needed strategic edge and battlefield dominance to
achieve success in the future. The potential capabil-
ity of Al is such that failure by the United States to
achieve AT dominance on the global stage will almost
surely result in strategic failure for it and its allies in
any future conflict.

After providing a brief historical summary of IO
for context, this article will examine some specific
applications and implications of AI in IO, offering
insights into how it can be effectively employed to en-
hance the effectiveness of military campaigns. Given
the limitations of an article-length work, it explores
the impact of AT on modern IO by focusing on the
lessons gleaned from two significant case studies:
Operation Glowing Symphony, overseen by Joint Task
Force (JTF) Ares, a real-world operation that was key
to the dismantling of the Islamic State (IS) of Iraq and
Syria in the late 2010s; and Cyber Fortress, an exercise
series introduced in 2021 that grew directly out of les-
sons gleaned from major offensive and defensive cyber
operations against IS and elsewhere in the Global War
on Terrorism.

Past Precedent and Future Use of
Information as Weapon

The use of information to influence, mislead, dis-
rupt, or otherwise affect the enemy’s decision-making
and capabilities has been a cornerstone of military
strategy throughout history.” Commanders have long
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understood that controlling the flow of information
shapes the final outcomes of conflicts, making it an
essential component of military operations.’ From the
ancient strategies of Sun Tzu, who emphasized decep-
tion and the use of spies, down to the complex psycho-
logical operations through the Cold War, Desert Storm,
and the Global War on Terrorism, and currently in the
Russia-Ukraine war, the competing struggle for infor-
mation has remained a critical component of warfare.*

Notwithstanding, historically, the greatest challenge
to what we broadly refer to as information operations
has always been the formidable prospect of sorting
through collected information in a timely fashion to
distinguish important data from the less important and
the unimportant. In that process, the major common
impediment down through the history for exploitation
of information effectively for various purposes has been
the nagging challenge of speed in processing (i.e., creat-
ing an effective process for sorting rapidly through the
information collected to distinguish the most salient
data from the less relevant within the extreme limita-
tions in the time frame for which analysis is needed).

Key features of anticipated modern warfare are
rapidly evolving in such a manner as to often make
some of the already inherent problems of information
analysis harder rather easier.” For example, the abili-
ty to collect great amounts of data is easier than ever
before, but the fact that the process has resulted in
much greater amounts of information being collected
than ever before makes the problem of sifting through
and making sense of such massive quantities of accu-
mulated data qualitatively more difficult given the tight
deadlines for decision-making imposed by the in-
creasing speed and pace of unfolding operations in the
modern era. The problem has only been exacerbated by
the rapid advances of computer technology in the first
quarter of the twenty-first century that have dramat-
ically increased even further the capability to collect
vastly greater amounts of information than previously.
The result is that it is now essentially impossible to
effectively process and analyze the massive quantities
of information now collected using just the tradition-
al means of “hands on” human analysis even with the
assistance of legacy computer systems.

Concurrently, irrespective of the challenges posed
by technological advances related to information,
reliance on traditional kinetic operations in conflicts
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has been increasingly augmented and sometimes even
supplanted by operations in the information domain,
shifting the paradigm of war itself. This shift is largely
driven by the exponential growth in digital communi-
cation technologies, the internet, and social media plat-
forms that have radically transformed the landscape of
information dissemination and manipulation.®
In this new emerging information era, the integra-
tion of advanced technologies using Al is indeed revo-
lutionary—an often-abused word—that, in this case, is
entirely accurate. AI-driven IO can automate and scale
tasks that would be impossible for human operators to
manage manually through traditional techniques and
procedures.” Therefore, AI provides to the user for the
first time in history the ability to effectively organize,
categorize, and analyze previously unimagined vast
amounts of data at unprecedented speeds—a genuine
transformative revolutionary development not only
in the domain of information but in the waging of
warfare overall. Consequently, AI-enabled collection,
collation, and analysis
capabilities are increas-
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that must be incorporated for the timely planning and
execution of military operations in an unprecedented
mannet, the boundaries of which are still unknown
and provide a fertile field for expansion. The necessity
for dramatically upgrading capabilities for processing
information should highlight the need for investing in
Al as a national strategic priority since it is already a
crucial element for maintaining a strategic advantage in
the modern global operational environment and in the
future will only be more so.®

Additionally, the formulation of complex AI
algorithms that enable rapidly winnowing through
analysis of great amounts of data may in time mimic,
replicate, or even supplant the arcane and mysterious
factors thought to be behind the kind of human intu-
ition military leaders have always cherished in the cal-
culation of risk to improve decision-making that were
previously believed to be outside the capabilities of
machines and technology. In addition, such extreme
sophistication in personality analysis may enable the
weaponization of Al to create more effective psycho-
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logical operations by
providing real-time
analysis and predic-
tions regarding the
predicted decisions of
opponent forces based
on comprehensive and
exquisitely detailed
data sets regarding the
personality profiles and
proclivities among the
leaders of an adver-
sary. Plausibly, in the
exploitation of this
advancement, Al has
the potential to simul-
taneously generate and
disseminate prodigious
amounts of refined
propaganda at the
same time it manages
complex targeted disin-
formation campaigns
that exploit predicted
human behavioral
responses to influence
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public opinion on social media. These applications
highlight AT’s potential to act as a force multiplier
that amplifies the impact of traditional IO strategies.
This just of itself would make it an indispensable tool
supporting implementation of IO in a future conflict.’?
Consequently, the capabilities AI provide are now
essential in most forms of modern warfare where
the speed and accuracy of information given to deci-
sion-makers will make the difference between success
and failure. This means that the military’s adoption of
Al is not about incrementally improving existing legacy
processes but about acknowledging and adjusting to
a new paradigm shift in the nature of warfare overall
that demands a revolutionary effort to employ new
digital tools to vastly improve strategic and operational
planning and analysis while also directly disrupting and
degrading the information sharing and communication
channels of the adversary on the world wide web.

The Rise of Al Applications in
Military 1O

As noted, AI technologies are transforming how
militaries conduct information warfare, offering un-
precedented capabilities and new challenges. AI can
generate immense of amounts of information aligned
to specific narratives, analyze massive volumes of data,
and predict adversary maneuvers based on historical
data and current patterns.” These capabilities enhance
situational awareness and decision-making but also risk
overwhelming decision-makers with information.

One of the most significant advantages of Al in IO
is its ability to process and analyze large volumes of
data quickly and accurately. Al can sift through satellite
photos, real-time signal intercepts, and open-source
intelligence data to identify patterns and trends that
would be impossible for human analysts to detect. This
capability dramatically improves situational awareness
and decision-making, allowing military commanders to
make better informed decisions in real-time.

However, as previously noted, the sheer volume
of information needing analysis presents significant
challenges. Without radical improvements to the
tools needed for analysis, decision-makers risk being
overwhelmed with data as they attempt to single out
and act on the most critical information promptly.
Such information overload can lead to decision paral-
ysis, where commanders are unable to make timely
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decisions due to the overwhelming amount of data at
their disposal that cannot be efficiently and usefully
analyzed within the constraints of a highly sensitive
timeline. AT in its many variants will be essential to
remediate this challenge for decision-makers.

Additionally, weaponized Al can also generate
deceptive information, leading adversarial AI to derive
incorrect conclusions and mislead decision-makers. It
can also facilitate analysis of the psychological charac-
teristics of target groups, allowing for more effective
and focused psychological operations.™

At the same time, defensive AI will be necessary
when facing adversaries who may use Al-generated
deepfakes and malevolent synthetic media to con-
struct misinformation and morale campaigns aimed
at adversely affecting friendly public opinion."”
Al-generated videos and images can be used to
both spread false information as well as undermine
public trust in legitimate sources of information.
Acknowledging this challenge, it is also necessary to
recognize that the rapid advancement of AI technol-
ogy means that deepfakes are becoming increasingly
difficult to detect, making it challenging to counter
these disinformation campaigns effectively.

Operation Glowing Symphony:
A Pivotal Shift in Cyber and
Information Warfare

Operation Glowing Symphony, part of the broader
campaign against IS, represented a landmark in the use
of the types of offensive cyber capabilities alluded to
above to disrupt and degrade an adversary’s information
dissemination networks. This operation demonstrated
how AI and cyber tools could be integrated to achieve
strategic objectives in the information domain. It repre-
sented a pivotal shift in the integration of cyber and in-
formation warfare, marking a significant advancement
in how these tactics are leveraged to combat adversaries
like IS."* JTF Ares conducted operations as part of the
broader campaign against IS, and this operation not
only disrupted and degraded the group’ ability to dis-
seminate information, recruit members, and execute its
digital communication strategies but also demonstrated
the power of integrating offensive cyber capabilities
with traditional IO to achieve strategic objectives.

Although many of the details about the Operation
Glowing Symphony are not publicly releasable, the
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operation began in 2016 and continued into 2017. The
core of Operation Glowing Symphony was mounted
from the U.S. Cyber Command’s facilities, but the
effects were dispersed against IS online infrastructure
across the Middle East, Europe, and beyond. The
success of the operations stemmed in large part to its
seamless integration of cyber capabilities with tradi-
tional IO strategies. U.S. Cyber Command targeted
servers, websites, and data centers used by IS, gaining
control over their digital infrastructure. This allowed
U.S. forces to disrupt IS’s information capabilities
while simultaneously implanting and executing
friendly information aimed at the same audiences.
By combining these approaches, the operation effec-
tively neutralized IS’s ability to influence and recruit
through digital means. On the day of the opera-

tion multiple teams executed their scripts within a
ten-minute window after getting the final go-ahead.
They targeted various parts of IS’s media network,
including servers, social media accounts, and email
addresses. The operation was described as a “sym-
phony of destruction,” systematically disabling and
disrupting key parts of IS’s digital presence.*

This integrated approach illustrates the evolution of
modern warfare, where the boundaries between cyber
operations and IO are increasingly blurred. Traditional
IO focuses on influencing, disrupting, corrupting, or
usurping the decision-making processes of adversaries
while protecting friendly decision-making processes.'
When these principles are combined with advanced
cyber capabilities, the effectiveness of IO is significantly
amplified. Cyber operations can directly manipulate
the information environment, creating opportunities to
insert counternarratives and disrupt adversary com-
munications in real-time.

Additionally, one of the key innovations of
Operation Glowing Symphony was its strategic use
of friendly information to counter IS’s propaganda.
By infiltrating IS’s digital platforms, U.S. cyber forces

Previous page: An artist's rendition of Operation Glowing Sym-
phony attacks against terrorist operators during 2016 and 2017
that included hacking into Islamic State cell phones, computers,
and other devices for the purpose of covertly stealing information,
altering information, interrupting communications, and sowing
confusion by misleading and promoting distrust among enemy bel-
ligerents with targeted propaganda. (Al image by Gerardo Mena,
Army University Press)
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were able to not only halt the spread of IS’s messages
but also replace them with content that supported
U.S. objectives. This proactive dissemination of friend-
ly information helped to undermine IS’s credibility
and influence, sowing confusion and doubt among
their supporters.

The U.S. ability to implant friendly information
within enemy networks demonstrates a sophisticated
understanding of the psychological aspects of warfare.
Instead of merely silencing the adversary, the operation
turned IS’s own platforms against them, using them as
channels to broadcast messages that contradicted and
discredited the group’s narratives. This tactic not only
disrupted IS’s recruitment efforts but also eroded their
support base by providing alternative viewpoints and
information that challenged their propaganda.

Operation Glowing Symphony also highlighted
the effectiveness of using cyber capabilities to disrupt
adversary 10."° By targeting the critical infrastruc-
ture that IS relied on for communication, U.S. Cyber
Command was able to dismantle the group’s digital
networks. This disruption hindered IS’s ability to co-
ordinate attacks, recruit new members, and maintain
their online presence.

The operation employed advanced hacking tech-
niques to penetrate IS’s defenses and manipulate the
data and communications transmitted. This level of
disruption required a deep understanding of both the
technological and informational aspects of IS’s opera-
tions. By effectively severing IS’s communication lines,
U.S. forces were able to isolate the group, making it
difficult for them to sustain their operations and reach
their audience.

Operation Glowing Symphony represented a
watershed moment in the integration of cyber and
information warfare. By successfully disrupting IS’s dig-
ital communication networks and leveraging friendly
information to counter their propaganda, U.S. Cyber
Command has demonstrated the power and potential
of combining cyber capabilities with traditional IO
strategies."” This operation not only highlights the ef-
fectiveness of integrated approaches in modern warfare
but also sets the stage for future innovations in the
field. As the digital battlefield continues to expand, the
principles and tactics employed in Operation Glowing
Symphony will be crucial in guiding the evolution of
cyber and information warfare.
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Amplifying Cyber/IO with Al: A
Cyber Fortress Case Study

Cyber Fortress is an exercise series that began in
2021 and is sponsored by the Virginia Department
of Emergency Management in collaboration with the
National Guard and other federal and private partners
that was a direct outgrowth of the success of Operation
Glowing Symphony. It is a powerful idea of a proactive
cybersecurity relationship between private and public
partners for the defense of the homeland. At present,
Cyber Fortress is an annual event held in Virginia
Beach that brings in dozens of participants from the
federal and state government, and uniformed partners,
and representatives from private, critical infrastructure,
and academe.

The Cyber Fortress exercise involves a comprehen-
sive simulation of digital and information environ-
ments, allowing military and civilian participants to
practice and refine their IO strategies in a controlled
setting. It showcases the evolving nature of information
warfare training and preparedness.' The inclusion of
Al in these exercises underscores its importance in
future military operations and highlights the need for
continuous adaptation and innovation.

Exercise Objectives Including
Expanding Concepts for Employing
Al

This exercise involves a comprehensive simulation
of digital and information environments, allowing
military and civilian participants to practice and refine
their IO strategies in a controlled setting. The inclusion
of Al in these exercises underscores its importance in
future military operations and highlights the need for
continuous adaptation and innovation.

The exercise examines and applies in various
scenarios the lessons derived from the successes of
Operation Glowing Symphony but also expands on the
lessons learned to enhance consideration of additional
steps for the defense of critical infrastructure. In doing
so, it continues to explore and demonstrate the efficacy
of Al in both cyber and IO. By leveraging emerging
artificial intelligence, Cyber Fortress has not only im-
proved domestic cyber defense capabilities but also has
expanded consideration of complex scenarios involv-
ing extensive IO to create a more robust and adaptive
response framework.

One of the main goals of the current Cyber Fortress
is to use new Al tools in cyber security and IO. AI
enables humans to assess network traffic, find anomalies
and trends in large datasets, and react to events faster
and more accurately than “unarmed” human analysts.
Al-driven systems make it easier to find and stop cyber
threats. These Al systems analyze data in near-real time
incessantly, so any possible threats are found and stopped
before they have an opportunity to do extensive damage.
One important feature of Al is that it frees up human
operators to make more important strategic decisions
by automating routine tasks that would otherwise be
time-consuming and debilitating in terms of slowing
reaction time to events. This makes protecting critical
infrastructure more efficient and efficacious.

In Cyber Fortress, Al is also used extensively to ex-
ercise both offensive and defensive IO. For hostile pur-
poses, Al technologies allow customizable information
campaigns as well as the creation of realistic fake media
and changes to messages based on real-time feedback.
Because of these features, red teams can run complex
IO campaigns that can successfully distract, trick, and
sway their targets.

Cyber Fortress also uses the exercise area to gather
information about its users, which is then used to teach
advanced machine learning algorithms. This method is
based on data, which makes sure that AI systems keep
learning and become better, which makes them more
useful over time. The AT algorithms can find patterns
and trends by looking at how people act and react to
information. This makes it easier to predict and deal
with future threats. In the ever-changing world of
cyber and information warfare, this process of constant
learning is essential for staying ahead of the enemy.

The main goal of Cyber Fortress is to create human
skills that are enhanced by machines and can work well
with limited funds. Cyber Fortress aims to improve the
skills of human workers by integrating AT tools that will
help them handle more complicated cyber and IO. This
partnership between people and Al makes sure that
tasks are done quicker with fewer errors, using the best
parts of both human intelligence and machine accuracy.

Red Team versus Blue Team in Al-
Driven 10 Campaign Simulations

In Cyber Fortress, red teams employ Al to execute
intricate and aggressive IO. Their goal is to disseminate
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disruptive information to sow distrust and panic

among the public. They use AI-driven algorithms to
create messages in multiple languages, embedding cul-
tural and ethnic nuances to ensure messages resonate

deeply with various ethnic groups in the United States.

Red teams also use Al for adaptive messaging
and real-time feedback, monitoring public reactions
to adjust messaging accordingly. AI-generated chat
conversation generators post comments across digital
platforms, engaging in online discussions to influence
public opinion and amplify disinformation campaigns.

The use of Al for adaptive messaging allows red
teams to continually refine their tactics based on
real-time feedback. By monitoring public reactions to
their messages, they can identify which narratives are
gaining traction and adjust their strategy accordingly.
This adaptive approach ensures that the red teams’
information campaigns remain effective and relevant,
continually influencing public opinion and deepening
divisions within the digital discourse.

Blue teams counteract these sophisticated oper-
ations with their AI-driven strategies. They rapidly
generate accurate and reliable information to mitigate

Cyber and information operators undergo training in preparation
for Cyber Fortress, a cyber-information operations exercise for the
defense of critical infrastructure, in July 2024 at State Military Res-
ervation near Virginia Beach. (Photo courtesy of Virginia National
Guard Public Affairs)

false narratives and employ AI for language translation
tasks to monitor and counteract misinformation across
diverse linguistic spectrums.

During Cyber Fortress, the Information
Operations Support Cell (IOSC) serves as the ana-
lytical and strategic hub for blue teams. The IOSC
oversees the information environment, utilizing ad-
vanced Al algorithms for natural language processing,
sentiment analysis, and pattern recognition to identify
and address deceptive content.

The IOSC’s use of Al in natural language process-
ing and sentiment analysis allows it to quickly identify
the underlying strategies of the red team’s campaigns.
By analyzing target demographics, message frequency,
and thematic content, it can tailor its countermeasures
more effectively, ensuring rapid and strategically tar-
geted responses. This capability is vital in maintaining
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the integrity of information within the exercise and
safeguarding the digital information landscape from
corruption by falsified narratives.

Blue teams also use Al to develop proactive strategic
communication plans, customizing content dissemina-
tion based on audience analysis. This approach ensures
counternarratives reach the right people effectively.

language are getting smart enough to create and share
believable narrative content on their own at a scale and
speed that humans can’t match.

In terms of strategy, the continued use of AI in mil-
itary operations will have a huge impact on world poli-
tics. Information campaigns that use AI could lead to a
new type of warfare in which digital battles happen and

Information campaigns that use Al could lead to a
new type of warfare in which digital battles happen
and drive public opinion and national policies with-
out any physical confrontation.

Ethical considerations like privacy, transparency, and
accountability are paramount in AT utilization.

Understanding that different demographics consume
information differently, blue teams use AI to custom-
ize the dissemination of their content. AI algorithms
determine the most effective channels and formats for
different audiences, ensuring that counternarratives
reach the right people in the right way. This targeted
approach enhances the effectiveness of the blue teams’
information campaigns, helping to prevent the spread of
harmful misinformation and build resilience within the
public against future disinformation campaigns.

Emerging Technologies and Future
Applications

There are monumental changes ahead for the future
of Al in military IO. New technologies will make capa-
bilities more accessible and will drive strategic changes
in military operations. Advanced AI systems can han-
dle unfathomable amounts of data and make complex
psychological profiles, predictive models, and infor-
mation campaigns that run themselves. These models
can predict possible threats and make computerized
responses to information campaigns. This gives military
strategists a level of understanding and foresight that
has never been seen before.

Using Al in deep learning and neural networks is
one of the most important steps in technology develop-
ment. This technology makes it possible to make a huge
number of synthetic media that look and feel very real.
This gives psychological operations a strategic edge.
Also, tools that use Al to process and generate natural

drive public opinion and national policies without any
physical confrontation. Countries that are very good

at Al could gain significant leverage in international
relations through influence operations. This could start
a new arms race based on who has the best and most
efficient “intelligence”

Also, the automated tracking and analysis features
of Al systems are very important for finding fake news
and strange behavior quickly. These AT systems con-
stantly look through digital interactions and media
to find and flag possible threats or campaigns of false
information. The unsupervised analysis of voluminous
data, however, runs the risk of mislabeling legitimate
information and amplifying false narratives. Hence,
the human interaction assisted with Al is still required.
This automated watchfulness improves defenses and
makes sure that information activities are honest and
work well. So, the future of AT in military IO isn’t just
about new technology, but it’s also about making sure
that strategic decision-makers always have the most up-
to-date information and fighting new digital threats in
a world that is becoming more and more linked.

Unsettled Ethical and Privacy
Concerns in Al-Driven 10

As Al becomes more integrated into military IO,
ethical considerations must be at the forefront of its
deployment. The use of Al in creating and disseminating
information raises significant ethical questions, particu-
larly regarding privacy, transparency, and accountability.

The ability of A to process and analyze vast amounts
of data raises significant privacy concerns. Al systems
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can collect and analyze data from various sources,
including social media, communications, and other
digital platforms, to identify patterns and trends. While
this capability is invaluable for IO, it also raises concerns
about the privacy of individuals whose data is collected
and analyzed. Ensuring that AT systems are used respon-
sibly and that data collection adheres to privacy laws
and regulations is crucial. This involves implementing
strict data governance policies and ensuring that data is
anonymized and used only for legitimate purposes.
Furthermore, military use of AI must be scruti-
nized to prevent potential abuses. The aggregation of
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thewhat,wha, howof

Al-generated images and narratives in multiple languages were de-
veloped as part of the information campaign during Cyber Fortress
24. (Al-generated images by authors via MidJourney; text generat-
ed by ChatGPT)

personal data can lead to unintended consequences,
such as the targeting of individuals based on their dig-
ital footprint. Safeguarding personal information and
preventing misuse requires robust security measures
and continuous oversight.

Transparency in the use of Al for IO is essential to
maintain public trust and ensure ethical conduct. The
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creation and dissemination of information using AI
must be transparent, with clear guidelines on how AI

is used and what data is collected. Transparency also
involves informing the public and relevant stakeholders
about the objectives and methods of AI-driven oper-
ations. This can help demystify AI technologies and
build public confidence in their use.

Accountability is another critical aspect of ethical
AT deployment. There must be clear lines of respon-
sibility for the actions taken by AI systems. Human
oversight is necessary to ensure that AI-generated
content is accurate and ethical and that any misuse
of Al is promptly addressed. Establishing account-
ability frameworks can help monitor and evaluate
the impact of Al systems, ensuring that they are used
in ways that align with ethical standards and legal
requirements.

The use of Al in warfare, particularly in IO, raises
ethical questions about the manipulation of infor-
mation and the potential for psychological harm.
AT’s ability to create realistic deepfakes and synthetic
media can be used to manipulate public opinion and
spread false information. The ethical implications of
using Al in this manner must be carefully consid-
ered, and guidelines must be established to ensure
that Al is used responsibly and ethically in military
operations.

Ethical guidelines should address the potential for
Al to be used in ways that could deceive or manipulate
people, leading to unintended psychological or social
consequences. For example, the use of deepfakes in pro-
paganda can undermine trust in legitimate sources of
information and contribute to social instability. Ethical
frameworks must ensure that Al is not used to exploit

vulnerabilities in human cognition and psychology in
ways that are harmful or coercive.

Conclusion

Al in U.S. military IO is a strategic need for con-
temporary battlefield dominance. AI can analyze vast
datasets and automate difficult psychological functions,
transforming IO. Successful AI use requires a compre-
hensive and flexible strategy that combines innovation,
strategic vision, and ethical responsibility. The U.S.
military must invest in Al as a tool for efficiency and
a transformational force influencing combat as the
digital battlespace changes. This necessitates a move
from existing paradigms to an AI-driven approach that
prioritizes quick decision-making, agility, and cyber-in-
formation warfare integration. Responsible implemen-
tation also requires addressing data privacy, algorithmic
bias, and Al abuse. The adoption of AT in IO will define
military operations. It offers unprecedented opportu-
nities to influence the global information ecosystem,
prevent new dangers, and protect national security. In
a constantly changing battlefield, the military’s capacity
to innovate, cooperate, and adapt will determine the
effectiveness of this integration. m

The authors would like to acknowledge ChatGPT's
invaluable assistance, which provided critical insights and
guidance throughout the writing process. AT’s ability to
process and generate informative content has been indis-
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