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The Seventy-Fifth

Anniversary of NATO and
the Rules of Relevance

Col. Todd Schmidt, PhD, U.S. Army

n February 1944, Gen. Dwight Eisenhower,
I supreme commander of Allied Expeditionary

Forces, began drafting an “Order of the Day” that
would eventually initiate D-Day and the liberation of
France. On 5 June 1944, he made some final edits and
published it later that evening. The order was distribut-
ed to over 175,000 American and Allied troops prepar-
ing to launch the greatest armada in human history to
commence the most expansive amphibious assault the
world had ever seen on the beaches of Normandy on 6
June 1944. Following World War II, a new world con-
flict immediately enveloped the globe—the Cold War.

To withstand the power, influence, and internation-
al machinations of the Soviet Union, on 4 April 1949,
the North Atlantic Treaty was signed. The NATO
alliance and the U.S. mission to NATO existed then,
as they do now, because they directly contribute to the
security, prosperity, and liberty of Americans.! Article
5 of the treaty, the most renowned, stipulates that “an
armed attack against one or more of them [the signa-
tories] ... shall be considered an attack against them
all”* To be credible and of consequence to potential
adversaries, Article 5 must be undergirded by the other
less-renowned articles of the treaty and, most impor-
tantly, by the expressed support, national policy, and
implementation of policy of the allied nations, especial-
ly the United States.

Caught in a paradoxical position of blessing and bane,
the United States is the sine qua non element of the
North Atlantic Treaty. It is a position and responsibility
to which we ultimately expect and demand, yet ironi-
cally, one we may at times disdain. The legitimacy and

Col. Todd Schmidt, PhD, U.S. Army
Director, Army University Press

credibility of the North Atlantic Treaty rests on the
shoulders of the United States and the U.S. military.

Yet, legitimacy and credibility may be eroding as the
U.S. political system becomes increasingly polarized,
politicians undermine the importance and imperative
of NATO, and our collective U.S. society forgets the
sacrifices our forebearers made in world wars past.

As I have previously written in ARMY magazine,
U.S. allies are not preordained and should not be pre-
sumed.? Our allies must be earned. As domestic politi-
cal contests rage within our borders, are we also seeing
a quiet erosion of America’s reputation as a trusted ally
and champion of the free world? There is a “narrative
competition” being fought globally, one in which our
adversaries paint the United States as fragile, tempera-
mental, unreliable, weak in resolve, and societally sick.
If or as this narrative gains traction, U.S. adversaries
increasingly exploit the fissures and fault lines that are
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forming. Considering or endeavoring to isolate our-
selves from this international contest is not an option.

For the U.S. Army, it is our responsibility to simul-
taneously remain apolitical while ensuring that we
contribute to our national narrative “by being a lethal,
competent, credible force and being recognized as such
by key audiences among allies and partners, as well as
adversaries”* This will be a tightrope upon which we
must remain balanced as the national political environ-
ment becomes more brutal and public support for the
military more brittle. To remain relevant and above a
public, political fray fraught with fratricide, the Army
must consider simple rules of relevance.

The first rule of relevance is that the United States
must ensure that “would be” adversaries of NATO
must be 100 percent certain that Article 5 is factu-
ally and determinedly backed by the full weight of
the United States and its allies across all elements of
national power. The second rule of relevance is that
this fact must be credible and unassailable, backed
by evidence of its invocation in the wake of the 9/11
attacks. The invoking or threat of invocation of Article
5 should be a determining element influencing adver-
sarial action. The attack by Russia on Ukraine has been
and will continue to be debated as a failure of strategic
deterrence, but by strict definition, strategic deterrence
remains intact and the NATO Alliance deserves credit.

The relevance of the United States and NATO must
also be undergirded by deliberately structured national
policy. Policies and official government statements, or
the statements of politicians and political candidates,
that weaken U.S. alliances or call their credibility into
question must be rejected. National, institutional,
and bureaucratic policies that prevent and needlessly

burden allied cooperation, integration, and interopera-
bility need to be revoked and rewritten. Policy, regu-
lation, guidance, and instruction should empower and
enable our alliances, not restrict and constrain.’

If you have not heard the idiom, “speed of relevance;
you may have been living under a rock since 2018,
when Secretary of Defense James Mattis is credited
with its coinage.® Since then, it has been used count-
less times, particularly in our communities of national
security, defense, and military professionals. Although
the term cleverly communicates an imperative of in-
formation sharing and decision-making, its overuse has
diluted its impact as a strategic message.

Regardless, the relevance of NATO remains certain
and firm. On its borders and in the year ahead, NATO
will continue to confront crisis, conflict, and collective
self-questioning. For the U.S. Army, despite the do-
mestic or international political debates and self-flag-
ellation that may occur, military leaders must not
forget the sacrifices marked in June 2024, the eightieth
anniversary commemorating D-Day, or in May 2025,
the commemoration of the eightieth anniversary of
“Victory in Europe.

Just as importantly, we must not forget that our
NATO allies are growing in number, from the original
twelve members to the current thirty-two members,
because they trust and depend on U.S. leadership,
credibility, and willingness to remain the sine qua non
of the greatest alliance in the world. We commemo-
rate and celebrate the anniversary of D-Day with two
articles in this edition and will publish several arti-
cles commemorating the seventy-fifth anniversary of
NATO in future issues of Military Review through the
remainder of 2024.

Notes

1. "About NATO," U.S. Mission to the North Atlantic Treaty
Organization (NATO), accessed 29 March 2024, https://nato.
usmission.gov/about-nato/.

2. "Collective Defense and Article 5, NATO, last updated 4
July 2023, https://www.nato.int/cps/en/natohg/topics 110496.htm.

3. Todd Schmidt, “Army Must Strengthen lts Rela-
tionships with Allies,” Association of the United States
Army, 17 August 2021, https://www.ausa.org/articles/
army-must-strengthen-its-relationships-allies.

4. James McConville, The Army in Military Competition, Chief of
Staff Paper #2 (Washington, DC: Headquarters, Department of the
Army, 1 March 2021), v.

5. Schmidt, "Army Must Strengthen Its Relationships.’

6. James Mattis, Summary of the 2018 National Defense Strate-
gy of the United States of America (Washington, DC: U.S. Depart-
ment of Defense, 2018), 10.
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Write for Military Review

Suggested Writing Themes and Topics—2024

From the U.S. military perspective, what are the greatest external threats to the United States? Why, and
how?

Are there nations that consider themselves to be at war with the United States? If so, how are they con-
ducting war, and what would increase the probabilities of their success?

Is there a new “Cold War"? If so, who make up the new confederated blocs (ie, the new "Axis" powers)
aligned against the United States, and how do they cooperate with each other? What types of treaties or
agreements do they have that outline relationships they share to reinforce each other?

Who best synchronizes DIME (diplomacy, information, military, and economic) elements of power to
achieve strategic goals? Contrast and compare employment of DIME by China, Russia, Iran, and the United

States. How should the United States defend itself against foreign DIME?

Does China have an “Achilles’ heel”? What is its center of gravity? If it has one, how can it best be attacked/
exploited?

What does China view as the United States’ "Achilles’ heel” or center of gravity? (e.g, Trade relations?
Resource shortages? Diminishing technological manufacturing base? Societal instability and factionalism?)
How specifically is it exploiting these?

How should the United States respond to Chinese aggression toward Taiwan?

What lessons are we learning from Russia’s war with Ukraine? What should be the next steps for the
United States? What should be the desired end state from a U.S. perspective?

What is the impact of irregular immigration on the security of the United States?

What is the status of security force assistance brigades (SFAB)? What is the future for SFABs?
What is the role now of the U.S. Armed Forces in Africa? Far East? Middle East?

What logistical challenges will the U.S. military face in large-scale combat operations?

What does the future hold for nanoweapons? Electromagnetic warfare? Artificial intelligence? Information
warfare? How is the Army planning to mitigate effects?



Enter the U.S. Army’s premier writing competition!

2024 General William E. DePuy
Special Topics Writing Competition

This year's theme is “The Russia-Ukraine War”

Russia and Ukraine have been at war since Russia invaded its neighbor on 24 February 2022. The intent of this
year’s DePuy competition is to encourage close examination of this war and what lessons it has provided for the
Army. A list of suggested topics for examination is provided below. However, the list is not exclusive, and manu-
scripts identifying and analyzing other salient topics are encouraged.

«  Whatlessons have we learned from the Russia-Ukraine war so far?

. How do lessons from this war affect/influence how we approach Field Manual 3-0, Operations, and large-
scale combat operations?

. Based on lessons learned from this conflict, what needs to change in U.S. Army doctrine?

. What have we learned about the evolution and the future of maneuver warfare (armor, fires, unmanned
aircraft, etc.)

. Based on lessons learned from this conflict, what are the impacts of technology on modern warfare (e.g.,
cell phones, computers, artificial intelligence)?

«  How do the Russian and Ukrainian approaches to information operations compare? Psychological
operations? Civil-military operations? Who has been more effective? How have social and traditional
media affected the war for each side?

«  How does this conflict inform the Army of 2030-2040?

. How does this conflict influence U.S. adversaries? What are our adversaries learning?

«  What are our allies learning from this conflict? How will it affect U.S. relationships with its allies?

With NATO?
. How does this conflict affect/influence the U.S. approach in the Indo-Pacific?
. Based on what we have seen in this conflict, what is the role of the interagency at the operational level?

Competition opens 1 January 2024 and closes 19 July 2024
1st Place: $1,000 and publication in O\ﬁ[itary Review

2nd Place: $750 and consideration for publication in M[itary Review
3rd Place: $500 and consideration for publication in M[itary Review

Prize money contributed by the Association of the United States Army

For information on how to submit an entry, please visit https://www.armyupress.army.mil/DePuy-Writing-
Competition/. Articles will be comparatively judged by a panel of senior Army leaders on how well authors have
clearly identified discussion topics related to the Russia-Ukraine war relevant to the U.S. Army; how effectively de-
tailed and feasible analysis of the issues identified is presented; and the level of expository skill the author demon-
strates in developing a well-organized article using professional standards of grammar, usage, critical thinking,
original insights, and evidence of thorough research in the sources provided.
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The threats presented by enemy weaponry, pervasive surveillance
technology, and cross-domain long-range fires have motivated the
U.S. Air Force to apply its operational resiliency framework to a new
scheme of maneuver called agile combat employment, which em-
ploys small, dispersed, and adaptive basing techniques to survive
and operate in all domains.
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The scale, severity, and prolonged nature of combat casualty care
in multidomain operations against near-peer adversaries requires
modernizing the Military Health System (MHS). The survival chain is

a concept that can help the MHS reframe battlefield medicine and
iteratively develop technology solutions across the care continuum.
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Lt. Col. Margaret Kucia, U.S. Army Specialist Corps

Lt. Col. Megan Matters, U.S. Army Nurse Corps

Maj. Thomas Hansen, U.S. Army Medical Service Corps
Maj. David Preczewski, U.S. Army Medical Service Corps
Maj. Martin Smallidge, U.S. Army Dental Corps

Dr. Edward Michaud, U.S. Army Civilian Corps

During future conflict, the Army Health System will face a hyper-
active, lethal, and kinetic fight, straining its ability to complete its
enduring mission to conserve the fighting strength. However, artifi-

cial intelligence could provide solutions for the extreme challenges
of providing medical care during large-scale combat operations.

142

151

May-June 2024

Volume 104 « Number 3

Using Open Access Al to Create
Military Training from POW
Experiences

Col. John P. Albano, MD, U.S. Army, Retired

Cmdr. Steven E. Linnville, PhD, U.S. Navy, Retired

Lt. Jacob R. Westerberg, PhD, U.S. Navy

Travis V. Meyer

Artificial general intelligence could potentially be used for curricu-

lum development to prepare military personnel to survive a cap-
tivity experience.

REVIEW ESSAY

Afghan Air Wars

Soviet, US and NATO Operations,
1979-2021
Matthew Kiefer

The author critiques a book by Michael Napier that discusses the
use of air power in Afghanistan for more than five decades.
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Soldiers from Company A, 16th Infantry, 1st Infantry Division (Big Red One) disembark from an LCVP (Landing Craft, Vehicle, Personnel)
and wade onto the Fox Green section of Omaha Beach (Calvados, Basse-Normandie, France) on the morning of 6 June 1944. American
soldiers encountered the newly formed German 352nd Infantry Division when landing. During the initial landing, two-thirds of Company
E, 16th Infantry, became casualties. (Photo courtesy of National Archives)

Lessons from D-Day

The Importance of Combined
and Joint Operations

Col. Gregory Fontenot, U.S. Army, Retired

he eightieth anniversary of the Allies’ World to examine joint and combined operations in the con-

War II invasion of France will be memorial- text of a deliberate attack characterized both by time to

ized and celebrated in the United States and in  prepare and good intelligence. All the means of intelli-
Normandy. However, this article looks beyond D-Day gence gathering we have today existed then. We think
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of satellite imagery and cyber as new, but their prede-
cessors were photo imagery from manned aircraft and
signals intelligence. Technology has changed, but the
basic intelligence means remain the same. The context
also includes the estimates made by both Allies and the
Germans. Future conflicts will be combined and joint
and will assuredly include elements of irregular war-
fare. All these characteristics pervaded planning and
operations for the invasion of France in 1944.

The material basis of war since 1945 in communi-
cations, intelligence gathering, air support, and fires
has changed to the extent that an opposed landing on
the scale and complexity of Normandy can no longer
be conducted against a capable enemy. On the other
hand, long-term strategic and operational planning
and preparation—to include organization, intelligence
gathering, force structure, and command and con-
trol—in the context of combined and joint warfare will
continue to be required more or less as they were in
June 1944. The scale of operations may be smaller, but
the scope and complexity are arguably greater.

Coalition Strategic Planning

The broad coalition known as the United Nations
began with discussions between the United Kingdom
and the United States. In Origins of the Grand Alliance:
Anglo-American Military Collaboration from the Panay
Incident to Pearl Harbor, William T. Johnsen shows this
collaboration began haltingly. Not until January 1941,
after the introduction of President Franklin Delano
Roosevelt’s “lend lease” legislation, did staff talks begin
that eventually cemented “the Grand Alliance” From
the British point of view, this was as much as two years
later than they would have preferred.'

At the end of World War II, Gen. George C.
Marshall asserted that coordination with the British
was “the most complete unification of military effort
ever achieved by two allied nations” Perhaps, but that
“unification” did not come easily. These first discussions
on military collaboration produced a commitment be-
tween the two sides to a Germany first strategy but also
revealed differences based on national interests and the
hard strategic facts. These discussions also revealed the
essential cultural DNA of the Allied forces.

An early bone of contention stemmed from the
American view that Russia could be kept in the
war and final victory won only by invading western

D-DAY

Europe. The British, with strong recollections not only
of Dunkirk and the Dieppe Raid but their losses in
World War I, sought to avoid the risks necessary to get
ashore where the German defenses were strongest. The
British were also not inclined to accept advice of the
Americans who had come late to the party. Moreover,
Stephen E. Ambrose argues in The Supreme Commander:

The War Years of General Dwight D. Eisenhower that
Gen. Alan Brooke, chief of the Imperial General

Staff, “carried throughout the war the handicap of a

prejudice against the Americans”? Of Gen. George C.

Marshall, Brooke wrote, “I should not put him down

as great man.” Brooke was by no means the only British

soldier who believed the Americans were not up to the

task. Prejudice proved a common malady among both

British and Americans.*

Coalition Command

‘When and wheth-
er to invade western
Europe proved to be the
chief difference between
the two major allies. In
any case, the number of
ground troops necessary
to invade France or any-
where in western Europe
simply could not be found
in 1942. Airpower was
the only means to take the
fighting to the Germans
in the early days.
Accordingly, Marshall
assigned the priority of re-
sources and manpower to
the U.S. Army Air Force.
American ground forces
entered the war via North
Africa in November
1942, while air operations
against Germany began in
early 1943.°

Gen. Dwight D.
Eisenhower, destined
for supreme com-
mand, arrived in the
United Kingdom on 24

Col. Gregory Fontenot,
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tation and a working his-
torian. He was lead author
of On Point: The US Army
in Operation Iraqgi Freedom
(CGSC Press, 2004) and

is the author of The Tst
Infantry Division and the US
Army Transformed: Road
to Victory in Desert Storm,
1970-1991 (University

of Missouri Press, 2017),
winner of the 2017 Army
Historical Foundation
award for unit history, and
Loss and Redemption at

St. Vith: The 7th Armored
Division in the Battle of

the Bulge (University of
Missouri Press, 2019). His
most recent book is No
Sacrifice Too Great: The

Ist Infantry Division in
World War Il (University of
Missouri Press, 2023).

MILITARY REVIEW  May-June 2024



June 1942 to take up responsibility as commander
European Theater of Operations United States Army
(ETOUSA). Eisenhower believed that among his sev-
eral jobs, he had to assure “the British that we are here
not as muddling amateurs but as earnest, competent
soldiers who know what we are about”® Eisenhower
spent a good part of the next three plus years manag-
ing and leading combined operations complicated by
divergent national interests. He did that first as the
supreme allied commander in the Mediterranean and
then supreme command for Overlord and operations
in Europe. He did not do so without the full coopera-
tion of his British and American colleagues.

Despite their national concerns and biases, the
British and Americans were committed to combined
operations as a necessity. To that end, they formed
the Combined Chiefs of Staff. On 23 April 1942, that
august body established a combined staff to plan the
cross-channel attack. The Combined Chiefs assigned
British Lt. Gen. Frederick E. Morgan as chief of staff
to the yet to be named supreme allied command-
er.” Morgan’s staff became known by the acronym
COSSAC (for chief of staff to supreme allied com-
mander). Morgan, like Eisenhower, understood the
need for cohesion in his combined staff. Morgan did,
however, become frustrated when the chiefs did not se-
lect a supreme commander. He knew that planning the
invasion required would not come easy. In his words,
“The term ‘planning staft” has come to have a most
sinister meaning—it implies the production of paper.
What we must contrive to do is to produce not only
paper but action”® COSSAC laid out the outline plan
and then the details once Eisenhower was appointed as
supreme commander.

German Estimates and Command

In the summer of 1943, the Allies and the Germans
reached critical strategic choices. In July, Germany’s
Operation Citadel to reduce the Kursk salient failed.
That failure and the surrender of Italy in September led
Adolf Hitler to revise his strategic appreciation. Gen.
Walter Warlimont, deputy chief of staff for operations
of the Oberkommando der Wehrmacht (High Command
of the Wehrmacht, or OKW) described the German
high command’s condition in late summer 1943 as a
“state of schizophrenia” based on running two the-
aters of war, one in the east and the other in the south

around the Mediterranean.’ In theory, the Germans
enjoyed unity of command, but in practice, Hitler’s
interventions and the competition for resources led
separate commands to work at cross purposes.

Germany also confronted problems with its remain-
ing allies. Reports of the possible defection of Rumania
and Hungary led to the OKW preparing for these
possibilities. The situation in Bulgaria, a political ally
only, proved worrisome as well. The various dilemmas
confronting Germany led to the publication of Fiihrer
Befehl (Fiihrer Order) 51; Warlimont noted that in doing
s0, OKW rose “to the level of real strategy once more*
The directive summarized the strategic situation, noting,
“The danger in the east remains but a greater danger ap-
pears in the west: an Anglo-Saxon landing!” The direc-
tive continued by observing that Germany had strategic
depth in the east but not in the west."

In Hitler’s voice, the order continued, “I have
therefore decided to strengthen the defenses in the
West, particularly at places from which we shall launch
our long-range war against England. For those are the
very points at which the enemy must and will attack;
there—unless all indications are misleading—will be
fought the decisive invasion battle”’* Hitler honored
his “own” guidance “more on paper than in reality”" He
did however assign an energetic and determined officer
to do what could be done. In November 1943, Field
Marshal Erwin Rommel arrived in the low countries,
where he inspected the defenses. In December, he took
command of Army Group B, responsible for the de-
fense of northwestern France, including Normandy.**

Rommel worked hard to bulk up the Atlantic
Wall, which looked better in propaganda film than in
reality. Rommel began his preparation for what Hitler
described as the decisive battle by a personal reconnais-
sance of the defenses. He believed the battle had to be
won on the beaches, and consequently, the armor re-
serves needed to be brought forward. However, Hitler
retained the armor reserves in his personal control.
Field Marshal Gerd von Rundstedt, who commanded
(technically at least) the western theater, believed the
battle could be won only by bewegungskrieg, or a war
of movement. He wanted to keep the armor reserves
inland and use them to mount a decisive counterattack.
Rommel drove his troops hard laying millions of mines,
developing the defenses on a heroic scale, and preparing
his troops to fight with the limited means available."
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Figure 1. SHAEF Command and Staff Structure

Allied Assessment and Command

On 10 December 1943, just prior to the
Casablanca Conference, Roosevelt told Eisenhower
almost casually, “Well Ike, you are going to com-
mand Overlord”*® In keeping with the Allied view
and his own commitment to coalition operations,
Eisenhower’s deputy and three component command-
ers were British. Gen. (later Field Marshal) Bernard L.
Montgomery went ashore in command of 21st Army
Group with the British Second Army and the U.S.
First Army reporting to him. In contemporary terms,
Montgomery was the ground component commander
(see figure 1). Eisenhower intended to take personal
command of land operations once he could bring his
Supreme Headquarters Allied Expeditionary Forces
(SHAEF) ashore. That decision grated on the British
for much of the rest of the war.'”

Morgan’s COSSAC had not been idle, but some of
the key players for Overlord did not begin to arrive
until the fall of 1943. Eisenhower and Montgomery
did not arrive until January. Consequently, the plan
evolved. Montgomery arrived on 2 January 1944
and Eisenhower on the 14th. Both joined headquar-
ters that were still organizing. Lt. Gen. Omar N.
Bradley, who had arrived in September 1943, stood
up First U.S. Army in October. Maj. Gen. Lewis
Brereton arrived that same month to organize 9th
Air Force as a tactical air force to support ground
operations in France. The arrival of Eisenhower and
Montgomery represented commitment of the Allies
to a cross-channel invasion in the spring or early sum-
mer. Their arrival enhanced the ongoing buildup of
forces and the revision of the original COSSAC plan
to reflect the availability of forces and the professional
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Royal Marine commandos attached to the 3rd Division for the assault on Sword Beach move
inland from the Normandy coast on 6 June 1944. A Churchill bridgelayer can be seen in the
background. (Photo courtesy of the Imperial War Museums)

judgement of the supreme commander and his ground
component commander.'®

COSSAC settled on an attack on the Calvados Coast
of Normandy, which the combined chiefs approved.
What remained was planning the details. A lack of
troops and assault craft of all kinds constrained planning
until the final commitment and arrival of the last of the
key players. Two days after he arrived, Montgomery
and Lt. Gen. Walter Beedle Smith, SHAEF chief of staff,
received a briefing on the plan. Montgomery objected to
it as underresourced and attacking on a front that was
too narrow. Smith was unhappy also with the planning
and staffing of the air component. Smith wanted heavy
bombers to support the landing, but they remained
committed to Pointblank, the strategic bombing cam-
paign. In fact, Gen. Carl “Tooey” Spaatz held the view
that Overlord was unnecessary because strategic bomb-
ing alone could bring Germany down. Eventually, the
airmen supported both bombarding the landing areas

and the Transportation Plan that
aimed to damage the French

rail system and thus prevent

the Germans from reaching

the landing zone easily. The
broad outline of what the allies
executed in June emerged soon
after. The evolution of the plan
included a well-conceived decep-
tion plan designed to convince
the Germans the assault would
occur on the Pas-de-Calais."”

Other irritants arose
quite apart from the differ-
ences in national interests.
The British concept of the
operation as reflected by
Montgomery proved far more
conservative than that of the
Americans. Nigel Hamilton,
Montgomery’s chosen biogra-
pher, observed that the “Great
War” battle of the Somme,
during which Montgomery
suffered life-threatening
wounds, was the “seminal ex-
perience of his entire life” and
shaped his view of warfare and
how to conduct it.** The Somme cast a long shadow
across the United Kingdom’s people, its soldiers, and
its leaders. The British were, to use a euphemism,
risk averse. At war since 1939, they simply could not
afford high casualties.

The difference in command culture was perhaps the
hardest thing for the American and British to reconcile.
Command culture of the United Kingdom featured top-
down guidance, including high-level officials reaching
far down the chain of command. In North Africa, Gen.
K. A.N. Anderson, commanding the British First Army,
parsed out regiments and even battalions of U.S. troops,
sending them hither and yon subordinated to British for-
mations. Not until after Kasserine Pass did Eisenhower
put a stop to that habit.”!

Winston Churchill articulated the essential difference
clearly when he observed, “In practice it is found not
sufficient for a government to give a General Directive
and wait to see what happens” He continued, “A definite
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measure of guidance and control is required from the
Staffs and high Government authorities”” At one
point, Brooke complained to Marshall that Eisenhower
seemed prone to taking advice from Bradley and Patton.
Marshall riposted saying, “Well, Brooke, they [combined
chiefs of staff] are not nearly as worried as the American
chiefs of staff are worried about the immediate pressures
and influence of Mr. Churchill on General Eisenhower.??
British and American views of planning horizons
differed as well. The American system to this very day
begins with the desired end state. From there one plans
backward. In Cross-Channel Attack, Gordon A. Harrison
illustrates the competing viewpoints. When the
Americans offered long-range plans the British asked,
“How can we tell what we should do six months or a year
hence until we know how we come out of next month’s
action?” The Americans on the other hand asked, “How
do we know whether next month’s action is wise unless
we know where we want to be a year from now?”**
Finding the right officers for the SHAEF staff re-
quired patience and even raised-voice discussions. Of
the process, Air Marshal Sir Arthur Tedder observed
‘getting the right people and being ruthless ... and you
must be ruthless.” If a man could not be a team member
he had to go. Beetle Smith did the hiring and firing, and
he was ruthless. At one point, he and Brooke crossed
swords due to Smith’s raiding the Mediterranean theater
for officers that Eisenhower wanted. As commander of
the U.S. European Theater of Operations, Eisenhower
had also to find “one army group commander, three
army commanders, over a dozen corps commander
and, eventually, nearly half a hundred division com-
manders.?° Because he was human, Eisenhower want-
ed officers he knew. This of course led to squabbling
with Lt. Gen. Jacob Devers, who had taken over in the
Mediterranean theater. The dispute with Devers got
nasty, with Eisenhower complaining to Marshall. In fact,
Eisenhower knew it was wrong to cherry pick Devers’
command but did so anyway, claiming that Overlord
was more important than the fighting in Italy.

Logistics: Concentrating and
Sustaining the Force

Logistics is far more than sustaining the force in the
field. Finding the troops, forces, materiel, air support,
and naval support are the logistics of concentrating
the means to invade and then sustaining the fight

D-DAY

ashore. The U.S. buildup of troops for the cross-channel
invasion, known as Operation Bolero, began in 1942.
Inevitably, troops were siphoned off first to invade
North Africa, then to invade Sicily, and later the Italian
mainland. Afterward, competition for resources con-
tinued with the Mediterranean theater and of course,
the Pacific.

The build-up began when the 29th Infantry Division
arrived in October 1942. Despite everything, the buildup
reached 749,298 soldiers in 1944 on New Year’s Day.
Eleven divisions had arrived and were preparing for
the invasion, including the 82nd and 101st Airborne
Divisions, the 2nd and 3rd Armored Divisions, and the
1st, 2nd, 5th, 8th, 9th, 28th, and 29th Infantry Divisions.
The build-up continued, reaching twenty divisions with
some 1,525,965 troops by 1 June 1944. The troops in the
UK included 620,504 ground troops, 426,819 airmen,
and 459,511 services of supply soldiers.””

The United Kingdom could barely feed itself, so it
could not feed the Americans. Food and nearly every-
thing required to sustain the troops had to come from
the United States protected by British and American
naval forces. Not only did merchant shipping provide
the means to support the troops training in the United
Kingdom, but they also had to build up materiel to
sustain the fight ashore. By June 1944, convoys had
brought 5,297,306 long tons of everything from tanks
to locomotives, ammunition, and fuel.?®

The cross-channel attack required an enormous
number of landing craft and heavy naval gunfire
support. Assembling landing craft and adequate
means of naval gunfire led to squabbling between the
Americans and British as well as interservice debates
on priority, particularly between SHAEF and the
U.S. Navy, and even within the Navy. There simply
were not enough of various landing craft, includ-
ing Landing Ship, Tanks (LST). Of the problem,
Churchill had this to say: “The destinies of two great
empires ... seemed to be tied up in some god-damned
things called LSTs*

The problem stemmed from a shortage in both
the European and Mediterranean theaters, and
the initial priority to the Pacific (see the table).

At 11 knots maximum speed, moving LSTs from
the Pacific to the European theater did not hap-
pen. Enough were produced for Overlord but not,
as Eisenhower had hoped, to conduct a double
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envelopment by invading southern France from two
points simultaneously. In January 1944, he de-
layed the invasion from May to June to get another
month’s production of landing craft. In the end, with
compromise on lift requirements for vehicles and
other equipment, delaying the second landing and
improving maintenance 3,601 amphibious craft were
found.®

In February 1944, Adm. Ernest J. King sent his
chief planner, Rear Adm. Charles M. Cooke, to the
United Kingdom to settle both the complaints about
amphibious craft and naval gunfire. At that confer-
ence, Rear Adm. John L. Hall, commander of Force
O (responsible for executing the landing at Omaha
Beach), “banged [his] fist on the table and said, ‘It’s
a crime to send me on the biggest amphibious attack

731 Samuel

in history with such inadequate support!
Eliot Morison wrote of the incident only that
SHAEEF had a “legitimate complaint” on “Admiral
King’s tardiness in allocating battleships, cruisers
and destroyers for gunfire support.”*> Cooke admon-

ished Hall for his demonstration but found the ships.
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D-Day, 6 June 1944

While the Allies haggled over the means and
method to invade, the German army struggled to meet
the needs of both the looming invasion and the imme-
diate problems in the east. Rommel’s tireless efforts to
strengthen the German defenses fell short of what he
wanted to achieve. Moreover, as noted previously, he
lost the argument over control of the armor reserves.
Finally, concentrating forces had not developed as
Hitler promised.

By 1944, they were experiencing serious difficulty in
manning and equipping units. Over the course of 1944,
end strength for a German infantry division declined as
the regiments were reduced from three to two battal-
ions. End strength dropped from seventeen thousand to
twelve thousand. Equipping these units proved equally
difficult. Although German infantry divisions were
organized with just over two thousand vehicles, 1,400
were horse-drawn. Many units and nearly all the fixed
coastal defenses featured a menagerie of gear from any
number of countries, which ensured nightmares at
night and on the job for German logisticians.”

14

May-June 2024  MILITARY REVIEW



D-DAY

Table. U.S. and British Landing Ships and Craft from Different Theaters

Landing Ship, | Landing Craft, | Landing Craft, | Landing Craft, Landmg Landing Craft,
; Craft, Vehicle,
Tank Infantry (Large) Tank Mechanized Assault
Personnel
U:s.in 12th Fleet 168 124 247 216 1,089 0
(UK)
British in UK 61 121 664 265 0 646
us.in
Mediterranean 23 >9 44 185 395 0
British in
Mediterranean 2 32 % 0 138
U.S. on East
Coast, USA 95 89 57 341 0
U.S. on West
Coast, USA 0 41 60 181 0
US.in all Pacific 102 128 140 1,198 2,298 0
Areas
British on East
Indies Station 0 4 67 0 46

(Table by Michael Lopez, data from “Combined Staff Planners Memo. for information No. 24," 19 June 1944)

Soldiers assigned to the infantry divisions were
augmented by prisoners of war who volunteered to
join “Ost” battalions as an alternative to the prison-
er of war camps. They were not well motivated to
defend the Reich. Overaged men provided much
of the manpower for the German coastal defense
divisions. These divisions lacked mobility; thus, they
were static. One of them, the 716th Infantry Division,
defended the Calvados coast where the Allies landed.
Unfortunately for the soldiers who landed at Omaha
Beach, a battalion from the credibly equipped and
trained 352nd Infantry Division backed the 716th.
With two battalions totaling about two thousand
soldiers manning defenses, including fourteen well-
armed strongpoints, what the Allies called Omaha
Beach was well defended.?

The 1944 panzer divisions had also declined in
strength. On 6 June 1944, the German army in the west
fielded nine panzer divisions and one panzer grenadier
division. Of these, the Schutzstaffel (SS) provided three
panzer and one panzer grenadier divisions. No two of
these ten divisions were organized in the same way.

Together they had just over 1,700 tanks and more than
two hundred self-propelled guns. The tanks includ-

ed Mark IIIs, I'Vs, and Vs. Better known as Panther
tanks, the Germans had 360 of the excellent Mark Vs.
There were a handful of Mark VI Tiger tanks as well.
Tank strength varied from a low of 86 in the 116th
Panzer Division to 188 in Panzer Lehr. The 21st Panzer
Division with 112 tanks was within twenty miles of
the beaches. The 12th SS with another 164 tanks was
less than fifty miles away. Finally, Panzer Lehr with 188
tanks and as many as eight tiger tanks was just under
one hundred miles away.

Arguably the best defended Omaha beach proved
the most difficult for the Allies. The boundaries of the
beach extended about ten miles from just east of Port-
en-Bessin to just west of Pointe du Hoc. Controlled by
the 1st Infantry Division, the 16th Infantry Regiment
and the 29th Infantry Division’s 116th Infantry
Regiment made the main assault along five miles of
elliptically shaped beach running from Port-en-Bessin
to Vierville-sur-Mer. The beach bent southward,
enabling devasting enveloping fires. Cliffs bounded the
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beach both east and west. Once ashore, the Americans
had to scramble up escarpment-like heights to control
ravines the Overlord planners called exits. The German
defenders’ widerstandsnesten (strongpoints, or WN)
each had sketch maps with ranges and sectors and were
well supported by artillery (see figure 2). Overaged or
not, the one thousand soldiers of the 716th Infantry
Division supported by another one thousand from the
better-equipped 352nd exacted an immense toll.*®
Omaha’s defenses came closest to Rommel’s concep-
tion of how to defend the coast than any of the beaches
assaulted on D-Day. The German defense included un-
derwater wire and mine obstacles. To be able to see and
avoid the underwater obstacles, the troops landed at
low tide, necessitating that they cross several hundred
yards of open terrain just to reach the seawall. The first
assault wave consisted of eight rifle companies from the
two regiments. Around 0300 hrs., the troops clambered

into their landing crafts about thirteen miles offshore
with the seas running three to five feet. The ensuing
trip to the beach took nearly three hours, during which
small crafts rolled, pitched, and yawed until all and
sundry were cold, sodden, and desperately seasick.”
The Army Air Force bombed the beaches as part of

the preparation fires to destroy coast defenses and to
generate craters that could provide cover for ground
troops. The official Air Force history opined that “too
much was expected by the other services”** Although
some air attacks took place in April, the main effort
came on D-Day. The airmen made a prodigious effort;
1,083 of 1,361 heavy bombers struck that morning
dropping 2,944 tons of bombs. However, because of
low overcast conditions and bumping the aim points
to assure safety, nearly all the bombs were dropped
well past their intended targets. With understand-
able if misplaced bitterness, Lt. Col. Herbert Hicks,
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commander of the
2nd Battalion, 16th
Infantry, observed,
“The Air Corps might
just as well have
stayed home in bed
for the all the good
they did”*
Medium bomb-
ers and fighters flew
as well. They too
achieved less than

hoped. The Allied air

B S e

forces did achieve air

G P :
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beaches. The battle-
ships were support-
ed by cruisers and
destroyers and even
rocket-firing land-
ing craft and a few howitzers, thumping away while
inbound. Next came the duplex drive tanks that were
to swim ashore buoyed by canvas “bloomers” Five made
it ashore. Finally came the eight companies in the first
wave (there were twenty-six waves in all). Some 1,600
bedraggled infantrymen, many of whom landed well
away from their intended targets, began landing at
0630 hrs.*

Many soldiers never reached the shore; still others
died soon after. In The Bedford Boys, Alex Kershaw
recounts the story of Capt. Taylor N. Fellers, and A
Company, 1st Battalion, 116th Infantry. Fellers and
perhaps all but one man in his boat section were killed
shortly after landing. Within minutes, the Germans
decimated the male population of Bedford, Virginia.!
The struggle ashore succeeded because of bottom-up
and top-down leadership—easy to say after the fact
but difficult in execution. Young officers and NCOs
made it off the beach out of sheer bloody-minded et-
fort. Lt. John Spalding and his section sergeant Phillip
Streczyk exemplified the courage and initiative re-
quired to get off the beach. By 1030 hrs. that morning,

(Graphic courtesy of the Robert R. McCormick Research Center)

Figure 2. German Sector Sketch Captured by the

16th Infantry

they and their boat section had reduced WN 64 and
reached the top of the heights overlooking the beach.
Both won the Distinguished Service Cross as did three
of their soldiers.*”

Young officers commanding destroyers assigned
to Destroyer Squadron 18 played key roles as well.
The destroyers came close in shore and reduced
bunkers with direct fire. Writing soon after D-Day,
Col. Stanhope B. Mason, chief of staff of 1st Infantry
Division, asserted without naval gunfire, “we positive-
ly could not have crossed the beaches”* Maj. Gen.
Leonard T. Gerow, commanding V Corps, said it suc-
cinctly: “Thank God for the United States Navy*

Senior officers earned their pay that day as well.
Brig. Gen. Norman D. “Dutch” Cota and Brig. Gen.
Willard Wyman proved the wisdom of their pro-
motions in action. Cota is frequently highlighted in
accounts of D-Day, but Wyman has not received due
credit. Wyman, the assistant division commander
in 1st Infantry Division, brought his command post
“danger forward” ashore shortly after 0800 hrs. Don
Whitehead, a combat experienced journalist who came
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ashore with Wyman, looked around and concluded,
“This time we have failed. God, we have failed!”** But
Wyman stood erect and calmly sent lost units to where
they were needed to push the lodgment inland.

Col. George A. Taylor exemplified a key role of
senior officers that day. Taylor who had commanded
in the 26th Infantry in North Africa and led the 16th
ashore in Sicily, stood erect like Wyman and walked
calmly along the beach exhorting and encouraging
soldiers and junior leaders. At one point Taylor and his
command group moved up near crest of a slope of shin-
gle (softball-size gravel) and drew fire. His regimental
surgeon, Maj. Charles E. Tegtmeyer, yelled at him, “For
Christ’s sake Colonel get down you're drawing fire,” to
which Taylor responded with a grin, “There are only

two kinds of men on this beach, those who are dead
and those who are about to die*

In the eighty years since Taylor offered his justi-
fiably famous observation, a great deal has changed.
What has not changed is the importance of combined
and joint operations. In 1944, combined operations re-
quired politically savvy officers who were conscious of
the political nature of any operation let alone combined
operations. Joint operations, despite doctrine intended
to reduce friction and promote cross-domain success,
will still depend personal relationships like those culti-
vated among the World War II Allies. Leadership and
initiative from the bottom up and top down will not go
out of style whatever we learn from the fighting in the
Ukraine and the Gaza Strip; the same is true today. ®
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“An Incredible Degree
of Rugged and Realistic

Training”

The 4th Infantry Division’s
Preparation for D-Day

Stephen A. Bourque, PhD

t 0640 hours, 6 June 1944, twenty LCVPs
A (Landing Craft, Vehicle, Personnel), generally

called Higgins boats, stopped just short of the
French coast at La Madeleine, near Sainte-Marie-du-
Mont on the Cotentin Peninsula. On signal, the ramps
lowered, and six hundred soldiers from the 1st and 2nd
Battalions of Col. James Van Fleet’s 8th Infantry Regiment
jumped into chest-deep water and waded for one hun-
dred yards past obstacles toward the smooth beach. The
soldiers’ movement in the icy water was slow as they
approached the defenders from the 3rd Company, 919th
(German) Infantry Regiment, who were attempting to
recover from the Ninth Air Force’s intense and accurate
attack on their positions and the massive naval bombard-
ment that had shifted fires only a few moments earlier.
The attackers swept through the still-shocked defenders
and began moving inland. Ten minutes later, the sec-
ond wave landed and started expanding the bridgehead.
Adjusting to landing about 1,200 yards south of the
intended beach, the regiment continued forward toward
the causeways and linked up with the 101st Airborne
elements that had landed the previous night.

Col. Herve Tribolet’s 22nd Infantry Regiment

arrived on the shore at 0745 hours and, as rehearsed,
turned north. It headed up the coast to destroy

German defenders on the beach and artillery batter-
ies still bombarding the landing area and the fleet.

By noon, Col. Russell (Red) Reeder’s 12th Infantry
Regiment was ashore, pushing cross-country through
the gap between the other two regiments. Throughout
the day, tank, tank destroyer, artillery, air defense
artillery, and engineer battalions moved in support

of their respective regiments or began working on

the innumerable tasks assigned by the 4th Infantry
Division G-3. By the end of the day, Van Fleet’s regi-
ment had accomplished its primary task of joining with
the 101st Airborne Division. The other two regiments
had expanded the division’s bridgehead, allowing other
elements from the VII Corps to begin coming ashore.
Through it all, the 4th Infantry Division command-
er, Maj. Gen. Raymond O. Barton, who had landed

at 0934 hours, watched his soldiers in action. Besides
occasionally directing traffic to clear the few roads in
the marsh-infested area, he had almost nothing to do.
When asked by subordinates for instructions, he told
them to execute the plan as practiced.'

Belying Helmuth von Moltke’s often quoted dictum
that “no plan of operations extends beyond first en-
counter with the enemy’s main strength,” almost every-
thing went according to schedule.” Although problems
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4TH INFANTRY DIVISION

U.S. soldiers of the 8th Infantry Regiment, 4th Infantry Division, move over a seawall on Utah Beach during the Allied invasion of Europe on
6 June 1944. (Photo courtesy of the U.S. Army Center of Military History)

in water navigation delayed the assault by about ten
minutes and shifted the landing by 1,200 yards, almost
no one but the first troops ashore even noticed. The
German defenders on the beach offered only mod-
erate resistance, and it was primarily their artillery
batteries, positioned farther inland, that inflicted most
of the division’s 311 casualties—killed, wounded, and
missing.’ By the early evening, when Barton arrived at
his command post at Audouville-la-Hubert to begin
adjusting the plan for the following days, his command
was in good shape and either on or close to all its initial
objectives. His soldiers had accomplished thousands of
individual tasks that day as well as driving the German
919th Grenadier Infantry Regiment away from the
beach area. How did this happen?

Most Americans consider D-Day as a singular
event: the physical landing of Allied forces, by air and
sea, on the Normandy coast. But as soldiers know,
many months, if not years, went by before a single

Higgins boat touched down on Omaha or Utah beach-
es. For Americans, the preparation began in 1940 as the
United States expanded its military forces. By 1941,

the U.S. Army’s Ground Forces, led by Lt. Gen. Leslie
McNair, directed a series of large-scale maneuvers in
Louisiana and the Carolinas, evaluating and training
corps and armies. Specialized unit training for combat
in mountains, deserts, and amphibious operations often
followed these general maneuvers. One unit that par-
ticipated in this extensive preinvasion training program
was the 4th Infantry Division, one of the three infantry
divisions to participate in the Normandy invasion on 6
June. Activated on 1 June 1940, the War Department
directed its organization as a motorized division, and
three years later, reorganized it as a standard infantry
division. Starting in October 1943, it had a specific task:
be the lead division in an assault against the German
Atlantic Wall. Based on a focused training program
developed that month, training began with general
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amphibious practice in the United States, a second

phase with more sophisticated ship-to-shore exercis-

es, and a third phase that rehearsed the invasion. The

Stephen A. Bourque,
PhD, is professor emer-
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result was an efficient
and productive assault
on 6 June.*

Phase 1:
Training on
Fundamentals
in the United
States

The onset of war in
Europe in 1939 inter-
jected a sense of realism
into the U.S. Army’s
organization and train-
ing. For most, it was
not a surprise as many
veterans of the First
World War sensed that
they would again return
overseas to finish the
job from the previous
war.® Gen. George C.
Marshall and other se-
nior leaders began plot-
ting a course to create
a ground force capable
of doing battle on the
continent. The German
offensive against France
and the Low Countries
that accelerated that
effort included a
significant expansion
of the Regular Army
and improved train-
ing for the National
Guard. Between the
German invasion of

divisions and reactivated six infantry divisions.® Among
these was the 4th Infantry Division, reactivated at Fort
Benning, Georgia, on 1 June 1940.”

Almost immediately, replacements began flow-
ing into Fort Benning and its three regiments: the
8th, 22nd, and 29th Infantry (later replaced by the
12th). Congress enacted the Selective Service Act
in September 1940, increasing the influx of recruits
heading to their new units.® Until June 1941, the Army
had yet to expand its system of replacement centers,
so the first time these inductees came face to face
with the U.S. Army was when their noncommissioned
officers met them getting off their bus. Over the next
few months, sergeants instructed them in what has
traditionally been called the school of the soldier.” In
addition to the standard tasks of wearing the uniform,
marching, military discipline, and marksmanship,
the 4th Division’s recruits also had to participate in a
unique aspect of training: driving and motor vehicle
maintenance. As a motorized division, it had many
trucks, tracked vehicles, and jeeps. Many of the recruits,
who had grown up during the Great Depression, had
no experience with driving vehicles nor how to keep
them moving. But it was not long before the division
was rolling across the southeast.™

In August 1941, the 4th Motorized Division joined
the remainder of the IV Corps during the Third Army
Maneuvers in Louisiana. These lasted for ten days and
were in preparation for the major exercises scheduled
by the General Headquarters, U.S. Army (GHQ). At
the end of the exercise, the division returned to Fort
Benning for only a short period because, in November,
the 4th Motorized participated with the rest of Maj.
Gen. Oscar W. Griswold’s IV Corps in the GHQ-
directed Carolina Maneuvers. For ten days, it maneu-
vered as part of the largest concentration of motor-
ized troops in America’s history.'* Returning to Fort
Benning on 3 December, it had not yet unpacked when
the Japanese navy attacked the Pacific Fleet."”” The
troopers remained alert for the next month, waiting
to be dispatched to defeat an Axis incursion along the

this article will appear in Poland (September coast. Of course, it did not happen, and the command
Tubby. Bourque is current- 1939) and the Japanese =~ moved from Fort Benning to its new quarters at Camp
ly working on a book on attack on Pear]l Harbor Gordon, Georgia, later that month." In July 1942, its
the 4th Infantry Division’s (December 1941), former chief of staff, Maj. Gen. Raymond O. Barton,
battle in the Hurtgen the War Department returned to command the 4th Motorized Division.
Forest. created two armored Immediately, the division was back in the field.
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While Barton’s soldiers
were out training, Gen.
Dwight D. Eisenhower’s
forces were in their last
phase of destroying the
German and Italian
armies in Tunisia. At the
Casablanca Conference in
January 1943, the political
and military leaders agreed
that the Allied subsequent
tasks were to clear Sicily,
invade Italy, and knock
the junior Axis power out
of the war. As a result, the
War Department sought
to get its best-trained unit
still in the United States
into the next phase of
combat. As the “Rolling
Fourth” returned to Camp
Gordon, Barton received
orders to move the di-
vision to Fort Dix, New
Jersey. By the second week
of April, the division was
on the move, this time by train-hauling all its equip-
ment."* When they arrived, the troops continued to
train with more weapons firing, small-unit attacks on
fortified positions, and air-ground operations. Mortar
crews received special training attention since they
gave the infantry battalion commander his best fire
support for close-in combat."

This well-trained unit was not deploying to Italy
due to its organization as a motorized division. In the-
ory, there would be one of these for every two armored
divisions, essentially replicating how the Germans
had developed their panzer grenadiers to support
their panzer divisions. However, because of the large
amount of shipping required to get it overseas, as much
as a standard armored division, it did not deploy. By
the end of July 1943, the War Department decided to
discard the motorized structure and redesignate these
units as infantry divisions. On 24 August, GHQ or-
dered Barton to turn in his motorized equipment and
prepare to move to the Amphibious Training Center,
Camp Gordon Johnston, on the Florida Coast.'

4TH INFANTRY DIVISION

4th Infantry Division commanders pose for a photograph at Brent Knoll Camp, England, on 30 May
1944. Front row (left to right): Brig. Gen. Harold W. Blakeley (4th Division Artillery), Maj. Gen. Ray-
mond O. Barton, and Col. James Rodwell (Chief of Staff). Back row (left to right): Col. James Van Fleet
(8th Infantry), Col. Hervey A. Tribolet (22nd Infantry), Col. Russell P. Reeder Jr. (12th Infantry), and
Gen. James E. Wharton (1st Special Engineer Brigade). (Photo courtesy of the U.S. Army)

Privately, a member of the GHQ staff let Barton
know the 4th Division would be part of the assault on
France, code name Overlord. In September, he flew to
England for a general briefing on his role and to exam-
ine potential training and bivouac areas. When he ar-
rived at Gordon Johnston in early October, he and his
staff prepared a training memorandum (Number 73),
published on 14 October, which spelled out the divi-
sion’s training plan for the next nine months. It identi-
fied three training phases: the first was an introduction
to amphibious operations and honing small-unit skills
in Florida between 18 October and 31 December.
Phase 2 would commence after the division arrived
in the United Kingdom in January and, although not
stated in the memorandum for security reasons, would
focus on more sophisticated ship-to-shore operations.
Once the assault plan was firm, Barton’s command
would concentrate on practicing for the invasion."”

The War Department had established the
Amphibious Training Center in October 1942 near the
beach town of Carrabelle, Florida, about sixty miles
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Map of the Slapton Sands Training Area, Devon, England, circa 1944. (Map courtesy of the
National Archives of the UK, ADM 116/5082)

southwest of Tallahassee. The training area was large

enough to accommodate an entire reinforced infantry

division. While the instructional program was always

in flux, depending on the unit, it generally consisted of

several different phases:

¢ Embarkation operations

¢ Activities while afloat and en route to the landing
location

¢ Movement from the ship to the shore

¢ Initial assault operations'

In addition, staff officers participated in a separate
course emphasizing the role of the headquarters in
planning for all phases of the assault. Finally, the center
taught a series of special subjects, including swimming,

physical conditioning, knife and bayonet fighting, and

automatic weapons firing from
landing craft. By the time the

4th Infantry Division arrived in
September 1943, the center had
been in operation for more than a
year and was changing from a pure-
ly Army endeavor to a joint Army-
Navy operation.”

For Phase 1, amphibious oper-
ations were the most crucial task,
followed by other essential skills
such as mine laying, sanitation,
patrolling, and night operations.
During assault training, the divi-
sion used live ammunition when
possible and emphasized the use of
the bayonet. In addition to regular
exercises, officers and noncommis-
sioned officers attended schools
on leadership and tactical subjects.
Physical fitness was essential, and
the division conducted long-dis-
tance cross-country runs at least
once a week. They would practice
marching, with full gear, from
distances of fifteen to twenty-five
miles.”

The details for much of the
training was a 271-page syllabus
titled “Shore to Shore Amphibious
Training.” It covered nearly every-
thing a unit could expect to expe-
rience, from loading the vessels to landing on the far
shore, communicating during the passage to the coast,
and the beach organization after landing. It also had a
series of tutorials for commanders and staff on how to
write an amphibious order. This program ended with
a series of exercises designed to put everything the
soldiers and their leaders learned into practice.”

The training program was challenging and demand-
ing. Soldiers working with the 4th Engineer Special
Brigade got seasick for the first time as they spent hours
offshore, bobbing in their landing craft. They landed
at night on beaches on local islands and the Florida
coast. They hiked at night to build physical fitness while
avoiding the day’s heat. They went swimming every
afternoon to learn how to escape a sinking ship and
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In this photograph released 12 June 1944, Army troops on board a Landing Craft, Tank prepare to ride across the English Channel to
France. Some of these men wear the 101st Airborne Division insignia. (Photo courtesy of the U.S. Navy via the National Archives)

reach the shore. Combat teams practiced, for the first
time, as units comprising infantry, engineers, medics,
and artillery. While not on the prescribed training plan,
the division ran a modified “Ranger” training plan for
select members of each regiment. Capt. Oscar Joyner
Jr, a former Amphibious Training Center staff member
who was now with division G-3, ran this program. Its
essence was on essential individual skills such as map
reading, land navigation, use of explosives, detecting
mines and booby traps, and scaling defensive walls. As
the historian for the 22nd Infantry noted, “Probably

no phase of the training of the regiment was more
useful or more thoroughly detested than the time spent
at Camp Gordon Johnston, Florida** By the end of
November, these young men were in the best physical
condition of their lives, lean from the exercise and tan

from hours in the sun. They were ready for the next
training phase in England.”

Phase 2: General Amphibious
Training in the UK

The 4th Infantry Division began its journey to Europe
by leaving Camp Gordon Johnston on 1 December.
Wheeled vehicles moved by convoy the 450 miles from
the coast to Camp Jackson, South Carolina. There, it
cleaned or replaced worn-out clothing and equipment.
The division started moving again at the end of December,
this time to Camp Kilmer, New Jersey, where they pre-
pared for deployment. War Department inspectors and
offices from various agencies moved soldiers through
one last series of predeployment checks during the day.
Soldiers received physical examinations and lectures on
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sion from February to May 1944. (Photo courtesy of Geograph)

security, and they removed all their unit patches and
insignia. The men filled in the change of address cards and
sent them home with any items they were not permit-
ted to take with them. The War Department alerted the
division for deployment at the end of December, and its
advanced party, led by Col. James Rodwell, the chief of
staff, departed New York Harbor on 27 December. Finally,
Van Fleet’s 8th Infantry was first, leaving on 10 January
on the RMS Franconia, a Cunard liner. By 19 January, the
entire division was at sea. It took thirteen days to cross
the icy Atlantic Ocean. By the end of January, the whole
division had arrived at Liverpool, and the debarkation
process began.”*

The Ivy Division’s movement was part of Operation
Bolero, the U.S. Army and Army Air Forces’ deploy-
ment to England. The Bolero Combined Committee
(London) supervised the “reception, accommodation,
and maintenance of US forces in the United Kingdom”*
This group coordinated with all British national and
local government elements to ensure the process was as
smooth as possible. It supervised the terrain and facilities
for American troops and designated billeting areas. From
Liverpool, the division’s soldiers boarded trains and moved
to their encampment areas in the large peninsula in south-
west England called Devon (or sometimes Devonshire).
One reason the committee selected this location is that it
made amphibious training in English and Bristol Channels

The Collipriest House in Tiverton, England, served as headquarters of the 4th Infantry Divi-

relatively easy. It was also close to the
embarkation ports and the ultimate
landing areas in western Normandy.*®
As soon as he arrived, Barton report-
ed to Lt. Gen. Omar N. Bradley, the
commander of the First U.S. Army, to
get his briefing on what was to expect
over the next few months.”’

The headquarters was at a lovely
early eighteenth-century man-
sion in Tiverton called Collipriest
House. The division artillery head-
quarters was in the nearby village
of Cullompton, with the battalions
scattered near their supported
regiments. Col. Harry Henderson’s
12th Infantry Regiment moved into
the area around Exeter. Van Fleet’s
8th Infantry centered its command
on Honiton, and Tribolet’s 22nd
Infantry moved into various villages in and around
Newton Abbot. The distance from division headquar-
ters to the various headquarters could be over forty-five
miles, making it a challenge for Barton and his staff to
interact with his commanders, who now were pretty
much on their own when not on training exercises.”

As soon as the regiments were in place, they began
small-unit training to prepare for the more extensive
exercises. Training space in the British countryside was
at a premium. Soon, the American theater command
arranged for the division to practice at an area they called
the U.S. Army Assault Training Center, located between
Braunton and Barnstaple. Here, the division’s troops could
practice with infantry weapons, tanks, artillery, and air
support, all using the same ammunition they would use
in combat. At Braunton, soldiers learned or refreshed
their memories on organizing boat teams, leading assault
groups, and overcoming “hedgehogs” and other obstacles
enemy defenders could use to stop the division’s assault.”
Since Barton had decided to lead the invasion with the 8th
Infantry, he sent it immediately to Braunton. Its special-
ized training included assault amphibious techniques,
reduction of beach defenses, and assault against fortified
locations. As the division historian noted, “The training at
Braunton was well organized, intensive, interesting, and
of immense practical value to its recipients’* The re-
mainder of the division spent February practicing with its
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new equipment at the company and battalion levels. This
training included live-fire exercises and shooting direct
and indirect fire over the assaulting troops.”

On 23 January, Eisenhower, now the supreme allied
commander, notified the Combined Chiefs of Staff
that he had approved a significant modification in the
invasion concept. Because the Allies’ posture for men

Then they jumped into the icy water, often up to their
armpits, and waded to shore. It was a harrowing expe-
rience with the constant danger of injury or drowning,
and everyone was always wet and cold.

and material had improved since the original invasion
plan’s development, they could now assault another
beach, called Utah, on the Cotentin Peninsula. Bradley
assigned this mission to the 4th Infantry as part of the
VII Corps. The division had the task of seizing that
beach, linking up with two divisions of airborne forces
dropped inland, and turning north to lead the effort to
capture the port at Cherbourg.” Since Eisenhower and
Bradley’s staffs had not yet worked out the invasion’s
details, Barton and the 4th Infantry Division continued
execution of Phase 2 of his October training plan.**

Meanwhile, from February until 5 June, the division
commander participated in an almost daily sequence of
visits, meetings, and inspections. Barton’s diary records
each of these, consuming more than half of the time
he had available to prepare his command. The U.S.
secretary of war, the British prime minister, and almost
every general officer and staff colonel in both armies
made their way to his headquarters at Tiverton. Barton
met with members of the corps headquarters almost
daily. With more than thirty years of infantry service,
“Tubby” Barton knew and had served with many of the
American officers. Therefore, in this environment of
constant activity, there was little time for reflection and
contemplation by a division commander on the eve of
one of America’s most important battles.**

The division needed to hone its general amphibious
skills as part of Phase 2 training. The 8th Infantry had
begun this process at Brauton in late February. It start-
ed for the 12th Infantry with Operation Muskrat, on
12 March. At Plymouth, three assault transport ships

4TH INFANTRY DIVISION

awaited them: the USS Dickman, the USS Barnett, and
the USS Bayfield, which would be the corps and division
command post during the invasion. They headed north to
the Firth of Clyde, southwest of Glasgow; Scotland. There,
they dropped anchor, and for the first week, the battalions
practiced various drills such as reaching boat stations
under blackout conditions, debarking over the sides of the

ships, and wearing full gear with ladders, nets, and ropes.
Throughout the week, soldiers experienced cold rain and
the expected seasickness caused by bouncing around in
the late winter coastal waters. For the following week’s ex-
ercise, a detachment from the 1st Engineer Special Brigade
boarded the three ships. Now, the soldiers put their train-
ing to use as they organized into boat teams, scurrying
down the transports’ sides and into their assigned Higgins
boats. They formed up into assault waves and approached
the hostile shore. Then they jumped into the icy water,
often up to their armpits, and waded to shore. It was a
harrowing experience with the constant danger of injury
or drowning, and everyone was always wet and cold.*®

Barton had watched the final exercise from a high
point overlooking the beach until thirty minutes after
the troops landed. He then went down to the beach. He
was displeased by what he found. The soldiers seemed
listless and unmotivated. In most cases, they were going
through the motions, not using the terrain for cover and
hiding from direct enemy fire. More importantly, leaders
were not taking charge and making corrections from his
perspective. He found Henderson and took him up and
down the beach, pointing out what he saw. The regimental
commander had not been with the division very long, and
Barton was not impressed with what he discovered.*

The 22nd and 8th Infantry went through similar
exercises. Tribolet called his training series Mink, which
occurred at Slapton Sands. Unlike the 12th Infantry, he
only had to qualify two battalions since the 3rd Battalion
would train with Van Fleet’s regiment. He practiced
the same drills as the Muskrat exercise. Meanwhile, the
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Maj. Gen. Raymond O. Barton, commanding general of 4th Infantry Division, transmits instructions
over a radio on 27 April 1944 while on the USS Bayfield off the coast of England during Exercise
Tiger. (Photo courtesy of the U.S. Army via the National Archives)

8th Regiment, including the 3rd Battalion of the 22nd
Infantry, moved to Dartmouth and continued its assault
training in another exercise called Otter during the same
period. Since Van Fleet would be first on the shore, he
demanded that its practice be more in-depth with an
increased sense of urgency.”

Phase 3: Preparing for Neptune
By mid-March, the First Army and VII Corps com-
manders and staffs had made most of the central planning

decisions. Although the VII Corps would not publish

Field Order #1, Neptune, until
28 May, Barton knew that Maj.
Gen. J. Lawton Collins, the
corps commander, had assigned
the 4th Infantry Division the
task of landing on the Cotentin
Peninsula, linking up with

the 82nd and 101st Airborne
Divisions, and driving north

toward Cherbourg. It was time
for him to move to Phase 3 of
his training plan, preparing for
the invasion.*®

The first significant inva-
sion rehearsal was Exercise
Beaver; running from 27 to
30 March, this would be a
full rehearsal of the antici-
pated assault, with the 8th
and 22nd Infantry leading
the way. Now, the regiments
were combined arms orga-
nizations called regimental
combat teams. In addition
to the infantry, the division
assigned them tank platoons,
engineers, medics, signal
troops, and a direct support
artillery battalion. In many
cases, these attachments
would continue for the war’s
duration. For this exercise
and the invasion, the 1st
Engineer Special Brigade and
the 1106th Engineer Group
joined the 4th Division. Since
this was a VII Corps-directed activity, Collins and
his headquarters also controlled the 101st Airborne
Division’s 502nd Parachute Infantry Regiment and
received support from the Ninth Air Force.”

The exercise would take place at the Assault Training
Center at Slapton Sands on the south Devon coast, west of
Dartmouth. It was a seven-mile-long beach, and possessed
terrain similar to that which the Americans would en-
counter in June. Of special note was the Slapton Ley, a salt
marsh just behind the beach that mirrored almost exactly
the situation at Utah Beach.*
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American troops land on a beach in England 25 April 1944 during Exercise Tiger, the final dress rehearsal for the invasion of Nazi-occupied
France. (Photo courtesy of the U.S. Signal Corps via the Library of Congress)

Using the draft 4th Infantry Division field order as
a guide, the 8th Regimental Combat Team led the way,
followed by the 22nd and 12th Regimental Combat
Teams. It was the first significant rehearsal of the
division’s assault plan. Disembarkation and the beach
assault went generally according to schedule. The as-
sault units secured a bridgehead and moved inland. But
Barton was not happy with the performance of some of
his companies and battalions.*!

The following day, the exercise continued. It was
time for the logistics units to begin supporting the
combat teams on the shore. The European Theater
Service of Supply landed about 1,800 tons of food, fuel,
and ammunition, allowing everyone to practice resup-
ply operations. That evening, the combat units began

returning to their Devon camps. At the same time, the
division commander and his operations group went to
Plymouth and met the naval task force commander,
Adm. Don P. Moon, Collins, and the VII Corps staff.
As a training exercise of this scale, it exposed many
flaws in unit training and Army-Navy cooperation.
Many participants remembered it as a too confusing
event. Based on his performance over the last month,
Barton replaced one of his regimental command-
ers, Col. Harry Henderson, from the 12th Infantry.
Bradley sent him Col. Russell P. “Red” Reeder Jr., one of
Marshall’s young protégées who had just arrived in the
theater to replace him.*

Early discussions about Exercise Tiger began almost
as soon as Eisenhower and British Gen. Bernard L.
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Montgomery, the ground force commander, arrived in
England in February, and they agreed to add another
invasion beach. Bradley, therefore, ordered Collins

to start planning for the exercise on 1 April, with the
execution date during the last week of the month. As
this was a dress rehearsal, the task organization was
the same as the corps would employ on Utah Beach in
June. The 4th Infantry Division would land as sched-
uled by sea, supported by the 1st Engineer Special
Brigade to clear the beaches of mines and obstacles.

It was not practical to use large amounts of aircraft

to ferry the airborne troops from the 82nd and 101st
Airborne Divisions; these troops arrived by truck to
simulate the link-up with the forces landing by sea on
D (execution day) +1. That same day, the logistics train
of quartermaster, medical, and other sustaining units
would also rehearse its landing and establishment of
the supporting element on the invasion beach.*®

Using the draft VII Corps Field Order #1, Neptune,
as the guide, Barton and his staff prepared Field Order
#1, Exercise Tiger, on 18 April.* The division would
employ its three regiments, now configured as combat
teams with all supporting engineers and tanks, precisely
as planned for the invasion. Van Fleet’s Combat Team
8, reinforced by the 3rd Battalion, 22nd Infantry, led
the way and would move to Lower Ley to secure the
causeway location. Tribolet’s Combat Team 22, minus
the battalion under Van Fleet’s control, would be the
next wave. Its mission was to land on the beach, secure
a causeway, and take command of its 3rd Battalion.
Then, it was to continue the attack along its assigned
avenue of advance. Reeder’s Combat Team 12 landed
next with the task to secure a river crossing location.
The 1st Engineer Special Brigade was mixed among
the division, supporting the landing and improving the
beach for follow-on forces and supplies. Finally, follow-
ing the assault troops would be divisional, corps, and
army supply units, practicing the movement of needed
ammunition and food from ship to shore. This training
event was as close to the invasion as the VII Corps staff
could plan and execute.*

Opver thirty thousand soldiers headed to the embar-
kation ports on 22 April, arriving at assembly areas off
Devon’s south coast a few days later. Thursday, 27 April
was a beautiful day for a practice invasion, and the live-
fire bombardment was ready to go. However, for various
reasons, Moon postponed the assault from 0730 to 0830

hours, never something to try at the last minute. The
element of friction, described by Carl von Clausewitz,
took charge.” Not all the ships got the word. Companies
E and F, 8th Infantry, received the change of orders and
held back. However, Company G, the reserve unit, never
got the message and continued ashore as scheduled. They
were alone on shore as the Navy began its rescheduled
bombardment. Fortunately, the heavy guns hit no one,
but some explosions got a little too close to some of the
troops on the beach.”

The division had other problems; Barton and senior
commanders sensed a lack of energy across the com-
mand. Soldiers failed to employ the fundamental aspects
of cover and concealment as if it were an invasion. Part
of the problem was the absence of the regimental com-
manders with the initial landings. Van Fleet and Tribolet
were stranded on a “free boat” Theoretically, they had
the option to land anywhere, thus placing the regimental
commanders where needed. However, the British skip-
per had other ideas and did not get them onto the beach
until much later. When Barton landed, he received
a profane-laced narrative from Van Fleet, who had
been denied the chance to correct the problems in his
team. Not long after, around 1045, Barton encountered
Montgomery; Adm. Bertram H. Ramsay, commanding
the Allied Naval Force; and Lt. Gen. Courtney Hodges,
Bradley’s deputy commander, on the beach. Not know-
ing the landing problem’s background, Montgomery
confronted the division commander. “Where the devil
are regimental commanders, now General, they must
be with the troops during the landing” Quite offended,
Barton replied, “Now listen to me, General, you better
tell that to your British skipper, my commanders would
be in here but for his inefficiency” Montgomery pulled
back and discussed the issue with Ramsay.**

Although this was the most critical training event for
the 4th Infantry Division, Exercise Tiger has also gone
down in history as one of the U.S. and British Navy’s
most significant failures in the European Theater of
Operations. Early in the evening on 27 April, a convoy
of eight LSTs (Landing Ship, Tank) departed Plymouth
and headed for an assembly area in Lyme Bay, east of the
exercise landing area. These large vessels, each four hun-
dred feet long and capable of carrying twenty tanks and
more than two hundred soldiers, were the backbone of
the Allied invasion force. Onboard this convoy was the
follow-up force for the landing, including soldiers and
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equipment providing engineer, logistics, medical, and
communications support. Many of these were from the
1st Engineer Brigade. Shortly after midnight on 28 April,
nine German torpedo boats left Cherbourg harbor to in-
vestigate the reported activities near Plymouth. Making
contact with the Allied vessels around 0200, they en-
countered the LSTs and began their attack. When it was
over, and British patrol ships arrived to chase them away,
the German vessels had sunk two landing craft (LST 507
and LST 531), damaged two more, and killed approxi-
mately eight hundred Allied soldiers and sailors. Fearful
that news of their success could tip off the Germans to
the impending invasion, Allied headquarters slapped a
security quarantine around the area. They warned med-
ics and those aware of the disaster to say nothing. Senior
officers of both nations and services pointed fingers at
each other, assigning blame for the tragedy. Like most
military actions, the event’s details remained classified
until the war’s end.” Like many such instances, however,
most considered it the price of preparing for the invasion
and moved on. Moon had the grace to send a note to
Collins to “express my deepest sympathy for their (1st
Engineer Special Brigade) losses suffered on our first

joint contact with the enemy”*

4TH INFANTRY DIVISION

Conclusion

The U.S. Army’s assault on the Normandy coast
did not just happen. It took many months of training
and practice to ensure that all the complex aspects of
the invasion would come together to produce tacti-
cal success. The 1st and 29th Infantry Divisions had
training programs similar to the 4th Infantry Division
in preparation for their assault on Omaha Beach. It was
the same for the 82nd and 101st Airborne Divisions
that practiced for their night drops before the naval
assault. The British and Canadian soldiers, who would
land on Gold, Juno, and Sword beaches, also partici-
pated in extensive amphibious training programs. As
historian Peter Caddick-Adams pointed out in his
introduction to Sand & Steel, “When compared with
the Germans, most servicemen who assaulted northern
France had experienced an incredible degree of rugged
and realistic training that put them at the peak of phys-
ical fitness, acclimatized them to battle, and equipped
them mentally and physically well enough to win!
For Raymond O. Barton’s Ivy Division, this rugged and
realist training began on the warm shores of the Gulf of
Mexico and ended on the frigid shore of Slapton Sands
eight months later. m
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https://www.armyupress.army.mil/Educational-Services/Staff-Ride-Team-Offerings/

e ! &a

A member of a Ukrainian special police unit falls after firing a D-30 howitzer toward Russian positions near Kreminna, Ukraine, on 7 July
2023. (Photo by Libkos via Associated Press)
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A combination of the morale, leadership, esprit
de corps, cohesion, and individual motivation,
which collectively evince the mental strength
and cognitive determination to persevere in the
face of combat adversity and losses.

)

Encompasses overall capabilities
and capacities enabling fighting
to start and to continue.

Psychological

WILL TO FIGHT

Reflects a belief system that
motivates individuals and groups
to fight and continue fighting.

?
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(Figure from Global Cultural Knowledge Network)

Figure 1. Analytic Elements of Will to Fight

We are waging a war against the country whose size is 28
times larger than ours, whose population is 4 times larger
than ours, and whose military capabilities are many times
greater than ours. We are waging a war by land, air, sea,
cyberspace, etc. We have been at war not for 8 months, but
for 8 years and 8 months. All this testifies to our resilience,
courage to defend our own, and the will to win. Would
other countries withstand such pressure? ... I don’t know
about others, but we are holding on, regrouping, building up
reserves, strengthening the defence, and gradually liberating
our homeland. The victory is given to us very hard. But it
will definitely be secured.

—Valerii Zuluzhnyi, Former Commander in Chief,

Armed Forces of Ukraine, 31 October 2022

he 2022 Russo-Ukrainian War is a complex
and enduring confrontation that warrants a
nuanced exploration of the forces driving the
determination, capacity, and narrative of the war-
ring parties. These forces coalesce to produce a “will
to fight)” an often underestimated component in the
annals of warfare and strategic defense. It develops at
the individual level, extends to the national level, and is
necessary to win."

At its core, the will to fight in this conflict can be
understood as a composite of psychological resilience,
physical capability and capacity, and ideological con-
viction (see figure 1). These dimensions continually
evolve or change because of the interplay between

unique opposing forces. Each of these dimensions
plays a pivotal role in shaping the dynamics of the
conflict, influencing both the strategies employed and
the tenacity displayed by the involved nations.

The historical significance of a resolute will to fight
is vividly illustrated by the United States’ strategic
evolution during World War II. Upon entering the con-
flict, the United States lacked a clear vision of victory.
A crucial shift occurred in 1942 when U.S. leadership,
considering military strengths, the global strategic
context, and a moral imperative to overcome fascism,
committed to the ambitious goal of the complete and
unconditional surrender of the Axis powers. This
resolve was publicly affirmed at the 1943 Casablanca
Conference, where President Franklin D. Roosevelt and
Prime Minister Winston Churchill announced there
would be no peace negotiations, only the pursuit of un-
conditional surrender. This stance, reinforcing the na-
tional will to fight alongside superior military resourc-
es, was instrumental in securing victory.> Conversely,
the conflicts in Vietnam and Iraq highlight the critical
role of assessing the will to fight within both allies and
adversaries. In Vietnam, the United States encountered
tenacious resistance from the North Vietnamese and
the Viet Cong, who were deeply committed to defend-
ing their country and opposing foreign forces. This
determination significantly contributed to the protrac-
tion of the conflict, despite the United States” superior
military resources.’ Similarly, in Iragq, the resilience and
dedication to the cause of insurgent groups, combined

MILITARY REVIEW  May-June 2024

35



with unclear strategic goals by the United States and its
allies, led to extended engagements and mixed results.*
These cases emphasize the complexity of military
engagements, where the psychological and ideological
components of warfare are as crucial as the physical
aspects. They underscore the crucial role of the will
to fight alongside military capabilities in determining
conflict outcomes. This concept, embodying determi-
nation, resilience, and resolve, often decisively influenc-
es engagement results beyond mere military strength.®
Recognizing the multifaceted nature of the will to
fight—spanning psychological, physical, and ideological
aspects—is essential for leaders, policymakers, plan-
ners, and scholars. The subsequent analysis of these
dimensions within the Russo-Ukrainian War context
aims to dissect the complex interplay of factors driving
this protracted conflict, illustrating how these elements
of resolve, which are not static, evolve over time and
dynamically interact to impact the ongoing military
engagements. Understanding these dynamics is vital
for comprehending the motivations and actions of
involved parties, highlighting the significance of the will
to fight in shaping conflict trajectories.

Psychological Will to Fight
The psychological will to fight or the determination
to persist in combat plays a crucial role in maintaining

resolve beyond the limits of territorial divisions. It
encompasses a range of interactive factors, including
morale, leadership, cohesion, and motivation, which
collectively drive militaries and civilians to persevere
amid adversity.

In any conflict, the strength of a nation’s resolve is
often propelled by psychological factors. Morale, the
sense of purpose, and individual determination play
critical roles in enabling forces to transcend physical
limitations. Leadership and cohesion further enhance
the mental fortitude and cognitive determination of
soldiers and civilians, fostering resilience in the face
of combat adversity. For example, facing difficult odds
at the Battle of Stalingrad, Soviet soldiers displayed
unyielding determination, fortified by leaders like Gen.
Georgy Zhukov, which increased their resilience and
eventually shifted the battle in their favor.°

Various internal and external factors continually
influence the psychological will to fight. Understanding
this dimension provides essential insights into the
dynamics that determine the endurance and success of
military engagements, making it a pivotal aspect of re-
solve and occasionally the tipping point in any conflict.

Russia’s psychological will to fight.
Understanding the psychological dimension of
Russia’s will to fight in the ongoing conflict is cru-
cial for comprehending the dynamics of the war.
Initially, Moscow framed the war as a “special mili-
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tary operation” (SMO)
to propagate Kremlin
narratives of denazifi-
cation and demilitariza-
tion, downplay the risks
to Russian forces and
Ukrainian society, and
bolster confidence in
Russian military superi-
ority. However, battle-
field realities shattered
these expectations.
Russian troops faced
significant casualties
and equipment losses,
particularly among

elite units like Spetznaz
(special operations) and
airborne troops. Some
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Figure 2. Percentage of Russians Who Support the So-Called
""Special Military Operation” in Ukraine

soldiers were misled; believing they were deploying
for exercises, they found themselves in combat in
Ukraine. Additionally, SMO objectives such as the
demilitarization and denazification of Ukraine were
revealed as Kremlin disinformation. These factors
likely contributed to a diminishing psychological will
to fight among Russian troops.

Moreover, Russia’s informational asymmetry (over-
estimating its strength and underestimating Ukrainian
capabilities) created a significant expectancy violation
(see breakout box on page 39).” The Kremlin’s narra-
tives of military power, backed by visible displays of
forces and equipment, initially boosted confidence but
were challenged by the realities of combat in Ukraine.®
Over time, many Russians began questioning the war’s
rationale and their belief in Russian military prowess.’
Information discrepancies between the official narra-
tives and soldiers” experiences on the battlefield further
eroded the will to fight, leading to a desire to surrender
or escape combat.'

The Kremlin’s efforts to mobilize citizen support
by framing the conflict as defending the motherland
against an “evil” foreign threat faced challenges in
maintaining control over the information space.”
Reports of Russian “barrier troops” to stop unautho-
rized withdrawals underscored command anxiety over

the will to fight."” While domestic Russian support has
eroded gradually from its high in the mid-80 percent of
people polled, a majority still backs the war (see figure
2)." However, growing awareness of the war’s realities
has dampened public confidence, increased disen-
chantment, and caused troops” will to fight to decline.**
Despite ongoing efforts by President Vladimir Putin,
heavy-casualty-producing attacks continue to impact
troop morale, hindering their effectiveness.”

Ukraine’s psychological will to fight. The psy-
chological dimension of Ukraine’s will to fight in the
ongoing conflict showcases a remarkable resilience and
determination among Ukrainian forces and civilians.
The war, which began with Russia’s annexation of
Crimea in 2014 and the conflict in the Donbas region,
profoundly influenced Ukrainian national identity and
resolve. Ukrainians confronted Russian aggression and
aspirations to reestablish regional dominance, galva-
nizing a collective war mentality against an existential
threat to Ukrainian statehood.®

Numerous polls indicate that nearly all Ukrainians
believe in victory over Russia. This support is partic-
ularly robust in regions farther from the front lines,
the west and center, and slightly weaker in areas
closer to the conflict in the south and east. Opposition
to Russian aggression existed long before the 2022
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As Russia’s military operation in Ukraine continues, Russian radiation, chemical, and biological defense troops of the Southern Military Dis-

trict watch an online broadcast of President Vladimir Putin’s annual address to the Federal Assembly on a laptop at an unknown location.

(Photo by RIA Novosti/Sputnik via Associated Press)

invasion, as a majority consistently demanded the liber-

ation of all Russia-occupied territories."”

However, it is essential to acknowledge that the
initial enthusiasm for volunteering to fight Russia has
waned as the war has entered has entered its third year
with escalating casualities and no clear end in sight.
This shift led the Ukrainian Armed Forces (UAF)
to depend more on conscription and to relax certain
nonqualifying conditions for enlistment.'® While these
changes reflect the evolving nature of the conflict, they
do not diminish the overall psychological will to fight.

Physical Will to Fight

The physical will to fight is critical to a country’s
determination to persist during conflict, transcending
national boundaries. It encompasses the capability and
capacity to initiate and sustain engagements under-
pinned by factors such as training, leadership, equip-
ment, personnel, and logistics. In any armed confron-
tation, effectively employing military resources is a
crucial and decisive component for victory.

Capability includes training and leadership, while
capacity includes personnel and materiel. Both
are pivotal in shaping the physical will to fight by
enhancing combat effectiveness, bolstering resourc-
es, and increasing the resolve of military personnel.
Militaries are capable when resourced with a proper
level of competence to compete. Additionally, ade-
quate personnel, equipment, logistics, and support
contribute to a nation’s physical capacity to engage in
protracted conflicts. The Battle of Thermopylae in
480 BC exemplifies this, wherein a vastly outnum-
bered Spartan army led by King Leonidas demon-
strated exceptional physical resilience and combat
acumen against a vastly superior Persian foe.” Yet, as
shown by the Islamic State’s triumph over a bet-
ter-resourced Iraqi Army in 2015, physical capaci-
ty—in isolation—will not ensure victory.*

Thus, understanding the physical will to fight offers
invaluable insights into a nation’s ability to persevere
in the face of adversity. It underscores the intricate dy-
namics that determine the success or failure of military
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Figure 3. Global Firepower Military Strength Ranking of Russia and
Ukraine, 2021-2023

endeavors, making it an essential dimension of
resolve in any conflict scenario.

Russia’s physical will to fight. Russia’s excessive
confidence in its military superiority in terms of
forces, firepower, and information control, relative
to its smaller but well-led, trained, and motivated
Ukrainian adversary, led to the failure of its ini-
tial objectives and necessitated a reassessment of
strategy and tactics. The SMO exposed significant
deficiencies in Russian military capabilities span-
ning tactics, training, logistics, and leadership. These
shortcomings resulted in substantial casualties and
equipment losses, ultimately eroding the Russian
military’s will to fight.

Since the February 2022 invasion, Russian forc-
es have consistently underperformed against their
Ukrainian counterparts despite having superior re-
sources and firepower (see figure 3).”' Russia’s military
had engaged in a decade-long modernization program,
allocating a substantial portion of its military budget
to arms procurement and a significant share of its
GDP to defense.” However, persistent deficiencies,
including inadequate war planning, resourcing, and
execution, have resulted in battlefield failures.?> Russia
reverted to Soviet-style tactics after its initial failure to
rapidly force Kyiv's capitulation through environment

Russian versus Ukrainian Military
Strength

Prior to the February 2022 invasion, the Ukrainian
Armed Forces were significantly weaker in terms of
materiel and troop strength than Russia. Since the
invasion, Ukraine has steadily moved up in the Global
Firepower Index Military Strength Ranking, while
Russia’s position has remained firm. Ukraine under-
went a military modernization program after Russia’s
seizure of Crimea and the Donbas region of eastern
Ukraine in 2014-2015. By January 2023, Ukraine
improved its global ranking by ten spots because of
its whole-of-nation response to Russia's invasion and
the corresponding massive military and economic
support from the West. Russia held steady in the rank-
ings because of its massive manpower and materiel
resources, even despite its limitations related to pre-
paredness, leadership, training, and supply issues.

Source: “2023 Russia Military Strength,” Global Firepower, 19

January 2023, https://www.globalfirepower.com/country-mili-
tary-strength-detail.php?country id=russia.
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Russian Command and Control versus Mission Command

Russia does not employ the U.S. concept of "mission command" in its version of the military decision-mak-

ing process (MDMP) and has no equivalent to “commander’s intent" In practice, the Russian system of deci-
sion-making requires a somewhat rigid system of tactics. Russian tactics at battalion level and below can best be
described as battle drills that are standardized for ground forces, naval infantry, and airborne units. According
to U.S. and Western officers who have interacted with their Russian counterparts, there appear to be several
main distinctions in the Russian approach to MDMP. First, Russian military leaders appear to use a shortened
and largely informal MDMP. Second, Russian commanders intentionally wait until the last possible moment
before making decisions, when they are confident they have gathered as much information as needed. Third,
the Russian system is designed to support a highly capable commander and relatively small staff. Thus, Russian
MDMP is much more commander-centric than in Western militaries, and the personality of an individual com-

mander plays a major role.

Source: Roger N. McDermott and Charles K. Bartles, The Russian Military Decision-Making Process & Automated Command and Control
(Hamburg, DE: German Institute for Defence and Strategic Studies, 29 October 2020), https:/gids-hamburg.de/the-russian-military-

decision-making-process-automated-command-and-control/#.

preparation followed by swift military actions.* Russian
tactics have since shifted toward identifying weak points
in Ukrainian lines and exploiting them, with some success.
However, Russian reliance on brute-force tactics com-
bined with the determined resistance of Ukrainian forces,
lack of initiative by low-level leadership, and insufficient
training contributed to significant Russian casualties and
equipment losses. Additionally, the combination of poor
logistics and limited medical support has kept the Russian
military’s will to fight in a weakened state, predominantly
bolstered by military leadership from the top-down rather
than at the troop level.”

The absorption of substantial personnel and equip-
ment losses, even among elite units like Spetznaz and
airborne troops, sends the message that the Russian
command is willing to accept these costs, potential-
ly undermining the will to fight among both troops
and the broader public.’® A recent reorganization of
Russian infantry forces aimed at conserving more elite
troops has bolstered the will to fight in higher-tier
formations but undermined the lower-tier infantry’s
resolve, as they perceive themselves as expendable.””
Despite heavy casualties, Russia’s significant population
advantage over Ukraine has provided a larger pool of
replacements for battlefield losses. However, increasing
casualty figures have placed political pressure on Putin
and impacted soldier morale.”®

Inadequately trained new troops, particularly con-
scripts and hastily mobilized mobiki (Russian reserv-
ists), have contributed to the high casualty figures. Both
Russian and Ukrainian soldiers have reported that
Russian replacements arrive on the battlefield with as
little as two weeks of training and often with outdated
weapons and equipment. Intercepted communications
record Russian soldiers and leaders complaining about
ammunition shortages, lack of spare parts, inadequate
food, and insufficient battlefield medical support.” In
peacetime, the absence of adequate training, equip-
ment, and support already negatively affects morale,
which is further amplified in combat situations, occa-
sionally resulting in Russian troops refusing to fight.*

Ukraine’s physical will to fight. Over the years,
the UAF’s transformation has been a remarkable
evolution from a Soviet-style, command-heavy force
with antiquated equipment into a modern, adaptable
Western-style force. While still militarily weaker than
Russia in measurable capacity, Ukraine’s commitment
to rebuilding its armed forces, with support from the
United States and NATO, has significantly boosted its
physical will to fight.**

Since the annexation of Crimea in 2014, Ukraine
has received substantial foreign support in terms of
training, weaponry, and institution building, especial-
ly from the United States and other NATO countries.
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Figure 4. Comparison of the Populations of Russia and Ukraine

This assistance has enabled Ukraine to develop a
professional military with enhanced institutional ca-
pacity, leadership, and access to modern equipment.’
However, external support before the invasion did
not immediately result in battlefield success. Initially,
heavy casualties, logistical issues, delays in weapon de-
liveries, poor communication, and reliance on outdat-
ed Soviet-style leadership and tactics by senior leaders
dampened morale.”

Nonetheless, continued support from the West
has augmented and improved UAF capacity and
capability. Training programs encompassing ad-
vanced weapon systems (e.g., Patriot, HIMARS, M-1
Abrams tanks, and Leopard tanks), combined arms
tactics, and mission command principles provided
Ukrainian soldiers with a diverse skill set for mod-
ern warfare.’ Notably, transitioning from a rigid
top-down command structure to a more flexible
mission command approach has empowered field-
and company-grade leaders to show initiative and
make quicker decisions on the battlefield.*

Another critical factor contributing to the UAF’s
success and elevated morale is the development
of a competent Ukrainian noncommissioned offi-
cer (NCO) corps. This transformation aligns with
Western military practices, promoting independence

and initiative among smaller units. The newfound
agency of individual Ukrainian soldiers, fostered by
NCO-led units employing mission command prin-
ciples, has notably boosted morale when compared
to the rigid, centralized approach favored by the
Russian military.*

Nevertheless, Ukraine still faces physical chal-
lenges. Heavy casualties continue to attrit its ex-
perienced soldiers and leaders. As time passes and
casualties rise, addressing troop shortages becomes
increasingly difficult as Ukraine’s population is a
quarter that of Russia’s (see figure 4).” The conflict’s
protracted nature has led to a shortage of seasoned
troops, with replacements often lacking experience
and adequate training due to the exigencies of the
conflict.*® Estimates reveal staggering figures of ca-
sualties, both killed and wounded, underscoring the
toll war has taken on Ukraine.*

Supply shortages remain a concern. Despite
becoming the third-largest global arms importer in
2022, Ukraine still grapples with Soviet-era equip-
ment, ammunition shortages, and the challenge of
integrating modern weaponry effectively.® These
factors, when combined with the lack of combat
experience among new troops, can impact their will
to fight and overall effectiveness.
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The Russian Orthodox Church

For generations, the Russian Orthodox Church (ROC) has played a significant role in Moscow’s ability to proj-
ect influence domestically and internationally. The Kremlin spends considerable resources using the ROC to
promote Moscow’s concept of a global “Russian world” comprised not only of ethnic Russians but also Russian
speakers, their families, and others whose cultural, familial, or business connections to Russia make them Russia’s
“compatriots” (Sootechestvenniki). Russia is the largest Orthodox majority country, with ninety million church
members, and its Moscow Patriarchate oversees the world's largest community of Orthodox Christians: 150
million, which is half of the total number of Orthodox Christians worldwide.

Sources: Robert Kurz, Foreign Military Studies Office, as part of Ukrainian Senior National Defense Personnel Studies Group Consultation
conducted in Kyiv, Ukraine, in May 2016 and from within the United States in November 2017; Vera Zakem, Paul Saunders, and Daniel
Antoun, Mobilizing Compatriots: “Russia’s Strategy, Tactics, and Influence in the Former Soviet Union” (Arlington, VA: CNA, November 2015),
https://www.cna.org/CNA files/PDF/DOP-2015-U-011689-1Rev.pdf; J. Eugene Clay, “Invasion of Ukraine Has Split 200 Million Orthodox
Christians,” Greek Reporter, 29 March 2022, https://greekreporter.com/2022/03/29/ukraine-split-300-million-orthodox-christians/; Lau-
rence Peter, “Orthodox Church Split: Five Reasons Why It Matters,' BBC, 17 October 2018, https://bbc.com/news/world-europe-45877584;

“Orthodox Church,” WorldData.info, accessed 21 March 2024, https://www.worlddata.info/religions/orthodoxes.php.

Ideological Will to Fight

The ideological will to fight is a distinct and vital
factor in perseverance during conflicts, surpassing
the limits imposed by national identity. It is the
combatant’s science of ideas from a particular polit-
ical or religious belief system from which narratives
are constructed to justify and motivate engagement
in armed conflicts.” These narratives often portray
combatants as defenders against perceived threats,
invoking historical sentiments and reinforcing
beliefs that underpin the cause and emanate from
social conditions that are vulnerable to protest. In
this sense, religious institutions often play a piv-
otal role in providing ideological justifications for
conflicts, framing them as sacred struggles. Thus,
whether religious, as seen in some of the Crusades

of the Middle Ages or the Islamic State’s pursuit of
an Islamic caliphate, or politically driven such as the
Russian Revolution or Nazi Fascism, this element
can be the primary motivator in conflict.”?

However, the extent to which an ideological
narrative resonates with the population as a belief
system can vary widely, with the depth of religious
or political commitment influencing individual and
collective resolve. Understanding the ideological will
to fight offers valuable insights into the complexities
of resolve, shedding light on the delicate interplay
between narratives, historical sentiments, and reli-
gious influences in the context of armed conflicts.

Russia’s ideological will to fight. The ideologi-
cal dimension of the Russian will to fight is closely
intertwined with the narrative of the conflict and

(Figure courtesy of the Ukraine Ministry of Defense)

Figure 5. UAF Video from #FreedomlIsOurReligion Social Media Campaign
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Russian Influence through the Church

Ukraine has been a direct target of Russian influence through the Russian Orthodox Church (ROC). Next to
Russia, Ukraine has the largest Orthodox population in the northern hemisphere, with approximately 65 percent
of its 27.8 million people identifying as members of the Orthodox Church. Until the 2018 formation and official
recognition of the Orthodox Church of Ukraine (OCU), the majority of the country’s Orthodox communities fell
under the Moscow Patriarchate, the Kyiv Patriarchate (which split from the former in 1992),"and the Ukrainian
Autocephalous Orthodox Church.?Until recently, the Ukrainian Orthodox Church (UOC), under the Moscow
Patriarchate, formed the largest Orthodox community in the country and was the most highly integrated with
Moscow'’s politically influenced church leadership. Today, the OCU has grown to significantly erode and eclipse
the size and influence of the Moscow Patriarchate in Ukraine, a development that has only gained momentum as
the Russia-Ukraine war continues.

1. The Kyiv Patriarchate was not officially recognized by the greater Orthodox community until 2018, when Ecumenical Patriarch Bar-
tholomew in Istanbul, of the Constantinople Patriarchate—whose overarching position in the Orthodox Church community authorizes
him to recognize and endorse Orthodox churches—revoked a seventeenth-century ruling that places Ukraine’s Orthodox Church under
the Moscow patriarch. The Kyiv Patriarchate then combined nearly all non-Moscow Patriarchate churches in Ukraine into a new “Ortho-
dox Church of Ukraine," which Bartholomew subsequently recognized. For most Ukrainians, this symbolized a final step in their coun-
try's independence from Moscow. Valery Kalinosvsky, “Russian Orthodox Church Cuts Ties with Constantinople,” MSN, 15 October 2018,
https://www.msn.com/enus/news/world/russianorthodoxchurchcytstieswithconstantinople/arBBOgBy2; Carlotta Gall, “Ukrainian Orthodox
Christians Formally Break from Russia," New York Times (website), 6 January 2019, https://www.nytimes.com/2019/19/01/06/world/europe/

orthodoxchurchukrainerussia.html.
2. "Autocephalous” means that the church has its own head.

Source: Vera Zakem, Paul Saunders, and Daniel Antoun, Mobilizing Compatriots: “Russia’s Strategy, Tactics, and Influence in the Former Soviet
Union” (Arlington, VA: CNA, November 2015), https://www.cna.org/CNA files/PDF/DOP-2015-U-011689-1Rev.pdf.

the role of the Russian Orthodox Church (ROC).
The Kremlin’s justification for the SMO portrays
Russian soldiers as defenders of their motherland
against an evil enemy, framed within the context of
preserving Russian identity and Orthodox Christian
civilization. This narrative effectively stirs historical
Russian hatred of Nazism and reinforces perceptions
of the threat to Russian citizens in Ukraine and
Russia from the West. The ROC plays a pivotal role
in this narrative, providing religious legitimization
for the conflict and framing it as a holy struggle akin
to the Great Patriotic War (World War II). The nar-
ratives from the Kremlin and the ROC likely have
bolstered domestic support for the SMO.*

Despite the Kremlin’s efforts to cultivate ideological
support for the war, there exists a significant gap be-
tween identification with these narratives and religious
practice within Russia, particularly within the Russian
military. While the ROC endorses the government’s
narrative and encourages the faithful to endorse the

“holy” war, the skepticism toward religion within the
Russian military remains relevant. This skepticism is
rooted in the historical association of the ROC lead-
ership with the Kremlin, which often leads soldiers to
view religious promises as hollow and insincere.*

Ukraine’s ideological will to fight. The Ukrainian
will to fight is less ideological than it is psychological.
The ideological element is rather small comparatively.
Ukrainians are primarily motivated to fight Russian
forces for political, social, and rational reasons in-
stead of religious reasons (see figure 5). The Kremlin’s
attempts to use the ROC to sway Ukrainian sentiment
and gather intelligence on the Ukrainian military have
yielded an unexpected outcome. It has led to a rejec-
tion of the Moscow Patriarchate’s control of Orthodox
Christianity in Ukraine by the Ukrainian government
and a significant portion of the population.

The Kremlin’s strategy of advancing the con-
cept of a greater ethnocultural Russian state, Russkiy
Mir (Russian World), to unite Russians and their
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“"Expectancy Violation Theory” Explains Russia's and Ukraine's Disparate
Wills to Fight

The difference in Russian and Ukrainian will to fight can be explained with the concept of expectancy viola-
tion. This refers to situations in which an individual’s thoughts or beliefs about a particular event or outcome are
not what they expected and are instead violated or challenged. An expectancy violation can be both positive
and negative. In the context of military conflicts, expectancy violations can have both positive and negative
effects on the psychological will to fight.

Russia. Repeated failures, setbacks, or unmet expectations eroded morale and weakened Russian soldiers’ psy-
chological will to fight. Sustained disappointments led to a loss of confidence, demoralization, and a diminished
belief in the likelihood of success. Further, expectancy violation introduced doubt and uncertainty regarding
the feasibility of achieving the objectives of the special military operation. As Russia repeatedly encountered
unexpected challenges from Ukrainian forces, its strategic plans began to fail, which undermined Russian forces’
confidence and created skepticism about the likelihood of victory, weakening the psychological will to fight.

Ukraine. Ukrainian soldiers experienced an expectancy violation in terms of unexpected success or achievement
on the battlefield against Russian forces. Surpassing initial expectations created a sense of empowerment and
reinforced their belief that victory is possible. Further, expectancy violation fostered greater cohesion and trust
within Ukrainian forces. As soldiers witnessed their comrades’ surpassing expectations or displaying exceptional
bravery, it enhanced their belief in the collective strength and capabilities of their units. This shared experience
strengthened bonds, boosted morale, and increased their psychological will to fight as a cohesive force.

Source: Judee K. Burgoon and Jerold L. Hale, “Nonverbal Expectancy Violations: Model Elaboration and Application to Immediacy Behav-

iors,” Communication Monographs 55, no. 1 (1988): 58-79, https://doi.org/10.1080/03637758809376158.

compatriots has faced staunch resistance in Ukraine.*
The Ukrainian Security Service has conducted investi-
gations into pro-Russian Ukrainian Orthodox Church
(UOC) entities, accusing them of spreading Russian
propaganda and disinformation, potentially collecting
intelligence on the Ukrainian military. This scrutiny
has led the Ukrainian government to limit UOC influ-
ence and bolstered popular anti-Russian sentiment.*’

In response to Russia’s aggression, Orthodox
Ukrainians have distanced themselves from the
Moscow Patriarchate, transferring their allegiance
to churches not under its authority, including the
growing UOC. Markedly, Kyiv’s decision to shift
the celebration of Christmas from the traditional
Orthodox date of 7 January to 25 December further
underscores the resistance to Moscow Patriarchate
tradition. This shift represents a direct response by
Ukrainians to Russia’s attack on their territory, eth-
nic identity, and values.*

Conclusion

The Russo-Ukrainian War offers a vivid lesson
on the dynamics of the will to fight. While material
capabilities are crucial in modern warfare, the spirit,
resilience, and commitment of a people to defend their
homeland, as Ukraine has demonstrated, can pro-
foundly shape the course of a conflict. Policymaking
and planning must go beyond mere assessments of
Russian and Ukrainian military capacity and capability
and incorporate a deeper understanding of the psycho-
logical and social factors that drive their will to fight,
especially as both nations exhibit significant, albeit
diverse, motivations in their desire to prevail.

Russia’s will to fight originates mainly from the top
down, influenced by a Kremlin-controlled information
milieu and bolstered by its vast resources. Although the
Kremlin exploits the Russian Orthodox Church, ideo-
logical motivations are not the primary driving force
for either side in this war.
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Ukraine’s will to fight emanates from a profound psy-
chological and nationalistic source, supported by both
its military and populace. The existential threat posed
by Russia fuels Ukraine’s determination, amplified by
the reality of defending its homeland. Ukraine holds the
psychological upper hand, but it grapples with tangible
challenges to its will to fight, particularly in materiel and
troop reinforcement, whereas Russia’s larger economy
and population provide it an advantage. Ukraine’s ability
to continue to fight hinges on the West’s continued
materiel support and its dwindling pool of recruitable
citizens. The unfolding Russo-Ukrainian War suggests
several lessons that can guide U.S. and allied military de-
cision-makers in planning for future large-scale combat
operations and other types of conflict:

Underestimating resilience. One of the significant
lessons from the conflict is the danger of underestimat-
ing a nation’s resilience and will to fight based on mate-
rial assessments. Russia, with its superior military might,
faced stiffer resistance than anticipated due to the strong
will of the Ukrainian defense forces and citizens.

Moral high ground. A nation or group that believes
it holds the moral high ground can demonstrate an
outsized will to fight. For many Ukrainians, the defense
of their homeland is seen in moralistic terms, which
further fuels their resolve.

International solidarity. The will to fight is not just
a domestic phenomenon. International support, both
moral and material, can bolster the spirit of a nation
under threat. Ukraine’s ability to garner international
sympathy and support plays a role in sustaining its will
to fight.

Limitations of soft power. While “soft power”
strategies like information warfare, propaganda, and
economic pressure are essential in modern conflicts, the
Russo-Ukrainian War underscores that these cannot
easily erode a determined will to fight.

Implications for the U.S. Army

The psychological element of the will to fight is a
tipping point. The psychological will to fight, intrin-
sically tied to physical capacity, is paramount. When
external support is held constant, internal resolve
becomes the game-changer. Even for the U.S. Army,
material support alone is not sufficient; fostering
psychological resilience is an intrinsic and vital fac-
tor in achieving objectives during large-scale combat
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operations (LSCO). Partnering with allies like Ukraine
potentially offers valuable insights for the U.S. Army to
bolster its training and morale-building strategies.

Ukraine’s staunch resistance, even when out-
matched, underscores that facing an existential
threat sparks a deep-seated will to fight. The U.S.
Army can address such fervent resistance in future
exercises and engagements and consider approaches to
recalibrate strategies when facing or supporting forces
motivated by this variable.

While numerically disadvantaged forces like
Ukraine may struggle in a prolonged personnel attri-
tion war, they can potentially succeed in eroding an
adversary’s resolve. It is important for the U.S. Army
to understand the benefits of targeting an opponent’s
will, especially by factoring in aspects of foreign ma-
terial support and psychological operations, as well as
anticipating how adversaries may use similar tactics
against them.

The Russo-Ukrainian War reinforces the effica-
cy of mission command against a more centralized,
top-driven command structure in LSCO. Initiative
and innovation at all levels of command breed success
and contribute to the will to fight. While still learn-
ing to take fuller advantage of combined arms tactics,
the UAF has effectively employed mission command,
especially in its counteroffensives. The U.S. Army can
capitalize and generate gains by reinforcing its mission
command principles, especially as they might be em-
ployed in LSCO.

The conflict illustrates that superior training,
leadership, and equipment can counterbalance
numerical advantages. By investing strategically in
enhancing the quality of its training and equipment,
the U.S. Army may benefit from the ability to offset
numerical deficits in future LSCO scenarios. Moreover,
observing the contrast between the UAF’s successes
and Russian setbacks, the U.S. Army can further refine
its focus on producing well-trained, well-equipped forc-
es, ensuring readiness and adaptability. m
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Soldiers with the 1st Multi-Domain Effects Battalion (1st MDEB) train 13 February 2023 at Fort Huachuca, Arizona. 1st MDEB demonstrated a
wide array of capabilities during the training event, highlighting the 1st Multi-Domain Task Force's progress toward becoming fully operational-
ly capable and contributing to the Army’s goal of achieving information advantages. (Photo by Sgt. 1st Class Henrique De Holleben, U.S. Army)

Information Advantage
A Combined Arms Approach

Col. Richard Creed, U.S. Army, Retired
Lt. Col. Michael Flynn, U.S. Army, Retired

Information is central to everything we do—it is the basis rmy doctrine on information changed

of intelligence, a fundamental element of command and with the November 2023 publication of
control, and the foundation for communicating thoughts, Army Doctrine Publication (ADP) 3-13,
opinions, and ideas. Information. This new doctrine represents an informed

—Lt. Gen. Milford H. Beagle Jr,,  consensus about the role information plays during the
foreword to ADP 3-13, Information  range of operations Army forces conduct across the

50 May-June 2024  MILITARY REVIEW



competition continuum. It addresses the information-
al aspects of multidomain operations found in Field
Manual (FM) 3-0, Operations, by describing a frame-
work for creating and exploiting information advan-
tages to achieve objectives. It provides fundamental
considerations for how Army forces use, protect, and
attack data and information while affecting the threat’s
(adversary or enemy) ability to do the same.’ Most
importantly, it makes clear that everyone in the Army
plays some role in achieving information advantages
relative to our adversaries worldwide.

As a keystone publication, ADP 3-13 links the
Army’s application of information to all warfighting
functions and methods of warfare in ways previous
doctrine did not. It represents an evolution in how
Army forces think about the military uses of data
and information, emphasizing that everything Army
forces do, including the information and images it
creates, generates effects that contribute to or hinder
the achievement of objectives. ADP 3-13 addresses
information as a dynamic of combat power and stresses
a combined arms approach to creating and exploiting
information advantages.

Background
The more you employ stratagems and ruses, the more
advantages you will enjoy over the enemy. You must deceive
him and induce him to make mistakes in order to take
advantage of his faults.

—Frederick the Great?

Historically, successful military leaders understood
the importance of using information to create and
exploit an advantage—a condition that puts a force
in a favorable geographical, psychological, or moral
position. They understood that knowing more than
the enemy and acting effectively on that knowledge
faster than their opponent provides an advantage. They
understood denying the enemy information or affecting
the enemy’s ability to communicate enhances friendly
chances of success. Successful commanders also under-
stood that using information combined with action or
inaction to mislead the enemy creates favorable condi-
tions for the friendly force.

Some of the Army’s earliest doctrine finds refer-
ences of the importance of information to achieve
objectives. The Army’s first combined arms doctrine,

INFORMATION ADVANTAGE

the 1905 Field Service Requlations, dedicated a chap-

ter to the “Service of Information,” which focused on
reconnaissance and communications.’* Army doctrine
throughout World War II, Korea, and Vietnam empha-
sized security, deception, psychological operations, and
electromagnetic warfare to protect friendly intentions,
deceive enemy forces, and disrupt enemy command
and control (C2). The 1991 Gulf War demonstrated
the benefit of employing these elements together in

a synchronized fashion to disrupt enemy C2 and to
deceive Iraqi leaders about the coalition’s plan of attack.
Successes in the Gulf War and accelerated growth of
information technologies (military and civilian) led to
the Army’s first comprehensive field manual on infor-
mation operations, FM 100-6, in 1996.

A lot has changed since the publication of the
Army’s first information operations manual. Today,
military operations are influenced by the exponential
growth of information technologies that accelerate and
expand the ability of the joint force to collect, process,
analyze, store, and communicate data and information
at a scale previously unimaginable. A proliferation of
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systems, mobile networks, and social media are some of
the technologies affecting how forces use and employ
data and information to achieve objectives. Our pri-
mary adversaries now have the same capabilities as the
United States. These adversaries can degrade joint force
information advantages we may have held in the past,
so it is time to start thinking differently.

Multidomain Operations and
Information Advantage

The 2022 revision of FM 3-0 is driving change to
how Army forces train and fight. The most significant
update is the introduction of multidomain operations
as the Army’s operational concept. Multidomain op-
erations, as defined in FM 3-0, are “the combined arms
employment of joint and Army capabilities to create
and exploit relative advantages to achieve objectives,
defeat enemy forces, and consolidate gains on behalf
of joint force commanders.”® Multidomain operations
are the way Army forces employ ground-based Army
capabilities with capabilities from air, sea, space, and
cyberspace in mutually supporting ways to create and
exploit relative advantages. Information is central to
the idea of relative advantage.

FM 3-0 defines a relative advantage as “a location
or condition, in any domain, relative to an adversary
or enemy that provides an opportunity to progress
towards or achieve an objective® Relative advantages

are characterized as human, information, or physical.
They complement each other. Physical actions, particu-
larly involving the use of force, create information and
generate psychological effects. When exploited, these
effects can lead to information advantages as friendly
forces use information to influence enemy behavior.
When combined over time, these physical and infor-
mation advantages can lead to a collapse of the enemy’s
morale and will—a human advantage.

This phenomenon was once well understood by
military professionals across our Army, but we increas-
ingly made information considerations the purview
of specialists and specific staff sections over time. The
unintended consequence was intellectual atrophy
among many noninformation specialists who planned
and led the operations Army forces conducted. ADP
3-13 supports FM 3-0 by ensuring we all adequately
consider the desirable cognitive effects we want our
operations to achieve. Linking interrelated advantages
in the physical, information, and human dimensions
addresses that shortcoming since they apply to every
echelon, warfighting function, branch, and occupation-
al specialty.

Expanding on relative advantages, ADP 3-13 de-
fines information advantage and describes how creating
and exploiting information advantages contribute to
achieving objectives.” When describing information
advantage, ADP 3-13 emphasizes three points. The
first is the importance of understanding information-
al considerations of an operational environment as a
precursor to developing effective ways to create and
exploit advantages. Informational considerations are
those aspects of the human, information, and physical
dimensions that affect how humans and automated
systems derive meaning from, use, act upon, and are
impacted by information.®* ADP 3-13 describes how
leaders analyze informational considerations from
friendly, threat, and neutral perspectives to aid them
in developing ways to use, protect, and attack data,
information, and capabilities. This analysis enhances
several aspects of planning, including the selection of
targets and objectives, approaches to influence threats
and other foreign relevant actors, and identification of
force protection measures.

The second point is the recognition that there
are many forms of information advantage—not just
a single overarching condition relating to all things
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information.’ For example, a
force that collects, processes,

The Army’s contribution to unified action is...

analyzes, and uses information
to understand, decide, and
act more effectively than an

Multidomain operations are the combined arms employment of joint and Army capabilities to
create and exploit relative advantages to achieve objectives, defeat enemy forces, and
consolidate gains on behalf of joint force commanders.

Multidomain Operations

opponent has an advantage.
However, that same force may
be at an information disadvan-
tage because the opposing force
effectively uses information to
influence relevant actor be-
havior in opposition to friend-
ly-force objectives.

A third point of emphasis
is the temporary and rela-
tive nature of an information
advantage." Like physical and
human advantages, information
advantages are often temporary
and vary over time relative to an
adaptive opponent and changes
in an operational environment.
While friendly forces seek infor-
mation advantages, threat forces
are doing the same. An informa-
tion advantage is something to
gain, protect, and exploit below
and above the threshold of

armed conflict.

Information
Advantage

Army forces, as part of a joint and multinational team, employ a combined

...executing five information
activities...

arms approach to gain and exploit...

| ..to achieve combinations of friendly
and threat-focused objectives.

Framework

ADP 3-13 provides an organi-
zational framework to assist com-
manders and staffs with integrat-
ing capabilities and synchronizing
actions to create and exploit information advantages. As
shown in figure 1, the framework describes how Army
forces integrate all relevant military capabilities by execut-
ing five information activities (enable, protect, inform, in-
fluence, attack)." Each information activity incorporates
several tasks and subtasks from the warfighting functions
to achieve various friendly and threat-based objectives.
Guided by the principles of information advantage, Army
leaders plan, prepare, execute, and assess information
activities as part of the operations process.

(Figure from Army Doctrine Publication 3-13, Information)

Figure 1. Information Advantage Logic Chart

The enable information activity includes tasks to en-
hance situational understanding, decision-making, and
communications. The protect information activity in-
cludes tasks that deny threat access to friendly data and
information while preserving friendly communications
capabilities. The inform information activity includes
tasks that foster informed perceptions of military oper-
ations and activities among various audiences. This ac-
tivity focuses on maintaining the trust and confidence
of internal (members of U.S. Army, Department of the

MILITARY REVIEW  May-June 2024

53



the ability to under-

Warfighting
Functions

stand, decide, and act
more effectively than
the threat. As shown

Information Activities

Enable
Protect
Inform

>

Information Activities

in figure 2, the enable
Inform .
ifoana and protect informa-
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the effectiveness of

¥

the friendly decision
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) cycle.” The influence

m and attack information
Threat gg activities decrease the
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Figure 2. Information Activities Contributions to Agility

Army civilians, contractors, and family members) and
external audiences (U.S. domestic and international
audiences). The influence information activity includes
tasks that affect the thinking and, ultimately, the behav-
ior of threats and other foreign audiences. This activity
focuses on reinforcing or changing how individuals and
groups think, feel, and act in support of objectives. The
attack information activity includes tasks that affect
the threat’s ability to exercise C2. This activity focuses
on affecting threat data and their physical capabilities
used to communicate and conduct information war-
fare. This includes the data and communications be-
tween automated systems, such as the communications
among radars, fire control systems, and firing systems.

Information activities are interdependent. For
example, the protect and inform information activ-
ities help defend the force against malign influence.
The influence and attack information activities affect
the threat’s ability to C2 but employ different means.
Synchronizing military information support operations
(an influence means) to enhance the effects of a cyber-
space attack (an attack means) represents a combined
arms approach to degrading threat C2.

ADP 3-13 illustrates how combining and executing
all the information activities to achieve both friendly
and threat-focus objectives contributes to agility and

both enhance friendly
C2 and to degrade the
threats decision cycle.
The combined effects of
enhancing the friendly
decision cycle while degrading the threats create a sig-
nificant information advantage for Army forces.

Principles of Information Advantage
To help guide the thinking about the use of informa-
tion and the employment of capabilities to create infor-
mation advantages, ADP 3-13 introduces four prin-
ciples (see figure 3)."* The first principle—offensively
oriented—is focused on initiative. Any information
advantage not sought or actively defended is potentially
ceded to the threat. Army leaders maintain an offen-
sive mindset and anticipate events in pursuit of various
information advantages. The combined arms principle
is tied to the idea that all military activities have inher-
ent informational effects and that all military capabili-
ties can be employed for information advantage. Army
leaders combine available organic, joint, interagency,
and multinational capabilities in complementary and
reinforcing ways to enable C2, protect information
and networks, inform audiences, influence threats and
other relevant actors, and attack threat C2.

The third principle—commander driven—is related
to the idea that information is central to all activity
Army forces undertake. Therefore, commanders must
understand information and thoughtfully integrate
it into operations through the command and control,
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fires, maneuver, protection, and sustainment warfight-
ing functions during planning. Commanders think of
information as a resource to achieve situational under-
standing, a tool to induce ambiguity and uncertainty
in the threat, and the primary means to direct Army
forces. Commanders direct the use of information
and capabilities to penetrate threat decision-making
processes, exploit information dependencies, achieve
surprise, and disrupt the threat from within.

Finally, all soldiers have a role in gaining and exploit-
ing information advantages, which is the focus of the
fourth principle. All soldiers must protect information.
Considerations such as operations security, physical
security, noise and light discipline, and electromagnet-
ic emissions control apply to everyone in a formation.
Every soldier consumes, communicates, and relies on
information to accomplish the mission. Soldiers must
retain their digital literacy and readiness as they operate
various information systems essential to communi-
cations. As representatives of the U.S. Army and the
United States, soldiers understand that their presence,
posture, and actions always communicate a message
open to interpretation. High visibility offers great op-
portunity as well as potential risk. Effective soldiers at
all levels understand the impact that their actions and
messages communicate—and that all their activities
communicate a message to some audience. This re-
quires all soldiers to understand the broader purpose of
operations. It also requires practicing operations security
and disciplined communication through all forms of
media—including personal media accounts—both in
operations and while at home station.

Warfighting Function Contributions
A significant difference from past doctrine is the
idea that all military capabilities can be employed for
an information advantage—not just a select list of in-
formation-related capabilities synchronized with each
other as part of information operations.”* The infor-
mation advantage framework is based on the idea that
information is essential to all warfighting functions,
and all warfighting functions can contribute to friend-
ly or threat-focused information advantages. Based
on this understanding, the Army did not establish
an information warfighting function.” Additionally,
because of the disparate nature of capabilities and
multiple tasks used to create information advantages,

INFORMATION ADVANTAGE

Offensively oriented—seize and
exploit the initiative to create, protect,
and exploit information advantages in
all domains.

Combined arms— integrate all
available Army, joint, interagency, and
multinational capabilities in pursuit of
information advantages.

Commander driven—visualize and
describe the deliberate integration of
information to create maximum effects.

Soldier enabled—all soldiers have a
role in collecting, assessing, processing,
communicating, and protecting
information.

(Figure by authors; information from Army Doctrine Publication
3-13, Information)

Figure 3. Principles of
Information Advantage

ADP 3-13 does not assign a single staff section overall
responsible for information advantage; rather, it
assigns a staff lead for each activity and identifies staff
leads for each task within each information activity.'

Information activities organize various tasks and
capabilities from the six warfighting functions (C2, in-
telligence, movement and maneuver, fires, protection,
and sustainment). The C2 warfighting function directly
contributes to the enable information activity. The
entire C2 system (people, processes, networks, and
command posts) is designed to support commanders
in their abilities to understand, visualize, describe, di-
rect, lead, and assess faster and more effectively than
their opponents.

The intelligence warfighting function contributes to
the integration of all the information activities by pro-
viding relevant information and intelligence. It directly
contributes to the enable information activity by pro-
viding information and intelligence for situational un-
derstanding that informs decision-making concerning
all aspects of operations. The movement and maneuver
warfighting function contributes to the enable, protect,
influence, and attack information activities. Through
reconnaissance, forces gain information on the ene-
my and terrain facilitating friendly decision-making.
Security operations protect friendly information and
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C2 nodes. The positioning and maneuver of forces
signals intent, demonstrate capability, and drive tempo
that influence threats and assure partners. Raids and
other attacks contribute to the capture or destruction
of enemy C2 systems and infrastructure. The fires
warfighting function contributes to the protect, influ-
ence, and attack information activities. The delivery

of fires ranging from surface to surface to cyberspace
and electromatic attacks can protect friendly data and
information, influence threats, and affect threat C2.
Several tasks within the protection warfighting function
directly contribute to the protect information activity
to include survivability, air and missile defense support,
electromagnetic protection, operations security, and
cybersecurity and defense. The sustainment warfighting
function contributes to all information activities by en-
suring the friendly force is healthy, manned, equipped,
maintained, and supplied. Sustainment activities

also contribute to the influence information activity.
Providing sustainment to relevant actors can reinforce
or change their behavior. The position of sustainment
forces and their activities can contribute to both decep-
tion and the communication of a will to fight.

Way Ahead

In his foreword, Lt. Gen. Milford H. Beagle Jr. writes,
“ADP 3-13 provides the intellectual underpinnings that
describe how Army forces will gain, protect, and exploit
information advantages. But doctrine is only the begin-
ning. The hard work begins when we incorporate these
ideas into leader development, education, and training.
As leaders, it is our obligation to study, understand, and
implement the doctrine in ADP 3-137" The publication
of ADP 3-13 isjust the start of a sustained education
campaign from the Combined Arms Center.

As with FM 3-0, the Combined Arms Doctrine
Directorate is developing a series of products to help
soldiers understand the new doctrine. Articles, videos,
and podcasts devoted to ADP 3-13 are in the works and
will be announced via the Combined Arms Doctrine
Directorate’s social media channels. The team will
also work closely with the centers of excellence, Army
University, and the combat training centers to ensure
this information is incorporated into professional mili-
tary education and training. Mobile training teams will
also visit select installations and organizations to further
integrate the ideas outlined in the manual. ®

Notes

Epigraph. Army Doctrine Publication (ADP) 3-13, foreword to
Information (Washington, DC: U.S. Government Publishing Office
[GPOYJ, 2023).
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same. ADP 3-13 defines data as “any signal or observation from the
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(human or automated) assigns meaning.’

2.Jay Luvaas, ed. and trans., Frederick the Great on the Art of War
(Boston: Da Capo Press, 1999), 334.
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38-48.
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5. FM 3-0, Operations (Washington, DC: U.S. GPO, 2022), 3-1.
The 2022 edition of FM 3-0 formally established multidomain
operations as the Army's operational concept. It describes the tenets
and imperatives that guide Army forces in competition below armed
conflict, crisis, and armed conflict.

6.lbid,, 1-3.

7. ADP 3-13, Information, 2-3.

8.lbid,, 1-8.

9. Ibid,, 2-3.

10. Ibid.

11. Ibid., viii.

12.Ibid,, 2-12.

13. Ibid,, 2-14-2-15.

14. Based on changes to joint information doctrine, Army doc-
trine no longer use the terms information operations, information-re-
lated capabilities, or information superiority.

15. Change 1 to Joint Publication (JP) 1, Doctrine for the Armed
Forces of the United States (Washington, DC: U.S. GPO, 2017), added
information to the joint functions (command and control, intelligence,
fires, movement and maneuver, protection, and sustainment) in
2017.JP 3-04, Information in Joint Operations (Washington, DC: U.S.
GPO, 2022), expands doctrine on the joint information function. JP
3-04 describes the joint information function as the management
and application of information to change or maintain perceptions,
attitudes, and other drivers of behavior, and to support human and
automated decision-making. Combined with the other joint functions
the information joint function helps joint force commanders and staffs
effectively use information to create information advantages and
achieve objectives.

16. ADP 3-13 highlights both the chief of staff (executive officer)
and G-3 (S-3) as having responsibilities for overall integration and
synchronization of information activities. The chief of staff ensures staff
integration where the G-3, as operations officer, ensures information
activities are integrated and synchronized into the concept of opera-
tions in accordance with the commander’s intent and guidance.

17. ADP 3-13, Information, foreword.
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Integrated Battle Command System, shown here on 1 December 2023 at Redstone Arsenal, Alabama, is the foundation of the Army's
broader modernization efforts and provides transformational air and missile defense capabilities to the battlefield. (Photo by Nathaniel
Pierce, Program Executive Office Missiles and Space)

Goldilocks Kill Chains
and the Just Right Data

Maj. Michael G. Dunn, U.S. Air Force

he Department of Defense (DOD) faces a requirement for complex operations across multiple
crucial challenge in achieving its goal of joint domains. It differentiates between big data, which
all-domain operations due to the inability necessitates complex machines for comprehension, and
to achieve foundational, fast-paced evolution of data small data, which humans can understand naturally.
storage, management, and analytics exemplified in the Furthermore, it draws parallels between commercial
commercial sector. A shift began around 2000, when and military operations, using the data-informa-
the commercial industry began outpacing defense in tion-knowledge-wisdom (DIKW) pyramid as a deci-
technological advancement, primarily because of its sion model.
adaptable data strategies and computing capacity. The analysis proposes the adoption of object-based
This analysis emphasizes the significance of data storage to address the challenges of cross-domain
processing in achieving cost-effective kill chain de- data integration and presents a framework based
velopment for joint all-domain operations, given its on the DIKW pyramid, illustrated by an analogy of
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rivers, streams, reservoirs, waterfalls, and lakes. This
framework demonstrates how adopting commercial
data strategies, particularly object-based storage, can
enable the DOD to leverage data from various sourc-
es, enhancing knowledge for tactical and operational
decision-makers. In essence, this research underscores
the urgency for the U.S. government and DOD to em-
brace commercial data practices to facilitate advanced
cross-domain algorithms, empowering decision-makers
with a deeper understanding of complex situations and

more effective decision-making capabilities.

Garbage In, Garbage Out

Information is the oil of the 21st century, and analytics is

the combustion engine.

—DPeter Sondergaard"

In 1640, John Graunt recorded the first use of the
English word “data” while trying to provide the first de-

scription of data analytics.” The first calculations to create
facts or types of data occurred as early as 19,000 BCE?
Since the seventeenth century, data has continuously
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expanded in complexity
and application from
agriculture to medicine
to defense. The defense
industry remains on the
forefront of novel ways
of applying data and
decision-making formu-
las including the speed
of data transmission;

for example, pathways
changing from a scouting
party to a telegram to
radio to computer speeds.
Gordon Moore predicted
in 1965 that the num-
ber of components per
integrated function will
increase at a logarith-
mic rate as technologies
advance and the cost per
component decreases

in what is commonly
referred to as “Moore’s
law”* The relationship of

computing availability and complexity between the com-
mercial and defense sectors has inverted since the 1960s.”
In the 1960s, the military had the clear advantage of access
to higher performance computing, leading the way in
application of computer technologies to problem-solving.
Today, the commercial-to-defense computer power appli-
cation has inversed, leading to the amount of computing
that occurs in the commercial world far outweighing that
of a single system in the military.

As a prime example, a Tesla vehicle with full self-driv-
ing capability has roughly 180 times the computing power
of an F-35 fighter.® While tactical edge-based computing,
such as in an aircraft, a vehicle, or a handheld radio, must
continually strive to increase safe and reliable comput-
ing in order to disaggregate computational locality and
complicate enemy targeting, things the commercial world
worries little about, the military can find advantage in the
inverse relationship by focusing on commercial applica-
tions of data analytics. More data generation does not
necessarily equal better decisions, and in the cost curve
of acquiring new computing technology, the military can
drastically increase its use of current data sets to enable
decision space.

Defining commercial data, strategies, and dichotomies
is necessary to determine what commercial advances
in data analytics should find applicability in the defense
sector. Moreover, this section presents a commercial
viewpoint of so-called data layers to include transitioning
from data to usable products or decisions. The etymolo-
gy of the word “data” gives an insight into its formation.
Data is the “plural form of the Latin word ‘datum, which
means the ‘thing given.”” Classically used, datum is “a fact
given as the basis for calculation in mathematical prob-
lems”® A data set, singular, expresses a block of data and
allows for classification in generalities, such as big or small
data. Generalizing things into data sets does not allow
for proper data understanding, classification, curation,
and management without acknowledging the individual
datum types inside the larger data set. Thus, to keep things
simple, data sets allow for the application of data strate-
gies, but big or small data, when classified, constrains to
the operational or tactical use of said data strategies.

Big versus Small Data—FIGHT!

All data are blocks of facts in whatever size, shape,
storage location, etc., and further attempts to separate
the fact that big and small data are more than just
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classifications creates unevenness in arguments about

data management. However, regardless of data pur-
ism or an etymology faux pas, keeping the separation
between seemingly big or small data allows for targeted
application of strategies, concepts of operations, and
concepts of employment. The primary differentiation
between big or small data derives from the measure-
ment of four characteristics called the four Vs of data:
(1) volume, (2) velocity, (3) variety, and (4) veracity.’
Each “V} in and of itself, could drag a data set from
small to big classification. Simply defined: (1) volume
is “the amount of data,” (2) variety is “the diversity of
sources and types of data,” (3) velocity is “the speed
of data transmission and generation,” and (4) veracity
is “the accuracy and trustworthiness of the data”® A
fifth “V}’ value, creates additional utility by providing
an answer to the “why” question for businesses to apply
information management techniques.'’ Unfortunately,
value for a business model vice value for a military ap-
plication creates an argument between subjective and
objective value (value of decisions made versus dollar
value); thus, this analysis abstains from applying the
value classification.

From a simpler perspective, the business world sim-
ply classifies small data as “small enough for the human

A Tesla vehicle with full self-driving capabilities has roughly 180
times the computing power of an F-35 fighter. (Photo courtesy of
Tesla)

to comprehend both in terms of volume and format”
and big data as “chunks of data that are too large and
complex to be analyzed and processed by traditional
data-processing techniques.’” In order to classify what
a human can process, one must assume that the human
received training and a competency level in processing
said data. In a reductionist example, an electrically
optimized (EO) sensor, such as a daytime television
camera, produces video imagery that a trained human
can process and make decisions from. In contrast, a
farm of EO daytime television and infrared cameras
would create such a complex picture across multiple
modalities (infrared and EO), including multiple sourc-
es, that a single human would struggle to process the
raw imagery in a near instantaneous timeline.

Enter the New Model: DIKW

Why are data important? While data in and of
itself are interesting, data generation for the sake of
data generation should never be the end goal. Data
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must have a downstream effect, and the effect it pro-
vides is wisdom to make a correct action. Therein lies
the question, how does one get from data to action?
Data analysts in the commercial world use an action
pyramid model called the data-information-knowl-
edge-wisdom (DIKW) pyramid (as depicted in figure
1), which starts with the foundational data layer,
builds to an information layer, again onto a knowl-
edge layer, and finally, ends with wisdom." Action
produced from the layers of knowledge and wisdom
implies that the person or entity that consumes the
wisdom generated from data brings predefined or
pretrained institutional decision matrices that when
married with wisdom produces the proper output.
While the DIKW pyramid was introduced in the
early 2000s in the information technology sector, the
true beauty of it derives from its simplicity."* Because
it is simple, the DIKW is data categorization agnostic,
meaning it could apply to both big and small data. In a
small data example, a person or computationally small
computer—in this case, think tactical systems—could
organically derive the information from the gathered
data either by preprogrammed filters, algorithms, or
human intuition, bring its own knowledge of the situ-
ation, and finally, make an action. Simplicity in data,

Two F-35 Lightning s bank after receiving fuel over the Midwest
19 September 2019. While tactical edge-based computing must
strive to increase safe and reliable computing to disaggregate com-
putational locality and complicate enemy targeting, things the com-
mercial world worries little about, the military can find advantage
in the inverse relationship by focusing on commercial applications
of data analytics. (Photo by Master Sgt. Ben Mota, U.S. Air Force)

system, and algorithms equals a reduction in timeline
for processing and decision-making.

The “data” layer is the foundation of the DIKW
pyramid, the beating heart pumping raw facts into the
action model. Assume that for the generic action, with-
out data, the action model collapses. In 1989, Russell
L. Ackoff, an organizational theorist, defined data and
information:

Data are symbols that represent properties of
objects, events, and their environments. They
are products of observation. To observe is
to sense. The technology of sensing, instru-
mentation, is, of course, highly developed.
Information, as noted, is extracted from data
by analysis in many aspects."®
Suffice to say, the raw facts of a situation, environment,
or other observations form the data layer.

60

May-June 2024  MILITARY REVIEW



Information builds the next layer of the DIKW pyr-
amid. Think of information as the answer to questions
one might have about the data. The questions could
drive specific answers or inferred answers that combine
multiple pieces of data to hypothesize and answer the
question. The question could also drive additional func-
tions accomplished on the data to derive an answer.
Consider the following examples and explanations of
precise and derived data. If a data analyst queries for
a specific person’s birthdate or social security number
from a list of attendees to an event, the analyst extracts
precise information. If, instead, the data analyst wants
to know the average age of everyone who attended, the
analyst would have to first make sure everyone on the
list attended, maybe by querying an attendance binary,
and then execute an averaging function across the com-
plete list of ages. This simple example expresses a few
critical relationships between data and information.

To derive information requested, the data set queried
must contain the exact or derivable data requested;
conversely, information could also reveal what is not
contained within the data, including correlations of da-
tums. Data not contained within the set queried helps
find relationships between different data sets helping to
derive answers or reveals a data structure problem.

Any data analysts trying to optimize informa-
tion extraction must first analyze the relationship of
information requests to data structure. According to
the Encyclopedia of Big Data, “Data can be classified as
structured, semi-structured, and unstructured based
on how it is stored and analyzed"® Structured data is
organized data, typically “in a strict format of rows and
columns”" Semistructured data is a separate form of
structured data, but because of its nature, whether raw
or strict, it does not have an “underlying data model,
hence cannot be associated with any relational data-
base”*® Finally, unstructured data, the most common
type, has “no conceptual data-type definition,” and
the content is typically stored in some unique to the
generating system type file, for example, a smartphone
picture, a webpage, or a multispectral image."”

As described within the DIKW section of the
Encyclopedia of Big Data, “As data sets increase in both
structured and unstructured forms, analysis and
management get more diverse” In the commercial
sector, multiple diverse types of networked storage and
other wide-ranging technologies or techniques exist to

GOLDILOCKS KILL CHAINS

Knowledge

Information

(Figure by author)

Figure 1. DIKW Pyramid

“analyze, manipulate, aggregate, and visualize big data,’
but one that keenly aligns with the defense sector is
object-based storage.**

Object-based storage allows for managing, storing,
and calling large swaths of unstructured data or semi-
structured data. It is a form of data curation, which is
the “process of creating, organizing, and maintaining
data sets so they can be accessed and used by people
looking for information”” MySQL, one of the most
“widely used open-source relational database manage-
ment systems in the world,” was created in 1995 using
a codebase created in 1981.2% Since 1981, the commer-
cial and defense sectors alike have creatively matured
and evolved the use of MySQL, among other tools, to
leverage efficient and effective database management.
However, to unlock the use of those creative, legacy
techniques, the data must exist in some form of a struc-
tured database. Therefore, the key is to curate unstruc-
tured or semistructured data in such a way as to enable
a multiplicity of data strategies while simultaneously
preventing acquisition vendor lock.

Object-based techniques can allow for data struc-
turing by storing data based on their content and
other attributes, using variable lengths and applying
unique identification parameters for calling the data.”*
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By creatively applying simple algorithms to separate
unstructured or semistructured data into objects
with specific attributes and proper identification, data
analysts can, with some requisite changes, apply legacy
data mining algorithms to extract information swiftly
and accurately. Coincidently, object-based manage-
ment can allocate new object space for unforeseen or
never-before-seen observations, and while it may not
allow for immediate use, it can guide future use to
adjust for any data class imbalances. (Note: Class im-
balance is important for machine learning to prevent
biased information output.) While object-based stor-
age is not the panacea of unstructured or semistruc-
tured data management or inclusion into structured
data sets, it does offer an avenue of organization that
enables contemporary and evolutionary information
generation strategies.

Data begets information leading to both knowledge
and wisdom in the DIKW pyramid. Since each dataset
will not have all the required data to answer an informa-
tion call, optimizing storage and management systems
enables increases in information returns. Object-based
storage is an example of large dataset management,
unstructured or semistructured, that would enable rapid
data flexibility and information answerability. The next
section breaks down how to apply the concept of the
DIKW pyramid and object-based storage to both tacti-
cal and operational military constructs.

Break It Down—Build It Up

You can have data without information, but you cannot
have information without data.
—Daniel Keys Moran®

Data management and information calling strat-
egies have differing effects when applied to various
levels of decision-making. Tactical and operational
decision-making definitions have similar characteristics
when compared between the commercial and defense
sectors. The difference between the two resides on the
tactical level, which is exemplified by immediate deci-
sions needed to provide an in-situation effect against
a specific goal. The operational level holds the grander
scale decisions to provide long-term goal completion.
This analysis focuses on one primary differentiator
between operational and tactical levels, which is the
timeline with which each follows.

Longer, operational timelines provide advantage
in the opportunity for more data assembly and usage,
but as a double-edged sword, the word “operational”
implies larger force schemes of maneuver and thus,
requires continuous, decisive, and contemporaneous
action to affect the battlespace. Tactical timelines,
while much more granular, offer simpler decisions
and therefore, more precise data required to make the
decision. If one imagines the DIKW pyramid as the
total sum of all parts in or related to the battlespace,
then operational actions should strive to account for
the greatest chunk of the pyramid. Meanwhile, tactical
actions should strive to optimize decision space by ac-
counting for only that information, which relates to the
next set of actions. As illustrated in figure 2, the DIKW
pyramid could break down into varying shapes that
exemplify different types of actions. The figure shows
an example operational kill chain of understanding the
environment, deciding on preferred commands, and
acting within relative control to enable passing com-
mand-and-control actions along the seams of wisdom
and knowledge. Those actions enter the segment of the
pyramid wherein a tactical user enables their under-
standing of the intent or authority contained therein,
decides on the correct effects and timeliness and acts,
all the while relaying back to the operational segment
both observations and effects.

When the Levee Breaks

Operational and tactical relationships, on a grander
scale, necessitate that information and knowledge flow
freely and bidirectionally across the inherent divide.
Operational actions inherently encompass a series of
tactical actions. Since the flow of data, information,
knowledge, and wisdom is critical to operational and
tactical success, analogize each layer of the DIKW
pyramid as a body of water. Each body of water fills or
flows at different rates. Consider a constantly streamed
intelligence collector as a river of data and the infor-
mation assertation results as streams filling a section
of a knowledge reservoir. The knowledge from each
individual collector coalesces to form the overarching
situational awareness or knowledge reservoir. Similarly,
knowledge produces pockets of battlespace awareness
and understanding in the form of waterfalls. These
waterfalls, in turn, help fill the situationally dependent
wisdom lake that is already partially filled and sourced
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Figure 2. Example DIKW Breakdown

from pretraining, doctrine, and recent events. This lake
ebbs and flows as knowledge of a situation changes, but
as it ebbs, it will reach decisive fill points that necessi-
tate action. Once an action occurs, it inherently reduces
the lake’s waterline while waiting on the results of said
action in the form of assessment. This water analogy
appears in figure 3 as a DIKW water table.

The DIKW water pyramid is agnostic of opera-
tional or tactical systems. It exemplifies how multiple
different collectors from a single tactical system might
create tactical understanding, decisions, and actions,
or applied operationally, how multiple different tac-
tical systems might feed operational understanding,

decisions, and actions. The critical factor is how
objected-based management of data fills the gaps of
informational streams by allowing informative queries
to transcend any individual data river. Furthermore,
this factor highlights that a cohesion of multiple
streams and cross-stream information fills a coalesced
reservoir of knowledge in which individual pieces

of knowledge can enable situational awareness that
activates doctrine and training. Where doctrine and
training lack, however, it also creates decision space
for atypical actions that, when properly informed,
might create the optimal solution to the current situ-
ation. Removing data cohesion eliminates the ability
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for pulling information from multivarietal sources, re-
ducing the knowledge gained in any one situation, and
creating ill-informed actions. Thus, data management
enables data processing and subsequent information
garnering, the cheapest and most cost-effective way to
improve kill chain dynamics.

Conclusions

Without big data analytics, companies are blind and deaf,
wandering out onto the web like deer on a freeway.

6

—Geoffrey Moore’

The defense sector lies at an inflection point for
applying leap ahead technologies to exploit data in
all forms. The commercial world has exploded with
data applications from personalized advertisements to
machine learning language models such as ChatGPT
to market research to data storage and calling. The
DIKW pyramid provides a simple data growth frame-
work that, when applied correctly, could take future kill
chain concepts and make them tenable. The critical key
in making webs of sensors that feed webs of shooters
is data management. In a world where communica-
tion, especially high-bandwidth, low-latency versions,
cannot be guaranteed, data management can provide
a continuum of successful decisions in a more fu-
ture-proof, forecastable way. The best way to achieve

data management at an infinite scalability with reliabil-
ity and resilience in mind is object-based storage and
management. Use any search engine, and find solution
after solution advocating for object-based storage, from
Google to Amazon Web Services to RedHat and more.
“Developed in the late 1990s by researchers at Carnegie
Mellon University and the University of California—
Berkeley, object storage software today can store and
manage terabytes (TBs) or petabytes (PBs) of datain a
single namespace with the trifecta of scale, speed, and
cost-effectiveness”

The DOD should lead the next generation of kill
chain dynamics in Joint All-Domain Operations by
adopting object-based storage solutions within its
intelligence apparatuses. First, it should accomplish an
analysis of all its sources of data, specifically looking
for where and how the source stores data. Then, it
should look for where object-based storage solutions
could, when inserted correctly, adapt current data
streams into objects. They must accomplish this step
both at tactical edge nodes and big data facilities, an
underdeveloped operation. Finally, it should experi-
ment with different information calling algorithms to
ensure data usability. At completion, the DOD will
have created a framework for all portions of the U.S.
government to adopt, and it will have laid the ground-
work for joint all-domain command and control and
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future design methodologies. Again, object-based
storage is not the panacea, but it is one example of how
the government could take advantage of the commer-
cial sector’s efforts to find, extract, and implement the
most cost efficient and useful elements. Understanding

GOLDILOCKS KILL CHAINS

the way data feeds the overarching machine is critical
to the government as it would enable better decisions
now, using legacy investments, optimizing data work-
flows, and ultimately, provide tools and knowledge
when and where required. ®m
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International Force
East Timor

A Case Study in Multinational
Mission Command

Commandant Gavin Egerton, Irish Army

66 May-June 2024  MILITARY REVIEW



erived from its original Prussian foundations

in Auftragstaktik, mission command has be-

come the contemporary command template
of many Western land forces.! The philosophy pro-
motes decentralized decision-making and the empow-
erment of subordinates to show disciplined initiative
within the sphere of their commander’s intent.

The practice of mission command has been es-
poused by senior U.S. Army leaders for more than
twenty years. Army Doctrine Publication 6-0, Mission
Command, published in 2019, clearly states that this is
the U.S. Army’s approach to command and control.?
Yet, despite being enshrined in doctrine and enjoying
strong advocacy, the universal adoption and practice
of mission command remains elusive. As former Army
Chief of Staff Gen. Mark Milley noted, the U.S. Army
is “over-centralized ... overly specify(ing] everything a
subordinate has to do all the time”* Milley also rec-
ognized that while the U.S. Army preaches mission
command, it doesn’t necessarily practice it daily in
everything it does.* In many instances, formations fail
to achieve shared understanding, foster sufficient trust,
or reward subordinates who show initiative.”

The factors that stifle mission command in organic
U.S. Army formations are further exacerbated in the
multinational environment. Additional barriers posed
by linguistic, cultural, and doctrinal divergence, in ad-
dition to competing political objectives, create friction.
This friction can serve to impede the application of
mission command, particularly where commanders’
intents are not successfully communicated to lower
levels. Since Operation Desert Storm, the trend for the
U.S. Army has been to conduct military operations as
part of multinational forces. The twenty-first century
has seen multinationalism proliferate and become the
norm, and U.S. Army commanders should expect to
operate as part of a multinational force.® Looking at
future potential conflict, Field Manual 3-0, Operations,
recognizes that large-scale combat operations typically
include joint and multinational partners.” Therefore,
the challenge facing current and future commanders of
multinational forces is how to apply mission command
in a heterogenous, ad hoc force with myriad contribut-
ing allies and partners.

This article provides an instance of an Indo-Pacific
region stabilization operation in which mission com-
mand was successfully employed across a hastily

EAST TIMOR

assembled and diversely multinational force. What
follows is an examination of the integration of an Irish
platoon into a New Zealand battalion, which was part of
an Australian brigade in the Australian-led International
Force East Timor (INTERFET), 1999-2000. It serves as
a useful case study for leaders who may contribute to or

command a multinational force in the future.

Background to INTERFET

Originally a Portuguese colony, East Timor had

a long struggle for independence. In 1949, the west-

ern half of the island of Timor became part of the

newly established Republic of Indonesia, while the

eastern half remained a Portuguese colony in which
Portugal showed little interest.® The 1974 military
coup in Portugal and resultant democratically elected

government led to efforts to shed colonial baggage.”

As Portuguese forces departed in December 1975,

Indonesia invaded East Timor, ultimately incorporat-

ing the territory into the Republic of Indonesia.”
In 1998, Indonesia agreed to facilitate a United

Nations-supervised ref-
erendum process in order
to establish what status
the people of East Timor
wanted: semiautonomy as
part of Indonesia, or full
independence." The result
of the 30 August 1999
ballot was that the people
of East Timor overwhelm-
ingly favored full inde-
pendence.” Immediately
following the result,
details began to emerge

of how pro-Indonesia
militia “were reducing East
Timor’s infrastructure

to ruins, with instances

of “intimidation, physi-

cal harassment, sniping,
murder, and massacres.’’?
The ensuing international
media backlash made a
military intervention all
but inevitable. Such an
intervention would likely
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Capt. Jim Deery talks with locals in the village of Fatululic, East Timor. Following the 1999
deployment of International Force East Timor, internally displaced persons could return to

their homes. (Photo by Padraig O'Reilly)

be led by Indonesia’s nearest and most militarily capable
neighbor, Australia. However, any intervention needed
to be a multinational effort, for as is the case in many
regional crises, it was politically and militarily impossible
for Australia to intervene unilaterally.**

Australian Command

At this time, Peter Cosgrove, then a major gener-
al, was simultaneously commander of the Australian
Army’s 1st Division and the Deployable Joint Force
Headquarters, meaning that he would command the
multinational joint force should an intervention occur.
Cosgrove, a veteran of both Malaya and Vietnam, had
been exposed to mission command as a young pla-
toon commander—a significant factor is his adoption
of the command philosophy throughout his career."
As Australian preparation for an increasingly likely
intervention intensified, a coincidental but convenient
preplanned Australian-U.S. combined joint exercise,
Crocodile '99, served as a useful rehearsal.’* As former
Australian Prime Minister John Howard puts it, “If,
as it finally eventuated, we were invited to contribute
military personnel we would not be doing so from a
standing start”"’

On 15 September 1999, United
Nations Security Council Resolution
1264 was adopted, invoking Chapter
VII of the UN Charter and estab-
lishing an Australian-led multina-
tional force.'® Australia formed the
nucleus of INTERFET's multina-
tional joint headquarters and pro-
vided the largest number of troops.
On 20 September 1999, INTERFET
deployed to Dili by sea and air."”
This diversely multinational force
eventually included contributions
from twenty-two nations with a
strength of 11,500.%°

New Zealand and Irish
Contributions
The initial contribution from

New Zealand was an infantry com-
pany group formed around Victor
Company, 1st Battalion, Royal New
Zealand Infantry Regiment (1
RNZIR), later joined by the remainder of the battalion
plus elements of supporting arms. Due to other nations
including Ireland, Fiji, and Canada contributing smaller
contingents to 1 RNZIR, the battalion group (task force)
eventually peaked at almost one thousand personnel.**

On 12 October 1999, answering the call for inter-
national military support, Ireland committed to the
deployment of forty military personnel. This included
a platoon of thirty Irish soldiers drawn from the Army
Ranger Wing (ARW )—Ireland’s special operations
force—operating within the New Zealand battalion
group.”” The Irish platoon initially helped constitute a
hastily formed “Reconnaissance Company, operating
from the main battalion base at Suai and led by then
Maj. John Rogers. The Irish platoon later moved to
Victor Company—a typical rifle company—led by then
Maj. John Howard, where they were assigned their
own discrete platoon area of operations and patrol base
close to the border with West Timor.

Perceptions of Mission Command
Prior to Deployment

Interestingly, some Irish soldiers deploying to East
Timor had little or no familiarity with the theory of
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mission command. As Bravo Team leader who served
with the 1st Irish contingent (IRCON 1) explains, “It’s
new to me even now—Mission Command—but when
we talk about it I know what it is, and [in the ARW ]
we've been doing that since the '80s”** Some other
interviewees had encountered the command philoso-
phy in practice and could recount positive experiences.
The commander of the first Irish platoon to deploy
to INTERFET with IRCON 1 was then Capt. Benny
McEvoy. Early in his career, McEvoy was exposed
to mission command when engaged on an internal
security operation to secure Dublin Airport during a
European summit:

My company commander gave me Mission

Command to patrol my area without inter-

fering ... he gave me a section of the area; he

didn’t specify how I was to secure it. And

he gave me the resources to interact with

the other companies and also an Air Corps

[helicopter] ... He never interfered with my

mission, and I adopted the same approach

with my NCOs.*
Furthermore, McEvoy encountered mission com-
mand on his first overseas deployment to the United
Nations Interim Force in Lebanon (UNIFIL), prior
to INTERFET. He recalls, “[the company command-
er] had drilled-in his intent, how he wanted us to be
high-profile, to make decisions and be confident, and
to trust our NCOs ... he had
entrusted us and gave us confi-
dence to carry out his intent*

In contrast to McEvoy’s pos-

itive experiences with mission
command, Capt. (Ret.) Jim
Deery, who commanded the
second Irish platoon to deploy
to East Timor, was not as for-
tunate. His experiences prior to
joining the ARW and deploying
to INTERFET was of an army
with little scope for initiative.
Deery explains,

It was very hierarchical:

you do what you're told and

you swing up your arms.

... As ajunior officer—a

second lieutenant—there

EAST TIMOR

would have been no latitude for [initiative];

I probably really didn’t encounter it until I

went to the Ranger Wing.*®
This lack of freedom to show initiative is echoed by one
of the most junior members of Deery’s platoon in East
Timor, Ray Goggins, then a corporal. Reflecting on the
early years of his career, Goggins outlines a very similar
lack of mission command prior to joining the ARW:

Prior to East Timor ... I had been an infan-

try corporal and I was used to being tasked

very specifically; and your next commander

up is never too far away from you so there’s

always a very short leash on you. You get a

small bit of leeway; probably not that much

really. So my view of Mission Command was

extremely narrow.”’

The impression one gets from these contribu-
tions is that the practice of mission command in the
Irish Army of the 1990s was inconsistent, largely
contingent on the personalities of the commanders
involved. Mission command was not yet enshrined in
Irish doctrine and it was still an emergent command
philosophy in most Western militaries. However,
Col. Ray Murphy sheds some light on the prevailing
command culture in the Irish Army in the late 1990s.
Then a captain and serving as second-in-command
(2IC) of the ARW, Murphy was selected as the offi-
cer in charge of the ARW detachment deployed to

An Army Ranger Wing team from 2nd Irish Contingent patrols the village of Fatululic, East
Timor. (Photo by Padraig O'Reilly)
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Irish infantry soldiers serving with the follow-on UN peacekeeping force board a New Zealand Army helicopter. This was often the only
viable means of insertion for patrolling the mountainous terrain. (Photo courtesy of Ireland Military Archives)

INTERFET with IRCON 1. He explains why mission
command was difficult to implement in the Irish
Army during this period:
Firstly, there was an element of stagnation
taking place in the organization ... the only
operations that were being conducted, in
general, were those in Aid to the Civil Power
and our only operational focus overseas was
UNIFIL ... Secondly, there was a disparity
between what young officers were being
taught and what their superiors had been
taught in the past. However, I did notice that
even without my superiors’ understanding of
Mission Command, if they had trust in me to
complete a task in the manner they expected,
I was given freedom of action.”
Murphy’s explanation provides a very useful snapshot
of the Irish Army of that era. It was emerging from an
internal security role and becoming increasingly pro-
fessionalized, with concepts such as mission command

only just beginning to take hold. However, the ARW
was slightly different. Akin to other special operations
units, soldiers serving in the ARW were expected to
show initiative in line with their commander’s intent
and were given freedom of action to do s0.” Murphy
explains that “while the operators in the unit at the
time may not have known about the concept of Mission
Command they certainly understood what was the best
way to maximize their particular skill sets to get the job
done in the most efficient and effective fashion.?° Thus,
the ARW was at that time ahead of the developmental
curve of the rest of the Irish Army in terms of empow-
erment, freedom of action, decentralized authority,

etc. Consequently, many of the ingredients of mission
command were present in practice, if not by name or
underpinned by doctrine.

The New Zealand Army of the same era was more
advanced in this regard. Maj. Gen. John Howard points
out that mission command was already the command
and control philosophy of the New Zealand Army,
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Patrol commanders were empowered to conduct their operations as they saw fit, once those operations aligned with their platoon and
company commanders’ intents. (Photo courtesy of Ireland Military Archives)

having been adopted in the early 1990s and embed-
ded in all career courses.”* As Howard explains, “The
tenets were well explained and endorsed ... [and] it was
very much imbued into our training prior to going to
Timor’* The Irish platoon was consequently enter-

ing an already established mission command culture,
though also bringing their own ethos of freedom of
action and comfort with working independently whilst
aligned with the commander’s intent.

The Presence of Mission Command
in INTERFET

Many Western armies have devised their own prin-
ciples of mission command, with the U.S. Army adopt-
ing competence, mutual trust, shared understanding,
commander’s intent, mission orders, disciplined initia-
tive, and risk acceptance.”® However, the contributions
from the commanders interviewed justify a further
rationalization to three essential components: commu-
nication, empowerment, and trust.

Communicating and understanding command-
ers’ intents. To create unity of effort and purpose,
commanders must carefully construct and transmit
their intent to those under their command. Without
a clear understanding of the commander’s intent, it is
impossible to generate decentralized decision-making
or disciplined initiative. In the case of INTERFET,
Cosgrove summed up his strategic intent as “first,
to restore and maintain peace and security for East
Timor; second, to assist the United Nations to return
and perform its functions in East Timor (this includ-
ed establishing a follow-on UN military force); and,
third and emphatically, to improve our relationships
with Indonesia’®* A concise intent such as this is easily
transmitted and remembered—it is short and covers
just three key goals. It also provides a clear end state.

Significantly, Cosgrove recognized how vital it was
for his intent to be understood at the lowest levels: “I
thought it was extraordinarily important for my subor-
dinates to know enough of the strategic intent, and the
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political-military factors, so that they would react with
that in mind and always react in a way appropriate to
the circumstances”* This demonstrates an appreciation
of the ability of the most junior commander to influence
the overall outcome of the entire mission, congruent
with Krulak's infamous “strategic corporal”* As Rogers
points out, “[Cosgrove] would talk about the strategic
section commander” concept, indicative of his attitude
toward empowering junior leaders.”” Col. (Ret.) Kevin
Burnett commanded 1 RNZIR during the duration
of INTERFET and its transition to United Nations
Transitional Administration East Timor. He remembers,

I was very clear on commander’s intent from

a strategic perspective from Major General

Cosgrove, because he was very articulate, and

that’s very helpful ... so the strategic intent

was clear. And so was the brigade-level oper-

ational objectives; very clear at all phases of

the operation, I didn’t have any doubt about

what was being asked for us.*®
Rogers, as company commander, remembers his superi-
ors’ intents being communicated regularly:

We all understood them very clearly, and

they were communicated formally in orders

... We would have a nightly conversation and

Kevin [Burnett] would reinforce his intent as

it evolved. And of course, he'd be out visiting

and we'd be back in [battalion headquarters)

and so there would be the informal reinforc-

ing or texturing of that intent as well.”
Commandant (Ret.) Eamonn Kenneally, then a
sergeant, served as 2IC of Alpha Team in IRCON 1.
He remembers an early visit from Cosgrove where he
outlined his intent:

I think the words he gave us (not verbatim)

was that our primary purpose there was to

restore peace to East Timor so that the East

Timorese people—who were the center of

gravity—could return to a safe and secure

environment and live their normal lives ... He

also mentioned about the people who were

going to come after us.*
Furthermore, Kenneally recalls that his company
commander visited each platoon regularly and offered
further context. As Kenneally explains, “I was left in
no doubt what our job was and what the commander’s
intent was.#!

Empowerment and freedom of action. If subordi-
nates are not given sufficient freedom to decide and act
with minimal supervision, they are unlikely to exercise
disciplined initiative and mission command will fail.
Burnett recalls,

We provided our sub-units with clear direc-

tion as to what we wanted them to achieve

[and] we gave them the resources to do it.

And we didn’t dictate their approach, we

didn’t bound the way they went about their

business.*?
Furthermore, when tasking his company commanders,
Burnett used a “mission orders” approach congruent
with mission command theory. He remembers empha-
sizing “real clarity over the objectives two-up, real clarity
about what I wanted us to achieve and then tasks that I
thought the subunits needed to undertake, and then as
much freedom to operate as we could reasonably give’*

From the perspectives of the company commanders,
Rogers notes that he felt “very, very much empowered”
As he recalls, “We had a high level of autonomy, a high
level of trust ... and our freedoms and constraints were
very clear”* Howard concurs but admits, “I've never
been an officer who waits for orders. Our officer cadet
training is very clear about understanding intent and
getting on and doing something**

From the Irish perspective at team/section level,
Kenneally remembers, “It was very obvious from day
one that Captain Benny McEvoy had created a culture
that was one of trust and belief in us ... We were em-
powered by him and by his commander to use Mission
Command where applicable’*

Such empowerment and freedom of action is a
product of sufficient trust present within the chain of
command.

Fostering trust. One of the key ingredients in
mission command is trust, but trust is more difficult
to build in a hastily formed heterogenous multina-
tional force than in a homogenous national formation.
Cosgrove, when reflecting on the importance of trust,
points out that “part of learning to trust is to be care-
ful with Mission Command; that you fundamentally
understand and have confidence in the person in whom
you are entrusting the mission””” Australia and New
Zealand were already partner nations with a deep,
shared military history so for them, trust built quickly
and Cosgrove as force commander could readily employ
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Heavily laden soldiers of 5th Irish Contingent, drawn from the Irish Army’s 4th Infantry Battalion, return from a long-range patrol. (Photo
courtesy of Ireland Military Archives)

mission command with those contingents. However,
prior to INTERFET, neither country was familiar with
the ARW specifically, or even with the Irish Army
in general. As Alpha Team leader puts it, “We were a
completely unknown entity before we arrived”” And
Burnett admits, “We didn’t know what we were getting.
We hadn’t worked with the Irish before to any degree”
Therefore, commanders at all levels had to work hard
to build relationships and foster trust, and this began
during combined predeployment training in Townsville,
Australia. Alpha Team leader believes a number of early
demonstrations of competence served as quick wins,
contributing to the initial generation of trust: “We went
to an electronic gallery range in Townsville and had a
shooting competition as a unit, and we won. ... They also
saw us out training and they saw what we could do”*°
Murphy recalls during predeployment training in
Townsville, the battalion 2IC of 1 RNZIR appointed
a warrant officer with a special forces background
as liaison between the Irish contingent and his own

headquarters. Murphy points out, “It was clear that
an additional reason for the attachment of the support
NCO was to assess our standards and settle any doubts
that the 1 RNZIR command element may have had "
Part of Murphy’s role was that of liaison officer. This
early exchange of liaison officers between the Irish
platoon and the New Zealand battalion seems also to
have been decisive in the initial generation of trust. As
Murphy explains,

When this NCO met us, and started to talk

with [our platoon HQ and team leaders] it

became very clear, very quickly that all were

talking the exact same operational language.

... After a few hours with us it was noticeable

how relaxed he was in our company and how

all of the Irish soldiers treated him as one

of their own. I'm sure that this got back to

the battalion commander and 2I1C and went

some way to assuaging any fears they had that

we wouldn't fit in.”
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Burnett remembers receiving initial reports of the Irish
platoon: “T heard great stories of the arrival of the Irish
platoon into the battalion main body in Townsville ...
there was real capability in that platoon, their training
levels were high ... and that gave us a lot of confidence’

Rogers notes that, “the trust built very quickly, just
based on seeing their capability and confidence™* As the
deployment progressed, and as IRCON 1 demonstrated
increasing competence and reliability, the level of trust
steadily increased. As Bravo Team leader recalls, “We al-
ways worked at nighttime when we patrolled ... (we had
good night vision) ... we preferred to work at night. And
that’s where I believe the trust was from: we were given
missions, and we were never compromised.”*®

Competence is a principle of mission command and
a key ingredient in the generation of trust and a move
toward a mission command-friendly environment. This
appears to have been decisive in the integration of the
Irish platoon.

What Made Mission Command Work
in INTERFET?

The evidence above demonstrates how mission
command manifested and developed in INTERFET,
but there were a number of significant factors that
were decisive in its successful application. The strong
advocacy from leaders, the physical environment,
and the existing habitual association all contributed
to mission command’s effectiveness.

Advocacy for mission command doctrine and
practice. INTERFET benefitted from the presence of
strong advocates for mission command, commanders
who not just practiced but championed the philosophy.
The force commander himself was a strong advocate for
mission command. As Cosgrove puts it, “There are some
occasions where if you try to apply something other than
Mission Command, you're setting people up to fail”’*°
The commander of 3rd Brigade—the Australian for-
mation that 1 RNZIR was part of in INTERFET—was
Brig. Mark Evans, who was also a strong advocate for
mission command and had already adopted that com-
mand philosophy with his brigade. Evans recalls that 3rd
Brigade deployed on preplanned brigade exercise earlier
in 1999, a period that he considers key to the operational
success seen later in East Timor.”” As he explains,

It was at [this exercise] that the foundations
were put in place for us to operate using

mission command as our command and

control philosophy: mutual trust, a clear and

universal understanding of our standard

operating procedures and encouragement

of initiative at all levels, and this became the

hallmark of the brigade.*®
Burnett notes that “Mark Evans was a great commander.
He gave us a lot of leeway, a lot of opportunity to operate
in the way that we wanted to operate. So I didn't feel in the
least bit constrained by the brigade headquarters’

As stated, New Zealanders were already practitioners
of mission command, and Burnett recalls that they were
“fully embracing Mission Command long before East
Timor, and for the New Zealand Army, it was “just the
normal way people commanded”® The commanders of
the two companies that the Irish platoons came under
were particularly strong advocates of mission command.
From Rogers’s perspective, “Mission Command was
absolutely organic to how we worked—fundamental—
and I'm a very strong advocate for Mission Command.**
Howard observes, “In my experience, if you look at any
military operation that has been planned, conducted,
and executed under Mission Command, it produces bet-
ter outcomes”*> With such strong advocacy for mission
command at all levels from force commander, through
brigade, battalion, and company commanders, it was cer-
tainly a very positive environment for McEvoy to enter
with his IRCON 1 platoon.

Impact of the environment on command. East
Timor’s interior is a physically harsh mountainous
environment that slowed internal communications.®®
Alpha Team leader remembers one patrol: “It took us
eight hours to travel something like four kilometers.

It was just outrageous terrain** This physical envi-
ronment and the nature of the patrolling, which was
conducted primarily by sections or platoons, meant the
empowerment of junior leaders was critical.

Col. Colm O Luasa served as the officer in charge
of IRCON 2’s ARW detachment, but also as Howard’s
company 2IC.*s O Luasa explains how the restrictive
nature of the terrain, particularly in terms of accessibil-
ity to the platoons operating from remote patrol bases,
necessitated a mission command approach: “There was
quite a large amount of Mission Command [which]
was almost enforced simply by distance and accessibil-
ity ... [The battalion was] spread over a large area and
you couldn’t even drive by vehicle to all those areas”®
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For the New Zealand battalion, and for INTERFET
more broadly, a hands-on, detailed command style
simply could not be employed. O Luasa explains how
Burnett overcame this challenge:
[The battalion commander] dealt with his
command and control by having ‘prayers’
every evening on the radio. It was all verbal,
over the radio, and each company would
come up, give a SITREP, then he would ask
a number of questions and then move on to
the next company ... He could give his intent
and direction but he didn’t have the facility or
the time to get into levels of detail required.

So he gave his general direction and he let the
company commanders deal with the detail.””
Therefore, mission command was the only real option
for command and control in INTERFET. To attempt

to impose himself on his subordinate commanders,

a battalion or company commander would have a
difficult journey over rough terrain, covering a lot of
distance, thus necessitating a decentralized approach
to command.

Habitual association and predeployment train-
ing. Australia and New Zealand enjoyed a shared mil-
itary history and culture that includes the two nations
routinely conducting combined joint training together.
Burnett recalls an exercise where his unit familiarized
themselves with 3rd Brigade:

I took over command of the battalion in

1997, and the first thing I did was I took the

battalion to Australia to work with 3 Brigade

on exercise. So we knew 3 Brigade—different

commander, different key staff officers, but

the same formation.®®
This familiarity was very beneficial upon arriving in
East Timor, with some familiar faces and existing rela-
tionships to help 1 RNZIR integrate into the brigade.

EAST TIMOR

While the Irish platoon did not have the same access to
such experiences, they did get the opportunity to con-
duct combined predeployment training in Townsville.

Conclusion

INTERFET can be regarded as an exemplar in
terms of the practical application of mission command
in a multinational force. A relatively unknown enti-
ty prior to INTERFET, the Irish platoon integrated
successfully into the New Zealand battalion, which
itself smoothly merged into the Australian brigade with
which they were already familiar. Leaders from force
commander to platoon commander espoused and prac-
ticed mission command, and the ARW team leaders
were more than sufficiently experienced and competent
to thrive in such a command-and-control environment.
The physically harsh terrain slowed communication,
and the distributed nature of 1 RNZIR necessitated a
mission command approach. During combined prede-
ployment training, demonstrations of competence and
building of relationships at the lowest levels contribut-
ed to the rapid building of trust.

Notwithstanding the obvious benefits of shared
military history and training, an outsider element can
integrate successfully in a relatively short period of
time, as long as enough commonality and competence
exists in terms of culture, training, doctrine, tactics, etc.

For senior officers soon to take command of a
multinational force, formation, or unit, the lessons
learned from this case study are worthy of con-
sideration. Of particular note is the importance
of constantly communicating and contextualizing
commanders’ intents, empowering subordinates with
freedom to decide and act, and making a conscious
effort to foster an environment of mutual trust. With
these elements present mission command will not just
succeed, it will flourish. m
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Working in collaboration with Security Force Assistance Command
(SFAC), AU Films recently released a documentary on Security Force
Assistance Brigade (SFAB). Since their creation in 2017, SFABs have
provided the U.S. Army with dedicated advisor units that allow brigade
combat teams to focus on their primary mission, large-scale combat
operations. In the interview-driven documentary, AU Films examines
the SFAB mission, what life is like as an advisor, and the challenges SFABs
face in the future. The film features Maj. Gen. Donn H. Hill, Lt. Gen.
(Ret.) Michael Lundy, and other SFAC/SFAB leaders who discuss how
SFABs strengthen our allies and partner forces while supporting U.S.
security objectives.
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For more about the origin and role of SFABs,
view past articles online from Military Review
“Enabling Division Operations across the Conflict Continuum: What an SFAB Can Do

for You" by Lt. Col. Eric B. Alexander, U.S. Army, https://www.armyupress.army.mil/Journals/
Military-Review/English-Edition-Archives/March-April-2024/Conflict-Continuum/

“The Lesson of the Security Force Assistance Brigade in Africa: Find the Authority to Enabling Division
Compete and Win" by Maj. Spencer D. Propst, U.S. Army, https://www.armyupress.army. Chperations across the
mil/Journals/Military-Review/English-Edition-Archives/March-April-2022/Propst/ Conflict Continuum
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“Thinking Outside of the Sandbox: Succeeding at Security Force Assistance be-
yond the Middle East” by Lt. Col. Jahara “Franky” Matisek, PhD, U.S. Air Force; and Maj.
Austin G. Commons, U.S. Army, https://www.armyupress.army.mil/Journals/Military-Review/
English-Edition-Archives/March-April-202 1/Matisek-SFAB-Beyond/

"Concepts for Security Force Assistance Brigade Company Task Forces in Large-Scale
Combat Operations” by Maj. Zachary L. Morris, U.S. Army, https://www.armyupress.army.mil/
ournals/Military-Review/English-Edition-Archives/November-December-2023/Maj-Morris/

“Preparing SFABs for the Complexity of Human Interaction” by Lt. Col. Brent

A. Kauffman, U.S. Army, https://www.armyupress.army.mil/Journals/Military-Review/
English-Edition-Archives/July-August-2018/Kauffman-SFA/
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“Lewis and Stokes: What Lawrence of Arabia and His Sergeants Teach Us about of the Sandbox

the Modern Combat Advisor” by Lt. Col. Garrett M. Searle, U.S. Army, https://www. Suscesding 3t becuriy Farce
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3D Printing Solutions
for Contested Medical

Logistics

Lt. Col. Michael Browning, DMD, MS, US. Army
Lt. Col. Michael Hoffman, DDS, MS, US. Army
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Lt. Col. Andres Mendoza, DDS, MS, US. Army*
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he Army Health System must reduce the size
I and weight of contemporary equipment to

keep pace with the kinetic, dispersed nature
of future conflicts. The Army Medical Modernization
Strategy introduces the role of additive manufactur-
ing, or 3D printing, in pharmacy and medications."
However, a growing body of literature suggests a wider
range of uses in health care. Additive manufacturing
can fabricate products such as bioactive bandages,
orthopedic screws, surgical instruments, and medical
simulation models.” The U.S. Navy 3D-printed teeth
in 2021 to restore a young marine’s ability to eat, smile,
and speak after reconstructive jaw surgery.’ The clinical
and operational implications of this emerging tech-
nology are vast. Integrating additive manufacturing
technology from Role of Care I to Role of Care III can
reduce size and weight while improving mobility for
forward medical units supporting maneuver elements.
The Army Health System can employ 3D printing
technology to enhance materiel sustainment by lever-
aging the U.S. Army Dental Corps’ training, knowledge,
and experience.

Medical Mobility Is a Timeless
Problem

Cumbersome medical equipment challenges mobile
support. During World War II, the Mediterranean
and North African campaigns revealed the recur-
ring experience of dental, medical, and surgical units
struggling to transport materiel. Medical containers
were often mislabeled during landing operations and
sometimes only partially filled with equipment. These
units arrived either without any equipment or with
a significant shortage of equipment, which reduced
their capabilities. Patient litters, a basic item, were one
of the most cited shortages. “Standard dental chests,’
analogous to modern dental equipment sets, were often
deemed too heavy and left behind.

During Operation Desert Storm, mobile Army sur-
gical hospitals were significantly hindered by the weight
of their medical and nonmedical equipment, such as
surgical equipment, tentage, and portable generators.
One mobile Army surgical hospital weighed 1,450 tons,
equivalent to twenty-one M1A1 tanks.® Exacerbating
this problem, these medical units lacked adequate
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vehicles and competed with combat
units for corps-level transportation
assets. To maintain supporting
distance with frontline movement,
these hospitals advanced with only
40 percent bed capacity and 50 per-
cent surgical capability.®* Medical
units had to sacrifice their effective-
ness to keep pace.

The materiel challenges of World
War II and Desert Storm remain
relevant. A brigade support medical
company (BSMC) provides Role
IT care to an entire brigade combat
team. In 2021, a BSMC command-
er for the 101st Airborne Division
(Air Assault) determined their forty
medical equipment sets and den-
tal equipment sets take four hours
to set up.” This footprint impeded
responsive support to air assault op-
erations. The BSMC commander co-
ordinated with the brigade support
battalion’s distribution company to
develop scalable, mobile support for
a dynamic forward line. However,
moving the equipment sets required
an M1120 Load Handling System, a
ten-ton vehicle; an M 1077 flat-rack;
and three Tricon shipping con-
tainers.® Modernization demands
reduced footprints of this size and
weight to effectively support highly
mobile units.

Conflict with near-peer
adversaries demands agile support. The nature of
large-scale conflict with a near-peer adversary will
restrict evacuation, overwhelm treatment facilities, and
exhaust medical logistics. Warfighter exercises estimate
three thousand to four thousand casualties per day of
large-scale combat.” A U.S. Army corps-level wargame
projected twenty-one thousand casualties in seven
days, a loss of half the corps’ strength.'® Accurate re-
ports from the Russian-Ukrainian conflict are unavail-
able since Moscow and Kyiv do not publish official fig-
ures. However, multiple sources estimate the Ukrainian
military suffered 120,000 casualties, with killed in

3D PRINTING SOLUTIONS

These recently printed dental models are still covered with liquid
resin residue. These models require post-processing wash and pol-
ish prior to clinical use. The printer bed filled with a pool of gray lig-
uid resin can be seen in the foreground. (Photo by Maj. Ross Cook,
Advanced Education in General Dentistry Residency Program)

action ranging from seventeen thousand to seventy
thousand." Daily averages amount to fifty-four civilian
casualties, 314 Ukrainian military casualties, and 502
Russian military casualties.”” To offer perspective,

the U.S. Army incurred 354 wounded in action and
ninety-six killed in action over the entire duration of
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Operation Desert Storm." These numbers have over-

whelmed Ukraine’s battered medical infrastructure.

Russian military tactics in Ukraine restrict move-

ment and forward treatment. Long-range precision

weapons and area-denial munitions, such as antitank

and antipersonnel mines, along with trench warfare re-

semble World War I. Medics struggle to reach patients,

and evacuation to hospitals can take up to ten hours."

Civilian centers and medical infrastructure were target-

ed and attacked, with some medical facilities hit up to

400 km west of the Russian border.!* Since November
2022, Russia damaged or destroyed 1,100 health-care
facilities, and at this point in the conflict, only nine-

ty-five hospitals are fully restored.'® These conditions

create a scarcity of medical equipment and medica-

tions. Implications for the U.S. Army are that medical

evacuation platforms and larger hospitals may need

to be positioned rearward to prevent being targeted,

and forward medical teams may need to be positioned

within hardened structures or even underground."”

Forward medical units must have the agility to relo-

cate as quickly as one hour despite these constraints.'

Units with additive manufacturing capabilities could

produce lightweight medical and surgical equipment
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observed in Ukraine. These same units can utilize this

technology to produce repair and replacement parts to

improve field-level maintenance.

Vulnerability of Medical Supply

Chains

The globalization of medical supply chains represents

another vulnerability in the American medical infra-

structure. The United States relies on Asia, Europe, and

India for its medical devices and medications. In 2019,
the United States imported $20.7 billion in pharma-
ceuticals from China, accounting for 9.2 percent of all

imports that year."” Chinese companies provide America

with more than 90 percent of its antibiotics, ibuprofen,
and hydrocortisone.”® During the COVID-19 pandemic,
85 percent of America’s personal protective equipment,
such as the N-95 mask, came from China.?! The Hubei
Province was ground zero for the pandemic, and when

this production hub declined, it reduced China’s export

of personal protective equipment by 75 percent.”

A scarcity of medical equipment creates a market
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for low-quality, alterna-
tive products. Ukrainian
military medical units are
critically short of tactical
medical kits, especially
tourniquets. To distribute
products at scale, Ukraine
purchased Chinese-made
tourniquets for approx-
imately US$3 each, a
cost-effective necessity
since American-made
tourniquets cost approx-
imately US$40 each.”
But this is a matter of
quantity over quality. The
cheaper tourniquets are
failing, which is alarming
given prolonged care and
delayed evacuation.® A
civilian medical company
designed an open-source
3D-printable tourni-
quet, but the quality
control is unclear, and
they strongly caution its
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3D PRINTING SOLUTIONS

Overcome Contested Logistics
Reduced size, weight
On-demand manufacturing
Shorter lead times

Far forward manufacturing

Materials
FDM filament

SLA liquid resin Forward manufacturing

Materials

FDM filament

SLA liquid resin
4 SLS metal

BAS: Battalion aid station
BSMC: Erigade support I
DCAS: Dental company area support
FH: Field hospital

FRSD: Forward resuscitative surgical
detachment

PCAD: Prolonged care augmentation
detachment

FDM: Fused deposition modeling

Brigade Level
Point-of-care manufacturing

dical

FDM filament materials

SLA: Stereolithography
SLS: Selective laser sintering

3D printing capabilities aligned to medical roles of care against the backdrop of an island chain. This demonstrates geographic isolation for
medical units and increasing capability with higher roles of care. (Graphic by Maj. Martin Smallidge, Medical Capability Development and

Integration Directorate)

use and assembly.” Yet these products are used across

multiple conflict zones,
which speaks to the dire
shortage of medical
supplies. Employing ad-
ditive manufacturing at
echelon can enhance the
capabilities of medical
units by producing Class
VIII armamentarium
and replacement parts
on demand, thereby
decreasing supply chain
dependence.
Fundamentals of
3D printing. Additive
manufacturing tech-
nology converts digi-
tal data into physical
objects from various
base materials. Standard
Tessellation Language
is a printable file that

Lt. Col. Andres Mendoza,
U.S. Army, is a com-
prehensive dentist and
research scientist at the

US. Army Institute of
Surgical Research, Fort Sam
Houston, Texas. He holds

a DDS from the University
of Texas Health Science
Center San Antonio and

an MS from the Uniformed
Services University of the
Health Sciences. During his
career, Mendoza has served
with the 82nd Airborne
Division; 5th Special

Forces Group (Airborne);
and the Captains Career
Course, Medical Center of
Excellence. *He is the prima-
ry author of this article.

represents a 3D physical object. Two common 3D

printing techniques are stereolithography (SLA) and
fused deposition modeling (FDM). Each technique
has unique materials, processing, and post-process-

ing requirements. SLA incrementally prints objects
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printer offers med-
ical-grade resins
for various uses,
such as single-use
instruments, ana-
tomical models, and
personal protective
equipment.”” The
Formlabs BioMed
Durable is an FDA-
approved resin that
offers accuracy and
biocompatibility.*®
This material seems
ideal for printing
surgical equip-
ment; however, this
printing technique
is demanding. It
requires meticulous
post-processing,
including an isopro-
pyl alcohol wash,
post-curing, and
polishing. The me-
chanical properties
of a liquid resin may
also degrade with Institute of Surgical Research)
the temperature
and environmental
extremes of field deployments; however, there is limit-
ed literature on this topic.

FDM printers extrude a spooled filament mate-
rial through a heated nozzle.” Raise3D’s Pro2 Plus is
a commercial FDM printer compatible with various
filaments like polylactic acid (PLA).*® These materials
are more commonly used for prototyping, industrial
models, and vehicle parts. The bulk of scientific litera-
ture discusses using PLA filaments to print surgical in-
struments. In terms of base materials, filament offers a
significant advantage because the spools are lightweight
and dimensionally stable, suggesting less transportabili-
ty challenges. Additionally, the extrusion process reach-
es such a high temperature that the production can
be considered a sterilization technique.’* Challenges
may arise in humid climates. Filament materials can
be hygroscopic, meaning they absorb moisture from

A benchtop fused deposition printer. The spools of black, green, and white fila-
ment are visible in the top storage compartment. This printer melts, or fuses, the
spools together to produce items. (Photo by Lt. Col. Andres Mendoza, U.S. Army

3D PRINTING SOLUTIONS

air, which would
reduce print qual-
ity. These are all
vital considerations
when selecting the
appropriate ma-
terial for surgical
instruments or
medical equip-
ment in an austere
environment.
Selective laser
sintering is anoth-
er manufactur-
ing process that
incrementally melts
or “sinters” powder
layers together.
Selective laser
sintering introduces
the option of fab-
ricating parts from
metals like stainless
steel and alumi-
- num; however,
these products have
a grainy surface and
require air blasters
for post-processing
and finishing.**
Historically, this printing technique was cost-prohib-
itive and limited to industrial use, but smaller, more
affordable benchtop printers are now available.*®
Advantages of 3D printing. These 3D-printed
instruments offer multiple advantages over traditional
stainless-steel instruments, such as reduced weight and
cost. PLA surgical retractors weigh twenty-five grams
and cost only 5 percent of the online retail price.** A
reduction in the volume and weight of this scale is sig-
nificant for medical units when compared to tradition-
al medical equipment sets. Basic surgical sets, such as
hemostats, needle drivers, and forceps, can be printed
on demand and customized as needed to serve the end
user.” Printing can be conducted in hours as a surgical
team establishes operations and prepares to receive
patients.*® Multiple instrument sets could be printed
to expand surgical capacity to match the need, and 3D
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L= 4

Computer-aided design models like those in the inset and Standard Tessellation Language files were used to print prototypes of tourni-
quet components in green filament during the manufacturing phase. This served as a proof of concept that tourniquet components can be
reliably produced using 3D printing. (Inset) These computer-aided design models represent 3D renderings of traditional injection-molded
components from a commerecially available tourniquet, created during the design phase. (Photos by Capt. Joseph Wolf, U.S. Army Institute

of Surgical Research)

printing allows for scalable mission sets. When weight
is critical, a small medical team could print instru-
ments on demand in lieu of packing and bringing every
equipment set they may need on deployment.
Single-use disposable items can now become a pro-
duction option. These items could be safely discarded
after use, reducing the risk of infection transmission
between patients. Single-use items introduce flexibil-
ity for medical teams to rapidly relocate without the
burdensome task of packing and transporting medical
equipment sets. This would also significantly reduce the
need for field sterilization, which often requires gener-
ators and imposes logistical challenges on small teams
in remote settings.”” The tabletop sterilizer used by a
field hospital consumes 1400W and 12A of power and
current, which can interfere with forward resuscitative
surgical detachment split-team operations.*® In com-
parison, the Formlabs 3L liquid-resin printer requires

650W and 8.5A, and the Raise3D Pro2 filament print-
er requires 600W and 3.3A.% Reduced power con-
sumption would improve overall mission effectiveness.

Limitations of 3D printing. One known challenge
is that high temperatures reached during traditional
steam sterilization would weaken 3D-printed surgical
equipment, especially the filament-based PLA.* Cold
sterilization may be an effective alternative to achieve
rapid disinfection in austere environments using com-
monly available materials.” Another limitation is that
3D-printed surgical instruments often have reduced
mechanical strength compared to traditional stain-
less-steel instruments. Policy and procedures would
need to be developed to establish a standard for using
surgical instruments and equipment printed in the
expeditionary environment.

Additionally, 3D printing requires a stable, level,
and clean workspace to fabricate products. The liquid
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A black handle with detailed knurling is printing in layers from a benchtop fused deposition printer. This printer melts, or fuses, the spools
together to produce items. (Photo by Lt. Col. Andres Mendoza, U.S. Army Institute of Surgical Research)

resin is most susceptible to misprints or failures if the
printer is not balanced and level. Filament printers
can fail if the nozzle gets clogged during the printing
process. Additionally, any high-quality manufacturing
must avoid contaminants like dust from entering the
machine. Solutions to minimize these limitations must
be considered prior to fielding at scale. These printers
must also be field tested in hot and cold climates to
determine how weather affects performance.

Integrating 3D Printing across the
Medical Roles of Care

The Army of 2040 must integrate additive manu-
facturing throughout the entire Army Health System,
beginning at the Role I battalion aid station.”” A
framework to meet this end state is achievable through
commercially available printers and materials. Role I
and Role II medical and surgical units should be fielded
portable, ruggedized 3D printers along with a library of
printable files. These units, such as the Role I battalion
aid station and the Role II brigade support medical
company and forward resuscitative surgical detach-
ment, require agility to operate in austere, dispersed

environments. Their additive manufacturing capability
should include an FDM printer compatible with vari-
ous filaments like nylon or carbon fiber. These materi-
als are more dimensionally stable and lightweight. The
lighter weight introduces the possibility for resupply
with drones, as tested by special operations forces to
deliver small packages of medical equipment and sup-
plies.”® Containers filled with liquid resin are heavier
and could break during transportation, potentially
leaking their contents. Additionally, a printer compat-
ible with various materials could rapidly print replace-
ment parts for biomedical equipment, bypassing supply
chain constraints. To that end, these units should also
be issued optical scanners to generate printable files in
the field, effectively reverse engineering equipment as
needed. For example, if a plastic attachment breaks on
a surgical suction device, then a digital technician could
scan and print a replacement part overnight.

Role ITI medical and surgical units such as field
hospitals and hospital centers should field both SLA-
liquid resin and FDM-filament-type printers. The more
fixed nature of these units introduces the potential for
robust utilization of this technology. The 673rd Dental
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Company Area Support (DCAS), a Role III dental
unit, successfully employed liquid crystal display print-
ers while deployed to the U.S Central Command area
of operations in 2022.* Supply chain shortages and
mobility limitations motivated the DCAS to innovate
and improve processes within their forward treatment
sections. These sections can be forward deployed to
support both Role I and Role II units; however, the
forward-treatment section only has 50 percent mobili-
ty based on its vehicles and equipment.**

The DCAS forward treatment section adopted intra-
oral optical scanning and 3D printing to reduce the reli-
ance on heavy dental equipment sets. Optical scanning
and photography also allowed for asynchronous tele-
medicine consultations to support dispersed providers
and units. The forward-deployed DCAS team practiced
reaching back and leveraged continental U.S. support
teams to design novel products and email those printable
files to the end user. These efforts improved access to
dental services while simultaneously reducing the weight
of equipment for any forward missions. For example, the
traditional prosthodontic equipment set weighs 1,200
Ib. and contains over 350 line items, which makes its
employment impractical forward of the corps support
area. In comparison, the equipment required for a digital
workflow weighed less than 100 Ib. and could be trans-
ported on foot, nontactical vehicles, and vertical air lift.*
This 92 percent reduction in overall weight offers prom-
ise to making the DCAS 100 percent mobile. The timely
pivot to innovate dental services generated US$350,000
worth of expeditionary treatment and represents a proof
of concept for integrating additive manufacturing.”
This weight reduction, paired with increased capability,
can make dental and medical support a more rapidly
deployable asset to the warfighter. Lessons learned from
this vignette could also be applied to medical companies
across the Army Health System.

Dental officers assigned to the dental company or
field hospital could serve as 3D printing subject-mat-
ter experts. Dental officers, especially comprehensive
dentists and prosthodontists, receive extensive com-
puter-aided design/computer-aided manufacturing
(CAD/CAM) training during their residency pro-
grams, which includes printing and optical scanning.
Dentists could serve in an adjunctive role as additive
manufacturing officers for Role IT and Role III units.
This would enhance materiel sustainment without

3D PRINTING SOLUTIONS

creating the need for additional training requirements
or course development. This has precedent as addi-

tive manufacturing curriculum was added to the 91E
(allied trade specialist) and 914A (allied trades warrant
officer) advanced individual training courses. Dental
officers’ skills and expertise can be leveraged to enhance
capabilities across the Army Health System.

Developing a Digital Stockpile for
Strategic Independence

A digital library of medical equipment and re-
placement parts must be developed to maximize
the potential of additive manufacturing. The U.S.
Department of Health and Human Services and the
National Institutes of Health offer examples of medical
stockpiles. The Health and Human Services Strategic
National Stockpile stores supplies in the case of emer-
gencies or natural disasters, but this is labor intensive
and requires maintenance, inventory, and testing to
extend the shelf-life of equipment and medications.*®
The National Institutes of Health 3D Print Exchange
has a small library of digital products, mostly limited to
masks and personal protective equipment.* A digital
stockpile of printable files would provide greater stra-
tegic independence and operational flexibility in the
case of escalating global competition. A digital stockpile
(or library) could also tailor medical support to the de-
mand signal. For example, a hospital unit could down-
load and print more personal protective equipment if
activated to support a pandemic or chemical incident.
Ideally, medical and surgical units would download
these printable files prior to deployment based on their
operational demands. Forward medical units could also
reach back to this digital stockpile to print products in
theater. This stockpile could include commonly needed
replacement parts for medical equipment.

Developing a library of printable digital files
requires close collaboration among multidisciplinary
working groups of clinicians, engineers, and industry.
Successful reverse engineering, or digitizing, physical
equipment requires communication and feedback
from the end user, along with materials testing and
analysis. Partnerships with industry could reduce the
need for extensive reverse engineering. A systematic
product development would eliminate a trial-and-error
approach. These materials and printers should also be
field tested in cold, hot, and humid climates to simulate
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environments found in the U.S. European Command
and the U.S. Indo-Pacific Command.

In the future, a forward surgical team could deploy
with one physical set of equipment and a 3D printer
to then expand capacity as needed. As this technology
becomes more robust, medical and surgical teams would
only require a printer and a copy of digital files for de-
ployment. A medical unit deploying with a stored library
of printable files would eliminate concerns over network
connectivity or generating digital signatures in theater.
This reduction in size and weight would create space for
expendable items or reduce the load entirely. It could also
allow time for predeployment training and skills refresh-
er versus the laborious task of equipment load.

Conclusion

Additive manufacturing imparts flexibility to
expeditionary medical support. Robust 3D printing
capabilities would provide a secondary logistics chain

and allow rapid replacement of broken or nonservice-
able items. Medical units would only need to maintain
essential medical equipment and could print items on
demand once in theater. Field-level maintenance can be
expanded by enabling units to print items that tradi-
tionally require sustainment-level maintenance.

During conflict with a near-peer adversary, it will be
critical that medical and surgical units reduce their size
and weight without compromising capability and agil-
ity. These units must maximize mobility to maintain
proximity to the maneuver forces. Additive manufac-
turing can provide capabilities to overcome contested
logistics in large-scale conflict with a near peer. Army
dental officers represent a preexisting cohort of 3D
printing subject-matter experts with an established
training and education pipeline. The Army Medical
Modernization Strategy must open its aperture to also
pursue solutions that streamline well-established chal-
lenges to medical logistics and equipment. =
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The Coming Military
Al Revolution

Col. Joshua Glonek, U.S. Army

The simple fact is that we see everything the enemy is doing he U.S. military’s long-held technological
and they see everything we are doing. In order for us to overmatch is quickly eroding.! Over the past
break this deadlock we need something new, like the gun- twenty-five years, China has invested heav-
powder which the Chinese invented and which we are still ily in its military—the People’s Liberation Army
using to kill each other. (PLA)—putting it on a path to “complete national

—Gen. Valery Zaluzhny, Former Ukrainian Armed  defense and military modernization by 2035” and
Forces Commander in Chief  to transform the PLA into a “world-class military

A video screen plays footage of Chinese People’s Liberation Army soldiers on a robot from Chinese robot maker Jiangsu Eastern Gold Jade
Intelligent Robot Company at the World Robot Conference in Beijing on 15 August 2018. (Photo by Mark Schiefelbein, Associated Press)
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by the middle of the century”” China’s
increased military strength now presents a
formidable challenge to the U.S.-led inter-
national order, and to the security of U.S.
allies and partners.’

One technology in particular will determine
the preeminence of military forces in the com-
ing decades: artificial intelligence (AI). With
the advent of self-driving cars and ChatGPT, AI
has moved beyond the realm of science fiction
and is now beginning to proliferate through-
out society. This disruptive technology is also
creating new opportunities for military forces.
Dual-use applications of Al provide tools to
quickly analyze large amounts of data, enhance
links between sensors and shooters, and increase
decision-making speed. The U.S. military must
embrace this transformative technology and
accelerate the development of innovative appli-

cations of Al to preserve its technological edge,

deter adversary aggression, and, if necessary; Soldiers employ Al to analyze collected data and prepare for a tactical-level

prevail in armed conflict operation. (Al image by Col. Joshua Glonek, U.S. Army)

A soldier considers employment of a variety of weapons and support systems either individually or in a coordinated action. The battlefield
of the future will be characterized by a range of Al-driven weapons platforms and support systems, including unmanned aircraft and tactical
vehicles. (Illustration by Jamie Lear, U.S. Army)
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Alan Turing (1912-1954) at Princeton University in 1936.
Turing was an English mathematician, computer scientist,
cryptanalyst, and theoretical biologist. He is widely consid-
ered to be the father of theoretical computer science and
one of the founding fathers of artificial intelligence. (Photo
courtesy of Wikimedia Commons)

The coming military AT revolution is situated
squarely within the wider geopolitical competition
between the United States and China. The stakes of
this competition are high and the outcome uncertain.
China believes the United States is a superpower in
decline. As the PLA grows in strength, its actions are
becoming more aggressive. Over the last two years, the
United States has documented over 180 instances of
dangerous PLA air intercepts against U.S. allies and
partners.* The South China Sea remains a contentious
flashpoint, with China asserting illegitimate territorial
claims and continuing to signal its willingness to use
military force against Taiwan.” Tensions are high, and
the risk of conflict is real.

Succeeding in this great power competition—and
deterring war—will require the U.S. military to preserve
its technological advantages. Achieving this, however,
demands a groundbreaking innovation effort as China
is quickly closing the gap. Determined to “intelligentize”
warfare, the PLA is rapidly pursuing an entirely new
generation of Al-enabled military systems.® In support,
the Chinese Communist Party is marshalling a signifi-
cant amount of state and private resources toward this
effort. Progress is continuing to accelerate.

In response, the U.S. Department of Defense
(DOD) has embarked on its own path of military
modernization. Accelerating the adoption of Al is now
a major priority for the DOD, as it seeks to harness
the innovation power of the American private sector,
home to the world’s leading AT companies. By fielding
Al-enabled systems at scale and employing them on
the battlefield in new ways, the U.S. military intends
to offset the PLA’s progress and remain the world’s
unmatched superpower.

The consequences of the coming military AI revo-
lution are enormous. If developed effectively, AT will
permeate across all military systems and processes.
Enormous efficiency gains will be realized as AI reduc-
es the demands on humans to process data, prevent-
ing cognitive overload and enabling more thorough
analysis. Situational awareness will grow, operations
will become more precise, and decisions will be better
informed. The speed of warfare will increase. Those
with the best AT tools will be constantly exploiting the
initiative, while those without will struggle to make
sense of what is happening.

As the military AT revolution proceeds, it’s incum-
bent on all members of the profession to prepare. From
general to private, we will all have a role to play in the
transformation of the force that will occur over the
coming years. We must embrace what is new and adapt
to the changing environment. As Italian airpower the-
orist Giulio Douhet once stated, “Victory smiles upon
those who anticipate the change in the character of war,
not upon those who wait to adapt themselves after the
changes occur”” Douhet’s words, written over a century
ago, still resonate powerfully today.

A Brief History of Al

Although AI may seem like a relatively new phe-
nomenon, British mathematician Alan Turing first
devised the theory in 1950. Having played a key role
in the development of computers, Turing believed
Al would be achieved once machines became ca-
pable of generating answers to questions that were
indistinguishable from human responses.® For the
next two decades, Al researched flourished as the
Defense Advanced Research Projects Agency funded
the creation of AT labs at several major universities.’
Despite this initial flurry of Al research, the lack
of computational power and data storage found in
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primitive computers led
many to believe continued
advancements were no longer
feasible. As a result, funding
was significantly reduced for
most Al research.

AT development expe-
rienced a resurgence in the
1980s as advanced micropro-
cessors enabled greater com-
puting power. Consistent with
a concept called “Moore’s law;
the capacity of computer chips
continued to grow exponen-
tially, doubling approximately
every two years.'’ These more
powerful semiconductors
allowed computer scientists
to access larger databases,
enabling more sophisticated
algorithms. A new series of
programs known as “expert
systems” were developed,
which, for the first time, were
able to replicate the decision-making of humans."* Expert
systems contained an extensive collection of knowledge
and facts about a specific topic. These programs could
solve narrowly defined problems that would otherwise
require human subject-matter experts. For example, the
DOD employed expert systems to develop maintenance
software that enabled users to input diagnostic data and
receive a report on the underlying cause of the malfunc-
tion, as well as recommended solutions.” Although ex-
pert systems excelled at bespoke applications, they were
incapable of engaging in problem-solving beyond their
preprogrammed knowledge."

The next wave of Al progress came in the 1990s
with the creation of machine learning. Unlike expert
systems that had to be manually programmed, machine
learning algorithms used training data to “learn” how
to perform tasks and solve problems."* This allowed
developers to fine-tune the models’ parameters to
achieve desired outcomes, resulting in highly flexible
Al programs that could perform well in new environ-
ments. Further progress was made with the develop-
ment of “deep learning” algorithms that used neural
networks loosely modeled on those of the human brain.

MILITARY Al REVOLUTION

IBM engineer Arthur Samuel with an early machine-learning computer he developed circa 1962
that improved at the game of checkers the more games it played. Samuel laid the groundwork for
a series of breakthroughs in artificial intelligence at IBM during the 1990s. (Photo courtesy of IBM)

Combining deep learning with massive datasets has

enabled “computer vision,’
which is the basis for a
variety of applications
from self-driving vehi-
cles to facial recognition
programs.'

The most recent
breakthrough in AI
was introduced to the
world in November
2022 when OpenAl
released its ChatGPT
Large Language Model
program. The Large
Language Model capital-
izes on the fact that natu-
ral language is arranged
in a sequential order,
creating logical connec-
tions between the words
in a sentence. By read-
ing a very large number

Col. Josh Glonek,

U.S. Army, is an Army
War College Fellow at
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he researches artificial
intelligence and strategic
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China’s approach to developing military technology is a strategy of military-civil fusion characterized by direct military involvement in re-
search and development with private Chinese businesses synchronized by centralized government control. (Al image by Gerardo A. Mena
Jr., Army University Press)

of sentences during training, these models become
effective in predicting the arrangement of words in

a coherent manner.'® Ask ChatGPT to write a book
report, create a business plan, or compose poetry and
it will do so near instantaneously with a high degree
of effectiveness. And because words are simply a form
of data, these new techniques are not limited only

to language. New applications of generative Al are
emerging with the capability to create images and
videos, compose music, and write computer code.

In recent years, advancements in Al have led to
significant achievements. In 2016, Google DeepMind’s
AlphaGo computer program defeated world champion
Go player Lee Sedol in a five-game match. During the
second game, AlphaGo made an unorthodox move
that onlooking experts initially thought was a mistake.
As the game progressed, it became apparent that the
“mistake” proved pivotal to the machine’s victory."” Yet

another milestone was achieved in 2020 when an AI-
agent decisively defeated an elite human fighter pilot

in a Defense Advanced Research Projects Agency-
sponsored virtual dogfight competition. When asked
about his repeated losses, the human pilot responded,
“The standard things that we do as fighter pilots aren’t
working”* These feats are not only stunning demon-
strations of AI prowess in complex scenarios, but they
also show how Al is capable of learning new techniques
and strategies that outwit even the best humans.

The Race to Develop Military Al

Across a variety of narrow applications, Al is already
winning. Both the United States and China understand
this and are racing to incorporate Al into their military
strategies. In 2018, the DOD released its first Artificial
Intelligence Strategy, intended to accelerate the adoption
of Al by the U.S. military. The report highlighted the
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In a different approach to that of the People’s Liberation Army, the U.S. Department of Defense is largely reliant on private enterprise and
economic competition between competing private businesses in its programs of defense technology development. This approach assumes
free enterprise promotes greater freedom in creativity and innovation. (lllustration courtesy of DroneXL, https://www.dronexl.co)

fact that China was “making significant investments in
AT for military purposes, which “threaten to erode our
technological and operational advantages’™ In 2019,
China published a defense white paper, which argued
a “Revolution in Military Affairs with Chinese charac-
teristics” was underway.® Aided by new advancements
in emerging technologies, the report emphasized the
importance of Al in future warfare as big data, cloud

computing, and the internet of things were ‘gathering
pace in the military field”*' The idea that AT would
transform the character of warfare was now at the fore-
front of both nations’ military strategy.

Unlike some important military innovations of
the past such as the longbow, gunpowder, or the tank,
which had relatively specific uses, Al is a general-pur-
pose technology with a diverse array of applications.
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A soldier uses a handheld device to employ artificial intelligence for data analysis to guide rapid planning and execution of tactical-level
operations. (Al image by Gerardo A. Mena Jr., Army University Press)

More akin to the advent of electricity, which generat-
ed advances in lighting, heating, transportation, and
communications, AI will diffuse across many other
technologies, greatly increasing their capability and
effectiveness. Today, in both the U.S. and Chinese
defense sectors, there is a proliferation of Al research
and development pursuing a variety of military uses,
including autonomous vehicles, intelligence collection,
predictive logistics, cybersecurity, and command and
control. The outcome of the Al race will not be decid-
ed based upon one specific application but rather will
be determined by the side that can best integrate AI
across a variety of systems and processes in all domains
of warfighting.

The United States has long been the world leader
in the development of military hardware, enabled by
a strong culture of innovation and well-established
defense industrial base. In recent years, China has
made significant progress with a deliberate state focus

on military modernization. Both nations, however,
are facing a new challenge in the race for Al-enabled
military systems. Unlike many technological in-
novations of the past that were developed through
government-sponsored research programs, the most
cutting-edge AI technology today currently resides
in the private sector. Gaining access to this technol-
ogy requires the DOD and PLA to forge new part-
nerships with commercial firms to develop dual-use
applications. Traditional defense contractors and
state-owned enterprises in both the United States
and China simply can’t keep up with the pace of Al
innovation in the private sector.

China’s approach to solving this problem is to
exploit the power of the state to deepen public-private
integration through a strategy of military-civil fusion.”
Over recent years, several facets of the strategy have
successfully contributed to closer integration between
the PLA and private Chinese businesses. These include
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the establishment of joint laboratories to facilitate
dual-use research among military, academic, and com-
mercial enterprises; creation of the Agile Innovation
Defense Unit, which focuses on providing the PLA ac-
cess to commercial technologies; and PLA sponsorships
of challenges and competitions intended to promote
creative solutions to military problems.” Furthermore,
military-civil fusion is proving successful in expanding
the PLA’s reach into the commercial sector. One recent
study from the Center for Security and Emerging
Technology found that the PLA acquired the major-
ity of its Al-related equipment from private Chinese
technology companies, not legacy state-owned enter-
prises.”* While corruption and bureaucratic inefficien-
cies remain limitations of China’s authoritarian system,
impressive progress has been made thus far.

In contrast to the Chinese top-down approach, the
U.S. strategy is to leverage its vibrant and innovative
market-based economy to generate new Al-enabled
military technologies. In doing so, the DOD seeks
to rebalance the force away from legacy combat
platforms that are exquisite, manned, and high cost
toward a new generation of systems that are expend-
able, autonomous, and relatively inexpensive. Through
an initiative dubbed “Replicator, the DOD has
established a goal of fielding these systems at a scale
of “multiple thousands, in multiple domains, within
the next 18-24 months? Intended to offset the PLA’s
conventional advantage in mass, Replicator seeks to
complement U.S. conventional capabilities with large
concentrations of Al-enabled systems that can effec-
tively operate in highly contested environments.

Serving as the lead for the development of these
technologies is the Defense Innovation Unit (DIU),
which was created to foster closer partnership between
the DOD and the private sector. In 2023, the DIU
was elevated to a direct reporting unit to the secretary
of defense in order to “catalyze engagement with and
investment into private sector communities where com-
mercial technology can be adapted and applied to meet
our warfighters  requirements’”® In places like Silicon
Valley, the best commercial AI companies in the world
possess the expertise to develop dual-use applications of
their technologies but are often hindered by the DOD’s
cumbersome acquisition procedures. DIU helps to over-
come this challenge by streamlining the process, drawing
more nontraditional companies into the defense sector.

MILITARY Al REVOLUTION

This enables greater innovation, a wider variety of Al
applications, and faster adoption of these systems into
the military. As the Replicator initiative proceeds, DIU
will play a leading role in coordinating the development
of AI technologies that are tailored to the needs of the
military services and combatant commanders.

Seeing through the Fog of War

Military operations are characterized by a prevail-
ing “fog,” which exists due to the inherent uncertainty
of war.* The inability to predict how battle will unfold
is part of war’s essential nature and cannot be com-
pletely eliminated. Some of the fog, however, is the
result of an enormous amount of data and information
that cannot be processed fast enough to clearly under-
stand its meaning. After action reviews from combat
training centers routinely highlight the shortcom-
ings of units that become overwhelmed by cascades
of information. Rarely are staffs able to effectively
synthesize the abundance of data in ways that bring
clarity to the overall situation. The question “who else
needs to know?” is commonly asked, as a technique to
offset the tendency of information to remain isolated
in functional “stovepipes” Despite the development of
knowledge management procedures designed to better
identify, organize, store, and disseminate information,
the fundamental problem of data overload still exists.

On today’s modern battlefield, sensors are nearly
ubiquitous, constantly streaming information to mili-
tary command posts. Staffs struggle to keep pace with
the sheer volume of data that is available: information,
surveillance, and reconnaissance assets provide data on
enemy forces through a combination of imagery, video
feeds, signal intercepts, and electromagnetic detections;
friendly forces provide status updates and requests
for support over a variety of command-and-control
systems; and other factors, such as changes to the
weather, the presence of civilians on the battlefield,
or the introduction of disinformation, add further
complexity to the operational environment. The flood
of available data can create a state of “analysis paralysis”
that stymies effective decision-making. By the time
decisions are finally made, they are no longer relevant
to the current conditions.

This is where AT can help. Today’s AI systems and
the high-power computers that run them can process
vast quantities of data at unprecedented speeds. Tasks
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that would normally take humans days or weeks can
be done by Al in a matter of seconds. Take the banking
industry, for example. Financial institutions use AI to
track credit card usage in real time. When irregular
buyer behavior is identified, transactions are denied
before fraud can occur.”® Compared to traditional
methods that rely on manual human verification, the
resulting efficiency gains are enormous. Furthermore,
Al systems are proving more accurate than human
experts in a variety of areas. For example, in the med-
ical field, machine learning systems are demonstrat-
ing greater accuracy in predicting cancer than highly
trained clinicians.” Applying these same technologies
to common military tasks can produce similar gains
in efficiency and effectiveness. In essence, AI can help
clear some of the fog of war.

These productivity gains will ultimately enable
more rapid and effective decision-making, a critical
advantage in warfare. John Boyd characterized military
competition through a process known as the observe,
orient, decide, act (OODA) loop.*® Boyd’s idea was
that whichever side executed the process faster could
get inside an opponent’s decision cycle and achieve a
relative military advantage. AI systems will greatly
accelerate the OODA loop process by increasing situ-
ational awareness, rapidly processing large amounts of
information, calculating decision options, and automat-
ing operations. Intelligence analysts will use computer
vision to filter through scores of images and videos to
locate enemy forces. Operators will employ autono-
mous swarms of drones to overwhelm enemy defenses.
Logisticians will use data analytics to optimize resupply
missions or equipment maintenance. Military plan-
ners will use large language models to draft operations
orders and generate decision briefs. Cyber warriors will
leverage machine learning to identify anomalies and
deny adversary network intrusions. These are just a few
of the many coming military applications of Al

Determining just how fast the OODA loop
accelerates will depend, in part, on the level of trust
humans place in AI. As with any new technology, Al
is subject to error and will require refinement over
time as it continues to evolve and mature. For the
foreseeable future, there is good reason to maintain
human control and oversight, also known as “human
in the loop.” For one, AI demonstrates the ability
to “hallucinate;” producing outputs or answers that

are plausible but nevertheless do not correspond to
reality.’ This occurs when an AI model makes a sta-
tistical inference based on its training data that leads
to inaccurate results when applied to a real-world
environment. For an AI program aiding in military
activities, the consequences of a spurious output could
be severe. Another challenge with many AI models
is that they lack “explainability, meaning the system
is unable to describe the logic and data underlying its
conclusions.’” As a result, decisions appear to be made
inside a “black box,” preventing users from tracing the
system’s thought process. This lack of transparency
will require trust in military AI to be built over time
through experience. Al is also vulnerable to spoofing
where an adversary could adjust data inputs, leading
the model to draw false conclusions.”” Imagine using
computer vision software for targeting that is manip-
ulated into concluding that friendly forces or civilians
are enemy high-payoff targets. For all these reasons,
most near-term applications of military AT will likely
augment, rather than replace the role of humans.
Although the United States and China have enact-
ed AI governance, cultural differences may influence
the speed of adoption. A recent survey found that
78 percent of Chinese citizens believed AT had more
benefits than drawbacks, as opposed to only 35 percent
of Americans.* In 2020, the DOD adopted a series of
ethical principles for the use of AT intended to guide
the development of new technologies in a safe and re-
sponsible manner.* The PLA has not released a similar
set of principles and appears to be less constrained by
the risks posed by AL In contrast to the robust debate
in the United States on the ethics of employing autono-
mous military systems, discussion of this topic is largely
absent from Chinese open sources.*® These contrasting
perspectives in Al ethics and regulation may influence
the rate at which the United States and China adopt
and integrate Al into their respective militaries. While
the United States appears more cautious and deliberate
in its approach, China seems to be less constrained by
the potential risks of AL

Conclusion

While technology alone does not guarantee the
outcome of war, throughout history, militaries that
best innovate have a decisive advantage on the bat-
tlefield.’” The American military has long enjoyed
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In the global operational environment of the future, Al will play a significant role in military analysis and decision-making at the strategic,
operational, and tactical levels of command and control. (lllustration by NIWC Pacific, 7 April 2018)

technological superiority over its adversaries,
however, this advantage is now diminishing. China’s
national-level focus on Al innovation has manifested
in significant technological advancements, enabling
the PLA toward achieving its goal of becoming a
world-class military. Within this ongoing geopoliti-
cal rivalry, the competition to harness the power of
AT will shape the global balance of power for years
to come.

Preserving U.S. miliary overmatch requires an
acceleration of AI development across the DOD.
Strengthened partnership with the private sector is
essential to making the progress needed to outpace
the PLA. Although China’s military-civil fusion
strategy has yielded impressive results, the most

capable AI companies reside in the United States.
These firms, with their highly skilled workforce and
cutting-edge research, have the potential to produce
the most advanced military applications of AI. The
United States’ market-based system holds a distinct
advantage in fostering innovation, but the DOD
must continue to adapt to fully harness its potential.
The ongoing Replicator initiative represents the
DOD’s biggest bet in AI development. Its success is
crucial for the future of the U.S. military.

While new technologies are always under devel-
opment, rarely do they pose as much potential as
Al Military advantage is normally gained by the
side that better understands the environment, the
enemy, and themselves. Battles are typically won by
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commanders who make timely, well-informed deci-
sions. Al is a technology that will enable all of this.
The military AI revolution has only begun. How
it proceeds—and whether the United States ulti-
mately prevails—will depend upon the urgency with

which we approach this opportunity, the adaptabili-

ty of our organizations, and the perseverance of our

people. The potential of Al is limitless but only if we
have the foresight to understand it and the fortitude
to embrace the challenge. ®
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Advancing the U.S.
Army'’s Counter-UAS
Mission Command
Systems to Keep Pace
with Modern Warfare

Maj. Gen. Joel B. (J. B.) Vowell, US. Army
Maj. Anthony R. Padalino, U.S. Army

s of this writing, units in Combined Joint
ATask Force-Operation Inherent Resolve

have been attacked over one hundred times
by one-way unmanned aircraft systems and have
learned much in the way of establishing defensive
and protective measures using various systems and
techniques.

“Attention in the BDOC! Four unknown tracks bear-
ing 216 degrees, altitude 250" AGL, range thirteen kilo-
meters, 151 knots, estimated time to impact two minutes
forty-seven seconds!” Spc. Jones, an infantryman serving
as a base defense operation center (BDOC) C-UAS sys-
tem operator, stared at his computer screen as his heart
began to race. “Attention in the BDOC! Another four
tracks just populated ten kilometers to our west, same
altitude and speed—Tless than two minutes to impact.”

Jones quickly selected a track on his screen to mark
it hostile and then selected through the appropriate
software menus to launch an interceptor—this manual
process had to be repeated for each individual track. “Sir,
I clicked on the wrong drop-down menu on the fourth
track, the interceptor failed to launch, and I didn’t

have enough time to engage tracks seven and eight with
interceptors ... estimated impact in fifteen seconds.” 1st
Lt. Kane, the BDOC officer in charge, turned over to his
NCO in charge (NCOIC) and said, “Announce brace
over the Big Voice!” Seconds later, three Shahed-131
UAS slammed into life-support areas on their outpost—
the payloads exploded, instantly killing and wounding
multiple soldiers moving from their living quarters to the
nearest bunker.

Jones’s heart sank as he watched the BDOC raid cam-
era screens display the images of his mortally wounded
brothers-in-arms lying on the ground, as the BDOC
NCOIC beside him began to coordinate with crisis re-
sponse units. “There has got to be a faster way to knock
these one-way UAS down,” thought Jones. Just then his
eyes widened as he looked back at his screen—three more
tracks had appeared while he was busy attempting to
intercept the last eight air tracks, “Sir, three more tracks
inbound, thirty seconds to impact.”

One of the emerging characteristics of warfare
is the proliferation of one-way unmanned aircraft
systems (UAS). In both Ukraine and Iraq/Syria,
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Two variants of the Coyote 2C drone interceptor are fired during testing at the Yuma Proving Ground, Arizona, in 2021. The kinetic inter-
ceptors provide the U.S. Army with a flexible short-range counter-unmanned aircraft system capability. (Photo courtesy of the U.S. Army)

the ongoing fights consist of cheaply produced
unmanned aircraft packed with explosives that

fly on GPS or Global Navigation Satellite System
(GLONASS, the Russian equivalent to GPS) to exact
target locations hundreds of kilometers away from a
safe launch point. However, existing mission com-
mand systems fielded to counter enemy UAS lack
necessary technological capabilities to adequately
defend combat power on today’s battlefield. Mission
command systems for counter-UAS (C-UAS) re-

quire artificial intelligence (AI), machine learning,

and automation to assist operator decision-making
and enable simultaneous employment of defeat
mechanisms. Furthermore, current fielded systems
lack data interoperability with emerging indus-
try detection and defeat systems, resulting in base
defense operation centers (BDOC) having multiple
“closed” networks to defeat a common threat.'

This article identifies the requirement to im-
plement AI machine learning, and automation

MILITARY REVIEW  May-June 2024

into U.S. Army C-UAS mission command systems.
Current C-UAS mission command systems rely on
operators to complete a manual identification and
engagement process that occurs sequentially for each
threat and is impractical for scenarios with multiple
threats attempting to overwhelm defensive capabil-
ities. By implementing the recommendations in this
article, the U.S. Army will have a mission command
system with a competitive advantage in countering
current and future enemy UAS threats and tactics.

Definition of Terms

Automation. The “use of technology to perform
tasks with minimal human input” and reduced or
eliminated human intervention. Process automation
uses rules-based decision-making based on human
system input parameters.’

Artificial intelligence. The 2018 Department of
Defense [DOD ] Artificial Intelligence Strategy defines
Al to be “the ability of machines to perform tasks



that normally require human intelligence—for

example, recognizing patterns, learning from expe-
g g g

rience, drawing conclusions, making predictions,

or taking action—whether digitally or as the smart

software behind autonomous physical systems.?

Machine learning. The machine learns from

data using a training algorithm to gain “knowledge”

that is not programmed by humans. The system

will learn from environmental examples rather than

being specifically programmed.*

Human in the Loop versus Human

on the Loop
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that leverages AI or automation. The difference
between these two approaches lies in the degree of au-
tonomy granted to the system and the level of human
oversight and control.

Human in the loop. A human is directly involved
in the decision-making process and has “complete
control over starting or stopping any action per-
formed” by the system.” This approach is often
favored for safety, task precision, responsibility, and
control. However, there are situations where having
a human in the loop may not be practical or effec-
tive.® The current C-UAS process is an example of
human in the loop, where operators must perform
every task and parameter input to create an action
by the system.

Human on the loop (HOTL). A human provides
oversight of an automated system, but the automa-
tion can take action without human preapproval. This
approach allows for faster decision-making and re-
sponse times, which will be vital in the future of rapidly
evolving threats. In high-stress situations that impact a
human’s ability to apply micromotor skills and sound
judgment, a supervised autonomous mode (HOTL)
will be more effective than relying solely on human de-
cision-making.” Aegis Combat System and the MK 15
Phalanx Close-In Weapons System used on Navy ships
are examples of HOTL defensive weapon systems.®
Once activated and under supervision by a human,
these systems can independently attack missiles, he-
licopters, and aircraft that pose a threat to the ship or
other protected assets.”

Counter-Unmanned Aircraft System
Process

The C-UAS process employs active defense mea-
sures in a process with four distinct elements: de-
tect, identify, decide, defeat. This sequence provides
a useful framework for evaluating threats posed by
UAS across diverse operational environments and
the potential application of automation to enhance
operator actions. Within the joint force, this process
is actively applied inside BDOC:s that serve as the
responsible coordination, management, and employ-
ment node of C-UAS assets and systems."

Detect. The first step in the C-UAS process
is to detect the presence of air tracks in the area
of operations. This is done through various radar
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(Graphic by Maj. Anthony R. Padalino, U.S. Army)

Counter-Unmanned Aircraft System Process

sensing and tracking methods, including aerial and
ground sensors. Raytheon, for example, developed
the 360-degree AN/MPQ-64 Sentinel radar that
provides detection of UASs, rotary-wing aircraft,
and fixed-wing aircraft with identification friend or
foe interrogation capabilities. Raytheon also de-
veloped the 360-degree Ku-band Radio Frequency
System (KuRFS) that can sense and track aircraft,
rocket, artillery, and mortars. The KuRFS radar
supports multiple kinetic and nonkinetic C-UAS
weapon systems such as the Palletized High-Energy
Laser, Land-based Phalanx Weapon System, and the
Raytheon Coyote interceptor.'!

Identify. When an air track is detected, the next
step is to analyze the track and determine if it is
friendly or hostile. This is done through identifica-
tion friend or foe interrogation of the track using
identification friend or foe capable radars (such as
the Q-64 mentioned above), airspace controlling
agencies (air traffic control, combined air operations
command), or hostile characteristics. Distinguishing
between friendly and hostile threat tracks is a com-
plex process that uses one of two methods, positive

and procedural.”” Positive identification is the most
preferred and does not require visual identification
to determine a suspect air track—digital identifica-
tion (physics-based) using known hostile character-
istics can be used to determine if a track is a hostile
UAS." Procedural identification uses geography,
heading time, and aircraft flight path to determine
friend or foe—usually paired with an air tasking
order and/or operational graphics.

Decide. Two decisions are made in this phase:
first, to determine whether there is a requirement to
engage (rules of engagement, geopolitical situation,
tactical situation, etc.); and second, to determine
what method will be used to intercept the threat. If
an operator identifies an air track as hostile, he or
she decides to use a kinetic or nonkinetic weapon to
intercept the identified threat. The bearing, altitude,
range, and speed of each individual threat is evaluated
to determine the requirement to engage and employ
the appropriate weapon for the most efficient and
effective engagement.

Defeat. Operators achieve successful kinetic or
nonkinetic effects on identified hostile tracks in this
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The Forward Area Air Defense Command and Control user interface provides a common air picture. (Photo courtesy of Northrop Grumman)

phase. Visual confirmation of intercept or digital
confirmation are the methods used to determine
positive or negative effects in this phase. If a hostile
track is not defeated, the operator employs addi-
tional assets until he or she defeats the threat or it
impacts its intended target.

Manual Engagement Challenges

The Forward Area Air Defense Command and
Control (FAADC?2) is the U.S. Army’s current mission
command system that provides the network architec-
ture to detect, identify, and employ kinetic and nonki-
netic defeat effects.”* The FAADC2 has been in use by
the Department of Defense since 1989."

The FAADC2 system’s current use of manual
engagement processes in the identity, decide, and
defeat phases significantly inhibits the effective and
efficient defeat of enemy threats, especially when
given mere seconds to make a decision. The opera-
tor must manually interrogate each radar track and
manually process each defensive system individually
against a hostile target, which is time-consuming
and prone to human error.

This manual process prevents simultaneous
engagements that will be required in rapidly evolv-
ing combat scenarios. The time expended in manual
engagements will allow a swarm of UAS to attack
and penetrate defensive layers unimpeded. BDOC
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operators often face task saturation and an increased
likelihood of human error when simultaneously
contending with multiple UAS attacks, potential
friendly air traffic, transitioning between weapon
systems, assessing other threats, and managing cur-
rent engagements.

The FAADC?2 system requirement for manual oper-
ator engagements distracts operator focus on critical air
track identification and further exacerbates human error
and inefficiency to defeat UAS. Improvements in threat
UAS attack speeds (jet-powered Shahed-238) and use
of terrain masking to avoid early radar detection further
diminish the effectiveness of manual methods and will
lead to a breakdown in C-UAS intercept success.

Recommendations to Advance
C-UAS Mission Command Systems
Artificial Intelligence-Assisted
Identification

AT should be integrated into mission command sys-
tems for enhanced operational efficiency in detecting
hostile air tracks. This integration assists operators by
providing continuous analytical capabilities to interro-
gate air tracks within a base defense zone. The strength
of Al is its ability to analyze and identify patterns from
previously recorded data. C-UAS mission command
systems should store previously recorded threat data on
a secret cloud-based repository to enable theater-wide
access by Al identification systems to integrate air
track data at a velocity and precision unattainable by
human operators.

AT’s capability to recognize and identify threat
air tracks and promptly alert human operators will
reduce task saturation and allow operators to retain
final track identification authority. Incorporating AI
into track identification will enhance the accuracy
of operator identification and will reduce the time
taken to identify threats, increasing the time to alert
ground forces of imminent threat and resulting in
the preservation of combat power.

Machine learning algorithms will play a vital role
in the identification phase by enhancing the mission
command system’s ability to assist operators to dis-
criminate between hostile and nonhostile air tracks
over time by analyzing physics-based radar track
data, full-motion video, and other forms of detection
data. Machine learning algorithms will improve AT’s
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ability to alert operators of threat tracks while also
ensuring operators are aware of likely friendly tracks
based of recognized data characteristics.

Failing to integrate AI and machine learning
algorithms into mission command systems will result
in BDOC:s that perform only as well as the human op-
erator—which is not at the system’s maximum poten-
tial. Human operators who lack the benefit of AT and
machine learning tools are at a disadvantage. They risk
failure to quickly identify tracks and they risk failure
to ensure the successful interception of hostile tracks
to prevent UAS from striking their intended targets.
While humans can perform interrogation and identi-
fication manually, they are not able to perform tasks
with the same precision, speed, and consistency as Al

Automated Engagement: Advancing
the Decide and Defeat Phases

To address the limitations of the current manual
FAADC?2 engagement process, the U.S. Army should
implement automation processes into the decide and
defeat phases once an operator confirms an air track
is hostile. By incorporating automation, the FAADC2
system will automatically engage with the appropriate
method until the threat is defeated. This automated
engagement capability would significantly reduce
engagement response times and enable the operator
to focus on threat identification and airspace decon-
fliction while the system selects and monitors defeat
options for the most efficient means of intercept—free
of human error. Moreover, the C-UAS process retains
HOTL to ensure a human remains involved in the
decision to launch.

Automated engagement would remove the re-
quirement for a human operator to manually select
each individual track and perform the multiple-step
sequential process to launch an interceptor and fire a
Land-based Phalanx Weapon System or a Palletized
High-Energy Laser for each assessed threat. With an
automated decide and defeat capability, the operator
provides human supervision of engagements of hu-
man-confirmed hostile tracks, while the C-UAS decide
and defeat system has the ability to conduct simulta-
neous engagements using multiple weapon systems
to mass against multiple threats and achieve a true
combined arms defensive fires capability. Automated
defeat capability will increase UAS intercepts, decrease
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engagement times, substantially reduce human error,
and significantly increase the probability of defeating a
UAS swarm attack.

Critics of automated engagement may cite the need
for operators to manually engage identified threats to
ensure systems are acting within the laws of armed
conflict and the rules of engagement.'® However, these
reservations are mitigated within the identify phase
of the C-UAS process, where a human determines the
threat as hostile and directs machine intervention. We
propose that hostile tracks will not be engaged unless
an operator (1) confirms the track as hostile and (2)
authorizes the system to engage (human “on the loop”
vs. human “in the loop”).

C-UAS Future: Al-Assisted
Identification, Automation Decides
and Defeats

AT will provide human operators the ability to
identify multiple tracks in congested airspace with-
in the full potential of radars. The only limitation of
threat identification will be the radars’ performance in
detecting UAS attempting to evade or mask their sig-
nature. Human operators still could interrogate tracks
manually and will retain the final authority to classify
air tracks as friendly or hostile.

Automation in the decide and defeat phases will
enhance the C-UAS mission command system’s effec-
tiveness by enabling autonomous and simultaneous en-
gagements of UAS after a human confirms an air track
as hostile. Real-time data fusion through cloud-based
repository storage and advanced machine learning algo-
rithms that evolve with threat tactics, techniques, and
procedures will enable automated systems to evaluate
the threat level posed by an air track marked hostile by
a human operator and determine the appropriate re-
sponse, such as the employment of a kinetic system like
an interceptor or the activation of electronic warfare
countermeasures. This automation would not only save
valuable engagement time but also reduce the burden
on human operators, enabling human focus on threat
identification and defeat supervision.

Enhancing Future Warfare
Capabilities

The integration of machine learning and automa-
tion into the identify, decide, and defeat phases of the

FAADC?2 mission command system should be imme-
diately implemented by the U.S. Army. By leveraging
automation, AI, and machine learning technology
available today, mission command systems can adapt
and learn from current threats observed in combat and
increase UAS intercept success rates. Similar advance-
ments in commercial automotive technology have led
to vehicles equipped with AT and machine learning that
enable autonomous driving capabilities. Vehicles har-
nessing AI and machine learning technology are able to
learn from the surrounding environment, access data
real-time through repositories, improve decision-mak-
ing, learn object classification, and provide operator
alerts."” Automation process technology exists within
the DOD as well; one just has to look to the U.S. Navy
Aegis Combat System ships. We must apply emergent
technology to advance our industrial age systems to
innovate at the speed of warfare.

Decreased threat identification times, increased
intercept capability, and enhanced accuracy achieved
through automation will provide a tactical advantage
in countering emerging UAS technologies and threats,
especially those aimed at strategic assets, troop con-
centrations, and high priority locations. As adversar-
ies continue to innovate and deploy UAS, to include
jet-powered Shahed-238 UAS, operators will have
seconds to correctly detect, identify, decide, and defeat
hostile air tracks. The U.S. Army must stay ahead of
threats versus waiting to adapt.

Conclusion

The FAADC2 mission command system has
played a crucial role in countering air threats and
managing airspace since 1989. However, the indus-
trial-age manual engagement process utilized by our
current system poses challenges in terms of efficien-
cy for current tactics, techniques, and procedures
observed on the battlefield in Ukraine, Iraq, and
Syria and ultimately threaten the survivability of our
personnel. By incorporating AI, machine learning,
and automation technologies, the FAADC2 system
will advance C-UAS defeat abilities beyond the threat
capabilities of our adversaries. Automated engage-
ments placing operators on the loop enables a C-UAS
combined arms defense with tactical and technical
decision speeds that human operators cannot perform
by themselves.
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The risk to not advancing C-UAS mission command
systems and maintaining manual C-UAS processes
will allow malign state and nonstate actors to compete
with the United States along the conflict continuum
at a relatively low-cost/high-reward trade-off. As seen
in recent events in the Middle East, malign state and
nonstate actors’ ability to conduct precision strikes
on U.S. forces with low cost UAS places a risk to force
with strategic-level impacts and places our national in-
terests at risk. The risk to mission in large-scale combat
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operations is the attrition of formations from the port
to the front line of troops. Intervention capabilities
lacking the speed and precision of the digital age will
fail to prevent the mass destruction of logistical nodes
and combat power, requiring additional resources for
combatant commanders to achieve a desired military
end state. Incorporating AI, machine learning, and au-
tomation into the C-UAS fight is a high-priority effort
requiring immediate attention to stay ahead of adver-
saries in this rapidly evolving threat environment. ®
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Artificial Intelligence
and Agile Combat
Employment
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n 2018, the U.S. Secretary of Defense published

the National Defense Strategy (NDS), signifying

a strategic reawakening for the United States in
which the primary concern to national security is “the
reemergence of long-term, strategic competition by ... revi-
sionist powers.! Russian and Chinese military modern-
ization efforts have shifted the global security environ-
ment, displacing the United States as the uncontested
or dominant superpower of the world.

Among many lines of effort, the NDS calls for de-
veloping a more lethal, resilient, and rapidly innovating
force capable of dynamic employment and unpredict-
able operations that will challenge adversary deci-
sion-makers.” The threats presented by enemy weapon-
ry, pervasive surveillance technology, and cross-domain
long-range fires have motivated the U.S. Air Force
(USAF) to apply its operational resiliency framework
to the new scheme of maneuver called agile combat
employment (ACE).? This posture of resiliency enables
the ability to deploy our forces using small, dispersed,
and adaptive basing techniques to survive and operate
in all domains.*

The NDS also calls for rapid innovation in advanced
autonomous systems, including artificial intelligence
(AI) and machine learning (ML).” China declared its
intent to be the world leader in AT by 2030, investing
hundreds of billions of dollars to apply Al across the
range of military decision-making, deductions (e.g.,
wargaming), and defense equipment.® Opposing this
Chinese threat, the 2018 Department of Defense [DOD]
Artificial Intelligence Strategy outlines the intention of the
United States to use Al-enabled information systems to
create agile and resilient logistical systems that empower
our military leaders.” These initiatives, while in their
early stages, present opportunities to prepare for strate-
gic employment as the technology matures. Commercial
businesses have already proven to be the leading edge of
Al innovation and strategic integration. Leveraging their
success could serve as the military’s pathway to dominat-
ing the “intelligentized” battlefield of the future.

ACE and Al Integration Vignette
Imagine the United States is involved in a con-
tingency operation during which escalations in force
are imminent. Over several months, senior leaders

have utilized AT and ML systems to assess enemy
movements and design a countering force structure

AGILE COMBAT EMPLOYMENT

to respond. Main operating bases (MOB) and contin-

gency locations (CL) are designated, and military big

data sources report the availability of resources and

optimal delivery methods in that theater of operations.

Air operations directives and commander’s intent are

published, allowing the AI to make suggestions on how

to apply airpower to achieve objectives. Commanders

select and approve a course of action that orders the

posturing of assets and support equipment to those

locations to prepare for ACE operations.

Enemy targets are identified to be struck by friend-

ly forces with precision weapons in the next twen-

ty-four hours. The ACE logistics engine processes

the desired effect, knowing what aircraft and muni-

tions are available, pairing specific aircraft based on

weapons load, proximity to the target, and follow-on

missions. Meanwhile, additional algorithms are cal-

culating the impacts
of weather around the
target area and the
availability of other
assets that could be
retasked to that assign-
ment if the paired asset
was destroyed. This
information is being
“pushed” proactively to
decision-makers rather
than waiting for assess-
ments to be requested.
The threat engine
calculates potential
enemy responses that
could either preemp-
tively destroy the
friendly paired aircraft
before takeoff or while
flying to the mission
area. The threat data-
base contains extensive
information on the
known enemy aircraft
(e.g., types, numbers,
weapons, locations,
combat radius, histori-
cal flight patterns, pilot
proficiency, day/night
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A screen capture froma 15 December 2022 U.S. Air Force online briefing outlines the Agile Combat Employment concept using a simulated
scenario with illustrative phases demonstrating decentralized control by dispersing pared-down forward-deployed command-and-control
elements over a broad geographical region. Decentralized control mitigates the threat of entire networks of operational control being dra-
matically degraded or eliminated entirely. The ability to operate, sustain, defend, and project power will be reshaped as new connectors
and different ways of using aviation assets, including expanded reach from leveraging seabasing, drive both force redesign and operations
innovation for force distribution and integration. (Public affairs video by James Self, U.S. Air Force)

limitations) and surface-to-air weapons that could in-
tercept the strike package. When it merges this infor-
mation together, the AI system recommends various
options based on acceptable levels of risk (e.g., low,
moderate, significant, high, extreme) to the available
assets. If senior leaders choose to adjust risk levels, the
system will automatically adjust to include updated
solution profiles and suggest new courses of action.
When it anticipates the enemy response from previ-
ous attacks, the AI suggests movements of supporting
assets (including supplies and delivery system) to new
CLs to increase survivability.

ACE Elements with Al

ACE relies on four essential themes: agility, pos-
ture, protection, and joint all-domain command and
control (JADC2). These themes are further applied
to our forces through five core elements: posture,
command and control, movement and maneuver,

protection, and sustainment.® ACE distributes assets
and support resources among forward operating bases
with decentralized control to ensure survivability

and limit adversary disruption. This prevents the
elimination of central hubs that would cripple entire
networks of operations.

The comparison of e-commerce Al to ACE is
relevant because business marketing involves perfor-
mance relative to another competitor with complex
networks of relationships composed of allies and ad-
versaries. ACE and e-commerce logistics share similar
challenges and benefit from the same technological
advantages. Although this framework can be applied
to how support equipment might reach friendly
forces facing a peer global power adversary (similar to
packages reaching customers), it can also be thought
of in terms of delivering kinetic or nonkinetic effects
(e.g., bombs or electronic attack jamming) to specific
targets like enemy troops or weaponry.
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(Graphic by Zaur Eylanbekov, courtesy of Air & Space Magazine)

Agile combat employment distributes assets and support resources among forward operating bases with decentralized control to help create
a "Kill Web" in operations against adversaries that also limits adversary disruption of command and control and fosters base survivability.

ACE Posture with Al

The posture element of ACE establishes the
starting positions from where operations will take
place, creating strategic predictability and opera-
tional fluidity. Initial actions redistribute theater-as-
signed assets and follow-on forces from MOBs to
optimal forward CLs for mission execution. These
CLs can either be preplanned or ad hoc based on the
threat environment and tasking requirements. This
large network of flexible and multiplatform-enabled
bases must also be able to support entire mission sets
(e.g., refueling operations), not just specific aircraft
types (e.g., KC-10 or KC-135 tankers). This complex
planning and decision-making process can benefit
from the application of ML techniques. The same al-
gorithms that analyze e-commerce suppliers within
smart production and supply chain management can
assist in selecting ideal locations to operate military
activities from. These criteria could include dozens
of factors such as runway conditions, geography

(e.g., distance to friendly/enemy forces or relation to
priority objectives), vulnerability to attack, existing
supply inventories and resupply options, means of
communication, and life support capabilities (e.g.,
medical treatment, food, shelter).

To maximize the effectiveness of these algo-
rithms, vast data sources similar to the big data
framework that e-commerce uses are required. The
combination of existing military information sys-
tems (e.g., Defense Readiness Reporting System,
Deliberate Crisis Action Planning and Execution
Segments, Logistics Module), civilian networks, in-
ternet-of-things technology, and sharing agreements
with allies or partner nations would satisfy the
critical component allowing the ML process to filter,
sort, and group decision-making criterion for ACE.
ML algorithms could also assist with CL selection by
grouping them into categories of primary, alternate,
contingency, emergency options for increased plan-
ning flexibility. Armed with this information, senior
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An aircrew from the 489th Attack Squadron performs preflight safety checks before initiating the automated takeoff and loading capability
for an MQ-9 Reaper at Creech Air Force Base, Nevada, 3 August 2021. Advanced technological developments in the use of drones and
employment of artificial intelligence facilitate decentralized command and control of operational platforms. (Photo by Staff Sgt. Omari
Bernard, U.S. Air Force)

Air Force leaders can help shape the needs of their
forces by determining the demand signal for resourc-
es and awareness of what is readily available.

ACE Posture with Al Supply/
Demand Forecasting

The enabling support forces required to meet
the demands of ACE operations are referred to as
agile combat support (ACS). The ACS community
is undergoing a similar transformation to this new
adaptive mindset, exploring ways to shift from MOBs
to CLs and platform-agnostic support methods. Since
the mid-1990s, the Expeditionary Aerospace Force
concept has leveraged forward-based equipment to
organize combat power into leaner deployment pack-
ages called unit type codes (UTCs).? These predefined
package UTCs of personnel and equipment offered
commanders the ability to ask for specific capabil-
ities and quantities of aircraft or supporting assets.
Although this created easier human-based planning,

it also increased the likelihood of perceptual over-
sights, personal biases, and human error resulting in
force shortages or wasted oversupply.

AI ML systems, similar to Google’s DeepMind, offer
creative solutions by generating predictive figures to dis-
cern future resource needs and automatically assemble
equipment packages tailored to meet those force require-
ments."’ This could replace legacy UTCs and extensive
inventory stockpiles, saving money on hidden storage
expenses while optimizing supply inventories. In the
event certain supplies are not available via organic mil-
itary sources, the algorithms can expand search criteria
to include compatible civilian equivalents or that of our
partner nations and allies. Furthermore, any resource
gaps or emerging requirements identified during this
process would be reported to decision-makers to imme-
diately invest into production contracts. The urgency of
the requirement would determine whether the request
for proposal would follow standard contracting channels
or emergency selection by military council based on AI
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Figure. E-Commerce Supply Chain of Amazon (in black) with Agile Combat
Employment (in blue) Comparison

trend analysis of performance histories, relatability to
existing contracts, and total cost. New design prototypes
would be run through ML simulations and predictive
analytic tools to solve design flaws long before they enter
mass production for warfighter implementation.

These advantages also enable the command-and-con-
trol and protection ACE elements by ensuring self-pro-
tection and communication equipment are sourced and
available. The longer these ML techniques are utilized,
the more accurate their data becomes. This enables
solution recommendations for anticipated issues from
historical analysis and give leaders more time to make
decisions. Once these UTC packages are configured,
their positioning relative to other MOBs and CLs be-
comes just as critical as their content.

ACE Maneuver and Movement with Al

The maneuver and movement element of ACE
seeks to outpace an adversary by consistently moving
to fight from positions of advantage. This requires
forces to flow between dispersal bases (e.g., MOBs to
CLs, between CLs, and back to MOBs) to increase

survivability or mass forces for strategic objectives.
Al-based systems have proven invaluable for opti-
mizing this sort of movement between e-commerce
warehouses to sorting centers and the end-stage
consumers. Amazon organizes this hierarchical supply
chain process first into procurement and fulfillment, then
distribution, and finally the last mile."! Procurement and
fulfillment use massive cross-dock facilities (aver-
age size 855,000 sq. ft.) that transfer to hundreds of
e-fulfillment centers. Distribution focuses on taking
products from those e-fulfillment centers and allocat-
ing them among air hubs and sorting centers (average
size 350,000 sq. ft.). The last mile involves the delivery
stations (average size 91,200 sq. ft.) that take products
from sorting centers to the final delivery location."”
The figure depicts the flow between each facility and
illustrates their approach to solving an incredibly com-
plex logistical problem set." It also shows how the mili-
tary could adopt a similar construct for movement and
maneuver logistics through the same ML and AT sys-
tems. Large U.S. Air Mobility Command installations
(e.g., Travis Air Force Base in California or McGuire
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Airmen with the 35th and 55th Combat Communications Squadrons replace a feed boom on a Ranger 2400 Flyaway Multi-Band Terminal

during Exercise Agile Blizzard-Unified Vision 2023 near Como, British Columbia, Canada, 19 June 2023. The satellite dish allows for quick
setup satellite communications that are necessary when operating in a semi-austere location where communications are limited. (Photo by

Tech. Sgt. Betty R. Chevalier, U.S. Air Force)

Air Force Base in New Jersey) could act as ACE cross
docks or e-fulfillment center equivalents. Smaller air
bases outside of the United States could serve as air
hubs or sorting centers with smaller airfields or joint
facilities as the final delivery stations taking resourc-
es to CLs. This would involve both intertheater and
intratheater transportation coordination to ensure the

global deployment capabilities of U.S. forces.

ACE Maneuver and Movement with
Al Distribution

Although the USAF has reduced its overseas bases
from ninety-three to thirty-three since the end of the
Cold War, it retains the ability to project forces through
agreements with allies or partner nations to provide
access, basing, and overflight." The “logistics sprawl”
that Amazon achieved in their distribution market can
be applied to ACE basing networks. Training AI sys-
tems to identify where resources can be sent to directly
support CLs will enable them to reduce distribution

costs and optimize shipping systems (i.e., the closer
the supplies can get to CLs, the faster and easier it will
be to receive them when requested). This also enables
USAF senior leaders and logisticians to design optimal
CLs in relation to these known supporting networks.
Any threats that would displace U.S. forces from that
CL can relocate to the alternative location within the
hub-and-spoke design, creating the desired operational
resiliency ACE advocates seek.

ACE Maneuver and Movement with
Al Delivery

The method of delivering force support materi-
als is just as critical as its sourcing. What cannot be
transported by USAF assets is either assisted by joint
services or contracted out to nonmilitary companies.
Considering that ACE involves global operations, both
intratheater and intertheater transportation methods
must be carefully planned as time-phased force deploy-
ment data. This time-phased force deployment data
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outlines how equipment, aircraft, and personnel will
flow into an operational area (e.g., airlift, sealift, land
convoy). As ACE shifts away from traditional air bases
to temporary CLs, the level of complexity in success-
tully planning and executing operations is exponential.
Al-driven third-party logistics can identify the most
efficient means of accomplishing this feat (e.g., con-
tractors, joint services, allies, partner-nations), while
predicting the needs of future movements based on
predetermined threat or mission profiles. In 2021, the
commander of U.S. Transportation Command—re-
sponsible for providing air, land, and sea transporta-
tion to meet national security needs—supported the
exploration of Al systems for the intertheater transport
problem set.'

A machine capable of understanding the logistical
requirements to move personnel, cargo, and aircraft to
a forward location within a specific amount of time for
an intended duration can easily determine the most
efficient means of getting there. Then once these hub-
and-spoke locations are established, military planners
can coordinate the movement between locations to
achieve mission objectives or react to enemy activi-
ties. Incorporating AT feedback systems that report
degradation to the transportation scheme (e.g., enemy
destruction of major bridges or obstructed waterways)
would return recommendations to USAF leaders to
adjust the method of transportation (e.g., planned sea-
lift updated to airlift). Generally, a short-notice change
to these transportation plans would incur a significant
amount of strain on logisticians to reproduce load plans
while addressing cascading delays for follow-on ship-
ments. However, training ML models to recognize the
loading dimensions, weight, and characteristics of that
cargo can enable machines to automatically reflow the
transportation plans to available aircraft down to the
exact airworthiness inspection requirements needed to
load the equipment.

For intratheater travel, training ML systems to
recognize the best access methods of CLs is critical.
With limited airfields available in dynamic areas, vertical
takeoff and landing vehicles such as the CV-22 Osprey
or HH-60 Pave Hawk are ideal but can only transport
small amounts of cargo and personnel. However, if these
same Al systems process the duration for how long each
CL requires support, the algorithms can account for this
and tailor the supply delivery plan accordingly.

AGILE COMBAT EMPLOYMENT

Loss of friendly forces from mishaps and enemy at-
tack is a reality to be expected from warfare with China
or Russia. AT tracking of fluctuating aircraft inventories
will provide senior leaders with data to adjust strategic
movements or know when to request additional sup-
port from allied forces. Conversely, ML and AT systems
applied to allied or partner-nations would also assist in
predicting when those forces would need U.S. interven-
tion or assistance.

ACE Sustainment with Al

The foundation of the entire ACE framework
rests upon the ability to continue operations through
sustainment. In the face of overwhelming adversity,
contested domains, and extreme distributed mis-
sion operations, innovative solutions are required to
ensure resources are proactively maintained to fight
tomorrow’s battles. AT and ML integration enables
the level of information superiority required to meet
the complex logistical demands of ACE while bolster-
ing joint force capabilities. Current UTC packages are
staffed and supplied with enough resources to operate
for thirty days until further support is required and
sustainment begins.'* However, that model was de-
signed for continuous operations from established air
bases, where long-standing support infrastructure and
protection is assumed to be available. ACE breaks that
mold and further challenges the logistical planning
process. ACE from a CL could be as short as twen-
ty-four hours or longer than thirty days depending on
the effectiveness of the supply chain and the influence
of enemy threats.

ACE Sustainment with Al Supply
Chain Management

Although supply chain management spans the
entire logistics process, the effectiveness is largely de-
termined by two critical factors: flow of information
and flow of products. Therefore, without a means of
communicating the need for a product or a method
of delivery, supply chain management is irrelevant.
AT and ML systems enable these processes by either
forecasting outcomes or identifying patterns of infor-
mation that saves human decision-making time."” The
analysis of big data and algorithms that make proac-
tive future indicators is where machine augmented
decision-making best serves ACE. This is especially
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true when considering the risk-management aspect

capabilities of AT applied to ACE.

ACE Sustainment with Al Supply
Chain Risk Management

The comparison of risk management between
civilian and military domains is challenging because
peacetime and wartime operations involve complete-
ly different mentalities. Although both experience
routine safety hazards and equipment malfunctions,
ACE “logistics-under-fire” transitions from competi-
tion to armed-conflict hostilities with another nation.
In this sense, risk management has more potential
applications to ACE than general commercial lo-
gistics. The ability to identify, monitor, and mitigate
these vulnerabilities is paramount, lest the United
States lose much more than profit margins and stock
market shares. Acceptable levels of risk are decisions
that senior USAF leaders are familiar with and expect
from any system.

Artificial neural networks are special algorithms
designed to measure complex degrees of a criteria rather
than simple binary pathways. Instead of equipment being
broken or functional (e.g., 0 or 1), it can be expanded to
levels of “brokenness” (e.g., 0.2, least functional; 0.5, partly
functional; 0.9, mostly functional). In this way, ACE can
use these algorithms for detecting routine aircraft main-
tenance issues, analyze defects in high-failure-rate items,
expedite work orders, and save the need for expensive
service contracts or pricey damage repairs resulting from
those breakdowns. In 2018, the U.S. Army predicted these
AT systems could save up to $100 million per year by
determining the most time- and cost-efficient means of
transporting repair parts alone."

Quality assurance machines have endless applica-
tions from assembly line equipment manufacturing to
chemical warfare gear packaging, life support equip-
ment testing, and aircraft munitions loading. Although
these systems are very capable, they may not be trans-
ferable to every CL, likely reserving their pertinence for
peacetime operations and training military personnel.
During wartime operations, the biggest risk to U.S.
forces becomes the enemy itself.

The biggest risk to U.S. forces during ACE is the
adversary that operations are designed against. The
ability to predict outcomes is the strength of AT and
ML, enabling the resiliency to survive disruptions and

attack. Applying the same artificial neural networks to
a threat, but expanding parameters to variables such as
size (e.g., number of units), location (e.g., airbase, ship,
forward location) maneuverability (e.g., dismounted,
armored vehicle, ship, aircraft), munitions (e.g., con-
ventional munitions or electronic attack), capabilities
(e.g., speed, combat radius, radar cross-section), and
vulnerabilities (e.g., armor piercing rounds, small
diameter bombs, precision guided munitions) allows
these AT systems to learn how to pair weapons against
enemy forces and calculate risk probabilities of attack
or engagement results. Instead of spending hundreds
of hours with dozens of intelligence analysts sifting
through a myriad of metrics and designing enemy
courses of action, ML techniques generate actionable
information in near real-time without human biases or
perceptual errors.

Conclusions

Conclusion 1. Al can be integrated into ACE oper-
ations. The results of this exploratory research demon-
strated that AI can be integrated into ACE operations,
particularly the elements of posture, movement and
maneuver, and sustainment. This was illustrated through
an evaluation framework comparison of e-commerce
logistical elements supply/demand, distribution/delivery,
and sustainment. These AT systems successfully integrated
a mixture of supervised/unsupervised ML techniques
and linear/nonlinear algorithms to augment human
decision-making. As a result, companies benefited from its
massive data processing, error detecting, adaptive problem
solving, and predictive pattern analysis. These capabilities
align precisely with the ACE Air Force doctrine note
calling to transform USAF logistics systems. Air Force
Doctrine Note 1-21, Agile Combat Employment, empha-
sizes the need to “push” proactive information, “anticipate
limitations to standard means of distribution and trans-
portation, and leverage an adaptive logistic system to
support operations’

Although this report focuses on the Air Force,
successful integration would undoubtedly expand to
all services. The Joint Artificial Intelligence Center
(JAIC) is the primary organization responsible for
refining and training these algorithms to meet compo-
nent-level initiatives.

Conclusion 2. AT and ACE integration elicits
numerous advantages. Integration of AI into ACE has
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widespread advantages beyond those discovered in
this report and is likely to create compounding effects
on all military operations. As the catalyst for these
transformations, the advantages can be grouped into
three themes: logistical resiliency, decision superiority,
and financial efficiency.

Logistical resiliency is the most critical aspect of
ACEs ability to prepare an area of operations, deploy
forces, and maneuver forces while withstanding ene-
my disruptions. AI systems can collect, filter, and fuse
seemingly limitless amounts of digital information
gathered from every source imaginable. These data
sets can forecast demand; balance supply; improve
quality assurance; streamline maintenance; predict
and solve problems; recycle resources; expedite resup-
ply; and identify, manage, and mitigate risk to ensure
continuity of operations.

Decision superiority is what machine augmenta-
tion offers senior Air Force leaders executing ACE
through AI Military strategist John Boyd’s “ob-
serve-orient-decide-act loop” revolutionized how
humans approached the battlefield decision cycle, and
AT would further usher this concept into a new age.
AT and ML algorithms armed with the proper data
sets give leaders access to a higher number of quality
information sources in near real time. These systems
can identify patterns, predict outcomes, and assess
risks based on historical analysis that far exceed what
human cognition could perform unaided. This would
enable machines to complete the cumbersome ob-
serving and orienting while freeing human military
strategists to decide and act in a constantly changing
environment.

The financial efficiencies gained from automa-
tion and process optimization are perhaps the most
appealing advantages to budgetary defense planners.
AT and ML techniques used by Google, Amazon,
and others have proven to reduce waste and optimize
resource recycling that eliminates hidden business
costs and the manpower associated with it. As more
functions of the logistical equation become increas-
ingly automated, stakeholders can expect hundreds
of millions of dollars in savings that will continue to
compound exponentially. These funds can then either
be apportioned to other priority projects or reserved
for reinvestment back into improving equipment
packages associated with ACE or AI technology.

AGILE COMBAT EMPLOYMENT

Conclusion 3. Al integration better prepares
the United States for great power competition.
Integrating Al into ACE is not only possible but
necessary to maintain the competitive edge over our
adversaries in great power competition. China and
Russia are eager to apply Al technology to improve
their military weapons and infrastructure. Failing
to invest time and resources toward integrating Al
into USAF doctrine may leave our legacy equipment
irrelevant on the battlefield, jeopardizing our national
security and defense.

‘War cannot be won with machines alone, but it
cannot be won without them.

Recommendations

Recommendation 1. Invest in DOD-owned sys-
tems, cybersecurity, and ACE case studies. Artificial
narrow intelligence (designed to accomplish limited
tasks) is constantly evolving but is mature enough
for reliable integration into current military infor-
mation systems. With thousands of ongoing pri-
vate-sector research and DOD AI projects, there
may already be significant advancements in these
lines of effort. To successfully integrate AI into
ACE, the USAF must consider investing in these
technological initiatives: USAF- or DOD-owned Al
algorithms, common language operating systems,
and cybersecurity defense.

To develop and maintain control over military
AT expansion, the USAF or DOD must use an open
architecture system to allow flexibility for change
without proprietary constraints. Relying on compa-
nies with strict technological patents would cripple
the U.S. military’s AI growth and likely be delayed
by years of acquisition contract legal battles. DOD-
owned open architecture ensures they are not legally
tied to one company or contract and can evolve with
technological breakthroughs.

With potentially hundreds or thousands of differ-
ent data stream types, the AI machine will require
a common language to process, interpret, and share
the information for use. With dozens of current lo-
gistics programs (e.g., Defense Readiness Reporting
System, Logistics Module), the central AI processor
must be trained on how to understand their outputs.
Not all systems need to speak the same machine
language, but the central AI machine must be able to
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understand all the others. This paves the way for a
military big data ecosystem that algorithms can use
to provide effects.

The only task more important than creating this
technology is defending it. Although no research
was conducted to determine civilian cyber protec-
tive measures, any military integration will involve
advanced classification and encryption systems.
Cybersecurity is paramount considering how pro-
ficient our adversaries are in stealing intellectual
properties and military patents for their benefit. The
only situation worse than the AI systems being sto-
len is if the United States never had them in the first
place, with our enemies having developed them first.
A cross-domain solution to enable unclassified and
classified data flow is vital; as well as having a strong
defense architecture (e.g., blockchain technology)
and high-capacity (e.g., high-speed 5G) networks.

Future research is required in each of these areas
to determine the best way to integrate them into
ACE. An important case study to consider is the
2022 invasion of Ukraine by Russian forces and their
military’s logistical errors. Exploring the missteps
and failures of their military is critical to under-
standing the potential vulnerabilities of ACE and
how AI can be designed to remedy them. Successful
integration of AI systems into ACE will also en-
able its expansion to counterintelligence and threat
awareness as a heightened form of risk management
against strategic competitors.

Recommendation 2. Integrate Al using three
distinct phases. Designing complex and sophisti-
cated AT algorithms while integrating them into
an emerging military concept is no simple task.
However, the innovations pioneered by commercial
companies combined with ACE doctrine in its early
stages allow time to develop them in parallel. Using a
phased approach, the USAF should consider divid-
ing AT integration efforts into three phases focused
on technology, processes, and assessments.

The technology associated with AI systems, algo-
rithms, machines, and equipment must come first.

It is the most challenging and lengthy task that will
continue to evolve based on feedback from the other
phases. The speed at which technology advances will
also determine the pace of how quickly the entire
program progresses. Continued partnerships with

the Defense Advanced Research Projects Agency
and the RAND Corporation will be vital to trans-
lating theoretical concepts into formal sciences.
Human-in-the-loop automation should be the
primary focus until enough trust in the AT models
allow for higher levels of automation.

The processes are supported by the technolo-
gy, but they also define the requirements in which
the devices are built to complete. Imagine ACE as
a game of chess, where the pieces are USAF assets,
the board is the area of operations, and movement
decisions are the AI construct. The first process to
examine is the ACE element of posture, where chess
pieces of ACE are placed on the board with AI de-
termining the initial placement. Then the element of
movement and maneuver will determine where each
piece moves after the initial placement based on in-
puts from Al Finally, sustainment will address how
new pieces will be placed on the board and how AI
can optimize the survivability of those pieces while
defeating an opponent.

Assessments are critical to determining the ef-
fectiveness of AI and ACE integration. Continuing
the chess analogy, if the game is never played against
an opponent, there is no way to know where the
vulnerabilities and deficiencies are. Wargaming is
an excellent means of AI testing and can be done in
simulations or with real-world exercises. Plans of ac-
tion and milestones will be set and measured by the
JAIC to determine success and share best practices.

Continuity during these phases is paramount
and cannot be understated. The JAIC was designed
to manage these processes but the team that drives
innovation should be comprised of (but not limited
to) expert logisticians, command-and-control profes-
sionals, maintenance technicians, and cybersecurity
specialists. If ACE continues to be the USAF’s pri-
mary strategy against our global power competitors,
then investments into Al integration and training
will help establish the foundation for its application
and accelerate the delivery of this capability to the
joint force. W

The recommendations expressed are those of the
author and do not reflect the official policy or position
of the U.S. Air Force, the Department of Defense, or the
U.S. government.
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ike the concept of automating the “kill chain” the Military Health System (MHS) that has achieved
I that executes lethal force faster than the enemy,  heroic casualty outcomes over the past twenty years of
the “survival chain” can be automated to acceler- ~ war but now faces a reckoning from challenges posed
ate critical decisions about casualty care and maximally by large-scale combat operations against near-peer
preserve combat power (see figure 1)." The accelerated ~ adversaries.” The challenges faced in this context—high
execution of this medical construct through auto- frequency and volume of casualties; prolonged care

mation requires an uncomfortable paradigm shift for in resource-limited settings; inadequate numbers of
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Every second matters during the European Best Medic Competition, and neither Spc. Connor Ignozzi nor Spc. Carl Cleveland assigned
to the Headquarters and Headquarters Troop, 1st Squadron, Tst Cavalry Regiment, 2nd Armored Brigade Combat Team, 1st Armored
Division, waste any time as they assess a simulated rollover casualty in Grafenwohr, Germany, on 7 December 2023. Artificial intelligence can
enhance casualty care in a variety of ways to include casualty assessment, data transmission and processing, patient monitoring, and medical
evacuation, to name just a few. (Photo by Spc. Trevares Johnson, U.S. Army)

trained medical providers; elevated potential for chem-
ical, biological, radiological, nuclear, and directed en-
ergy events; increase in disease nonbattle injuries (e.g.,
endemic diseases, infection, and orthopedic injuries);
and the near-constant threat of attack—demand a re-
thinking about how artificial intelligence, robotics, and
human-technology teaming can accelerate the survival
chain and facilitate commanders’ forward momentum
to achieve overmatch on the future battlefield.?

This new paradigm is a significant departure from
current expectations of single casualties managed by
multiple warfighters who are removed from the fight;
it must evolve to a future state that maintains similar
casualty outcomes but with fewer human resources
needed to achieve them (see figure 2). The technologies
necessary to achieve this require massive amounts of
real-time data about casualty care that are accurate and

reliably obtained in all care contexts at the sharp edge
of medicine: the casualty-caregiver interaction.

The Data Problem

Unfortunately, the MHS does not collect such
data. Like civilian health care, current data collection,
focused on documentation for billing and historical
accountability, is primarily human-derived, validated
by humans for medical-legal purposes, and has been
shown to be inaccurate and unreliable necessitating
significant effort to transform it for research or ma-
chine-learning purposes. Likewise, documentation
is currently focused on longitudinal requirements
(documentation of diagnosis, injuries, treatments, and
outcomes). Records do not include real-time infor-
mation about the context of care (number and type of
caregivers, location, resources, mission requirements,
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Figure 1. The Survival Chain and the Automation Stack Paradigm

kinetic activity on the battlefield, etc.), or any data
about clinicians’/care teams’ actions and when they
occur. In essence, these current data collection prac-
tices do not provide the type of information necessary
for modernizing casualty care in the age of artificial
intelligence (AI).

Lack of accurate and reliable data is a principal chal-
lenge to building trustworthy AI Current data sources
within the MHS include the electronic health record,
Tactical Combat Casualty Care Card (DD Form 1380),
and tape with handwritten notes that all require hu-
mans to complete at the expense of performing other
casualty care tasks. Less than 20 percent of the thirty
thousand casualties in Iraq and Afghanistan had any
form of prehospital documentation because, when giv-
en the choice, task-saturated caregivers chose to return
fire, provide casualty care, and perform other tasks over
documentation (personal experience of the authors).”

Furthermore, when documentation is completed, it is
nearly always completed after casualty care and is thus
delayed and often incorrect or biased.® Given these
constraints, the entire Department of Defense (DOD)
Joint Trauma System’s Trauma Registry, collected
between 2006 and 2023, is less than one gigabyte in
size (personal knowledge of authors). For comparison,
autonomously driving cars such as Waymo (Google
Self-Driving Car Project), collect three gigabytes of
data every minute from twenty-five sensors, which is a
total of thirty-two terabytes of data daily (figure 3).”
In large-scale combat operations, human-inputted
documentation will fail because humans will be
task-saturated providing lifesaving care to casual-
ties. Consequently, systems that rely upon data from
electronic medical records and anticipated near-term
digital documentation tools, such as the U.S. Air Force’s
Battlefield Assisted Trauma Distributed Observation
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AUTOMATING THE SURVIVAL CHAIN

(Figure by Raymond Samonte)

Figure 2. Human Resources Needed for Point of Injury
Casualty Care over Time

Kit (BATDOK), will not provide the information
needed for optimal care, to learn passively and contin-
uously, and they will not be available for real-time use.®
Instead, accurate and reliable time-series data collected
passively from sensors about casualty status, resource
use/consumption, caregivers and their actions, and care
context across the care continuum are needed. This
foundational data set provides data for more precise
predictive model development for triage, evacuation,
logistic resupply, medical command and control, and
medical force projection.

A New Paradigm: Automating the
Survival Chain
Human-technology teaming alone achieves fast-
er processes by fusing data, humans, and technology
into solutions that optimize system performance.’
Automating processes further improves performance
and efficiency."’ The survival chain model parallels
the automation stack (compare figures 1 and 4). It is a
framework for understanding how to create and acceler-
ate human-technology teaming in casualty care. Like the
observe, orient, decide, act loop, the automation stack
begins with passive data collection using sensors.!’ We
can then use data from these sensors to understand the 5
Ws of casualty care:
¢ Whois present in the care context (casualties and
caregivers),
¢  What is wrong with the casualty (injuries, physiology,
etc.) and what does the caregiver do about it (actions),

¢ When does the casualty’s status change and when does
a caregiver perform an action,
¢ Whereis the care occurring (location, temperature,
altitude, and environment), and
¢ Why does the casualty’s status change and why does
a caregiver perform an action (status and actions are
tightly connected and correlated to available resourc-
es and care context)?
Clinicians combine sensing and understanding data
into an assessment used to decide what clinical action
to take. Intelligent (AI enhanced) and unintelligent
(enhanced visualizations, rule-based decision trees,
etc.) decision-support tools can improve clinical deci-
sion-making. Hardware (robotics and medical devices)
and Al-based software can assist caregivers by offloading
human tasks to machines. Similarly, treatments may be
offloaded to intelligent or unintelligent machines. For
example, current treatments that are commonly oftfload-
ed to unintelligent medical devices include the monitor-
ing, intravenous fluid, and medication administration
via intravenous pumps, and the use of mechanical venti-
lators for breathing assistance. In the future, robotics will
help caregivers manage casualties by identitying them,
monitoring them with physiologic sensors and imag-
ing modalities, assisting them with surgery, aiding with
lifesaving interventions, and intelligently tasking resup-
ply and medical evacuation missions.'> We imagine that
these types of innovations will be particularly beneficial
in environments contaminated by chemical, biological,
radiological, nuclear, and directed energy threats.
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Figure 3. Comparison between Automating Driving and
Automating Casualty Care

Optimizing the entire survival chain is necessary
to manage casualties across the care continuum and
achieve the best outcomes. Automation will provide
future commanders with the necessary speed, agility,
and resources to maintain overmatch and win. If we
successfully obtain the data necessary for automation,
we can also produce a curated dataset to digitally twin
casualties. Producing digital twins involves creating
a sophisticated digital replica of a real-world entity,
such as a human, which can then be applied to service
members and combat casualties.”® By doing so, we can
achieve even more efficiency and better outcomes.

Revolutionizing Combat Casualty
Care with Digital Twins

Revolutionary change in casualty care, however, will
come when data collected provides trustworthy predic-
tive analytics about an individual casualty’s future state
and how to optimize it across time by efficiently match-
ing needs to resources. These forecast models are casualty
digital twins (CDTs)." To understand what happens at
the point of care (e.g., under a bush, on a beachhead,
or at the bedside) and produce real-time models to aid

decisions and automate care, data must be passively
collected (see figure 5). Real-time, passive data collection
that provides for an accurate and reliable assessment
of casualties, caregivers, and resources across the care
continuum can iteratively evolve the survival chain and
automate tasks at each step of the survival chain (e.g.,
documentation, triage, evacuation coordination).
Casualty digital twins provide the MHS with
a unique opportunity to close the gap between the
physical and digital worlds. Through digital replicas
of casualties (twinning), the MHS gains access to the
understanding of a casualty’s projected (future) condi-
tion and needs by applying the learned experience of
previously treated patients and adapting it as a contin-
uously learning system (see figure 6). This virtual rep-
resentation, infused with information about resource
availability at echelon and operational considerations
for evacuation that impact time, can form the basis for
personalized, data-driven decisions that can optimize
our battlefield trauma system’s capability and capacity
to manage large volumes of casualties. Casualty digital
twins in turn lead to the development of decision-sup-
port tools and automation algorithms that facilitate
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Figure 4. The Automation Stack and a Concept of Time to Achieve Solutions

faster, more accurate decisions and interventions
tailored according to an individual casualty’s needs and
balanced with the needs of other casualties in the sys-
tem, ultimately producing an optimized survival chain
that assesses situations, makes faster decisions, and
gives more appropriate treatments within the context
of the resource availability across the care continuum
to achieve the best outcomes.

Al-Enhanced Casualty Care

Currently, the MHS manages casualties across the
care continuum in a linear fashion using the NATO
roles of care guidelines (Roles 1-4). Doctrinally,
this evacuation system has increasing capability and
capacity at each level of care; in execution, however,
it is asymmetric and requires significant communi-
cation and human input at all levels to be successful.
In the future, the doctrinal roles of care are likely to

be disrupted, which can lead to multiple points of
failure. Primarily, it relies on rapid evacuation, proper
communication, and freedom of maneuver. However,
future warfare will preclude casualties from moving
through a linear progression of battlefield care as has
been seen in Africa and currently within Ukraine."
Advanced medical and surgical care, and the ability to
hold patients for prolonged periods prior to evacua-
tion, may be required much closer to the point of in-
jury and networked across the battlespace to maintain
system resiliency.

Recently, Gen. (Ret.) Mark A. Milley wrote, “The
next conflict will be characterized by ubiquitous
sensors with mass data collection and processing ability
[emphasis added]*® To maintain optimal care through
the survival chain, even amidst a disrupted medical
support structure, requires that casualty digital twin-
ning begins before a potential injury. Therefore, health
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Figure 5. Passive Data Collection at the Edge and Possible Automation
Solutions That Can Be Derived from It

data about warfighters must be collected from wearable
sensors not only from casualties but also from warfight-
ers in a precasualty state. We propose this precasualty
state of health management as a new role of care, “Role
07 This role of care represents the majority of a warf-
ighter’s “life space” as well as their baseline health from
which future AI will recognize variance as illness or
injury. In this future state, the MHS will be responsi-
ble for helping commanders optimize health to avoid
illness or injury and to return casualties to duty faster.

Consequently, a future state that incorporates
“ubiquitous sensors with mass data collection and pro-
cessing ability” will not only enable better Role 0 health
and more rapid return to duty but will also combine
with the predictive power of CDTs to optimize how
casualties move through the evacuation chain.

Delivering casualty care utilizing CDTs will
facilitate a better understanding of military medical
support and enable evidence-based performance im-
provement made possible by the DOD Joint Trauma
System. The predictive power of CDTs will evolve
over time as part of a learning health-care system to
optimize care on the twenty-first-century battlefield
by rapidly influencing combat casualty care guidelines
and reshaping how we train warfighters to deliver

casualty care.”” Ultimately, the following principles

guide success:

¢ Data necessary to identify casualty conditions,
track decision-making, treatments, resource con-
sumption, and care synchronization is not the same
as retrospective documentation of illness/injury
patterns and treatment rendered. Documentation
is delayed; data for care management must be re-
al-time and include caregiver performance, which
should not be captured in an individual patient’s
medical record.

¢ A single solution is unlikely to address the nuances
of patient care in different contexts (e.g., care un-
der fire versus in a helicopter versus in an operat-
ing room versus in an intensive care unit versus on
a ship versus in the arctic). Different care domains
necessitate different workflows, information needs,
caregiver training, and experience. The technology
solutions used to support care in various work do-
mains must earn the trust of medical professionals
through the incorporation of rigorous user-cen-
tered design that optimizes efficiency and effective-
ness of use by different users in different contexts
of use.'® The approach to achieving success is
not one solution but a system of solutions that is
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Figure 6. Casualty Digital Twinning Concept

interoperable (e.g., a secure, standards-based, plug-
and-play “internet of medical things” built to oper-
ate as a system versus a series of disparate medical
products integrated on an ad hoc basis).” This
“system of systems approach requires increased
coordination with diverse battlefield governance
... common data standards and message formats
... [to form] a continuous, seamless link between
administrative and tactical systems through the
continuum of DoD, VA, civilian hospitals, and
coalition partners.*

Solutions incorporated into the survival chain
system must address care across the continuum
and at each point within it to produce a compre-
hensive understanding of resource utilization and
care synchronization. Research is still necessary
to understand what data needs to move between
echelons; at what frequency; according to what
standard(s); and ultimately how data will be
analyzed, visualized, and used for decision sup-
port, forecast model development, and automa-
tion. Ongoing research and rigorous application
of user-centered design can continually assess
and improve the value and effectiveness of data
sources, models, algorithms, visualizations, and
decision-support tools to accelerate the survival
chain as novel and different sensors, tools, and
visualizations become available.

L

The sensors used on the battlefield must also be
used during training. Utilizing these sensors to un-
derstand the care that trainees provide and getting
trainees familiar with the decision-support tools
that CDTs enable will dramatically impact training
paradigms.

It is essential to lower technical and administrative
barriers for academia, industry, and DOD labo-
ratories to enter this space. Doing so will generate
collaboration and competition that iteratively en-
hances component parts of the system rather than
utilizing single entities to develop and enhance the
entire system. Current processes, especially with
respect to authorities to operate on the network
delay progress and choke innovation by condition-
ing research, development, interoperability testing,
and iterative solution improvement on a linear
process instead of a continuous, development-op-
erations cycle nested within a cybersecurity frame-
work (DevSecOps cycle).”!

Technology must be cyber secure from a
hardware, software, and network perspective.
Furthermore, the electronic signature of these
devices must be consistent with military specifi-
cations to minimize the risk of identification and
attack. Ensuring that components of the survival
chain are built as part of an interoperable, stan-

dards-based, plug-and-play system of systems
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allows proactive threat modeling and mitigation
of risks.”?

¢ Research and solution development across the
MHS is fragmented due to competing perspec-
tives, responsibilities, resource allocation, and
multiple labs studying similar issues, which
makes research dollars not prudently spent. For
example, funding and accountability for care at
the point of injury through Role 3 is assigned to
the DOD services; whereas all care documen-
tation and care beyond Role 3 is assigned to the
Defense Health Agency. Similarly, resourcing of
care is a logistics function that aims to improve
gross resource availability, but not resource use
at the individual casualty or caregiver level.
Requirements generators, researchers, advanced
developers, program managers, and policymakers
can utilize the survival chain paradigm to piece
together more consistently a medical system that
optimizes decision-making, and therefore max-
imizes outcomes, over time and with the most
modern technology. A key question to ask is, What
portion of the survival chain is a technology intend-
ed to improve and how does that improvement affect
the other components of the chain?

Conclusion

The scale, severity, and prolonged nature of com-
bat casualty care in multidomain operations against
near-peer adversaries requires modernizing the MHS.
The survival chain is a concept that can help the MHS
reframe battlefield medicine and iteratively develop
technology solutions across the care continuum. A
data and technology-enabled survival chain akin to a
convergent kill chain requires passive data collection
now that enables decision support and automated
actions in the future. Progress is contingent on rapidly
producing a foundational casualty care dataset—from
training, research, and real-world care—made available
to developers that will begin the process of automating
the survival chain. B

We would like to give special thanks to Mr. Raymond
Samonte for help creating the figures and graphics in this
manuscript. The views, opinions, and/or findings contained
in this research/presentation/publication are those of the
author(s)/company and do not necessarily reflect the views
of the Department of Defense and should not be construed
as an official DOD/Army position, policy, or decision unless
so designated by other documentation. No official endorse-
ment should be made.
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rtificial intelligence (AI), machine learning
A(ML), and robotics mutually enhance human

performance and military readiness through
the development of intelligent software and machines."
The ongoing evolution of AI and related technologies
continue to influence popular culture, science, robotics,
finance, marketing, supply chain, and health care.”

AT mimics human intellect and processing func-

tions such as language, learning, and problem-solv-
ing, through repetitive pattern recognition.” ML and
neural network processes ingest large data sets, which
“train” algorithms and develop adaptive “intelligence’
Quantitative studies and applied research demonstrate
the efficacy of AI, ML, and human-machine integra-
tion, and in military settings, human-machine inte-
gration increases lethality through range, endurance,
payload, survivability, and adaptability, significantly

changing employment strategies.”

In 2022, Al revolutionized modern culture and social
dynamics through the release of ChatGPT by OpenAl.
The generative Al platform established this once distant,
science-fiction concept within the public domain, with
widespread availability for anyone with a network con-
nection. In the wake of such rapid developments, future
applications provide unlimited potential, and in particular,
this technology is assessed to support human cognition
through enhanced military leaders” decision-making,
improved situational awareness, and optimized resource
replenishment to fight and win on current and future
battlefields. AI provides military decision-makers with
valuable insights and analysis based on algorithms that
process vast amounts of high-velocity, high-volume data,
identifying trends and patterns that outpace human cog-
nition, especially on a mass scale and at echelon.

Of significant impact, AI could provide solutions
for the extreme challenges of providing medical care
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A patient is loaded into a UH-60A Black Hawk medevac aircraft. Al will play an integral role in increasing the accuracy and efficiency of
patient movement by reducing the number of pilots and crew required for medevac missions as well as by performing administrative func-
tions and monitoring patients en route. (Photo by Maj. David Preczewski, U.S. Army)

during large-scale combat operations (LSCO). Army
Futures Command has described the challenges facing
the Army Health System (AHS) in the future oper-
ational environment, including high casualty rates,
delayed evacuation and replenishment, and the lethal-
ity of multidomain and novel complex terrain envi-
ronments.® To mitigate the challenges, the AHS will
support forces contested in all operational domains.
Our enemies’ antiaccess and aerial denial capabilities
will limit U.S. air, land, and sea force projection. In the
cyber domain, AHS assets are threatened by enemy
access to force structure and patient data, weapon-
ized misinformation, and cyberattacks that interrupt
network access. During conflict, the AHS will face a
hyperactive, lethal, and kinetic fight preventing stable
and stationary medical treatment operations. These
challenges of the future operational environment will
strain the AHS’s ability to complete its enduring mis-
sion to conserve the fighting strength.

Recent experiments indicate overwhelming casual-
ty rates, which have not been suffered since World War
IT: in future LSCO, the Army could lose twenty-one

thousand soldiers, a corps-size element, in seven days.”
These experiments establish the need for the AHS

to increase evacuation and treatment holding on the
future battlefield while simultaneously conserving

the force’s lethality by returning a high percentage of
service members with illness or injury to the front line
as swiftly as possible.

The AHS has three operational imperatives to
address the challenges of the future operational en-
vironment, each of which can be supported through
the application of Al First, the AHS must clear the
battlefield of casualties as a means to unencumber the
combat force to move and operate; mobility is para-
mount in future fights. To conserve fighting strength
after clearing the battlefield, the AHS must maximize
return to duty as far forward as possible, which starts in
garrison with the AHS force health protection (FHP)
task. Home station care provides medical readiness
to reduce service member risk for complications
from disease, exposure to infection, and injury, which
ensures service members perform effectively even
before deployment. In forward environments, the AHS
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incorporates a sustainment capability by treating those
sick or injured through health service support (HSS)
tasks performed by operational medical organizations.
Finally, the AHS must overcome the expected threat
of contested logistics. Military medical resupply will
not outweigh resupply needs of the maneuver force, so
the AHS system must remain agile and flexible in its
management of medical logistics, especially in mitigat-
ing expected mass casualty events.® Only by addressing
all three interwoven imperatives will the AHS fulfill its
role in conserving the fighting strength, and AI will be
a revolutionary instrument for the AHS to solve infor-
mation, risk, and decision-making challenges of LSCO.

Command and Control

Just as technology growth has rapidly accelerated
over the last few decades, the Army increasingly relies
on data to inform decisions and gain information ad-
vantage. From a command-and-control (C2) perspec-
tive, there are opportunities to leverage Al to process
data rapidly. This is seen today through deep learning,
pattern recognition, decision-making through repeti-
tion, and AT ability to distinguish unique attributes and
elements of an image.” Follow-on applications of deep
learning lead to an ability to automate, incorporate un-
manned systems, and reduce human error by offload-
ing and accelerating information across a battlefield.
AT accelerates the provision of data to warfighters via
rendering faster computers, algorithmic improvements,
and access to large amounts of highly-accurate and
well-established data-enabled advances in ML and
deep learning."

The U.S. military’s ability to regain and maintain
information and decision advantage relies on the
Combined Joint All-Domain Command and Control
(CJADC?2) concept. CJADC2 provides a coherent
approach for shaping joint force C2 and producing
the warfighting capability to sense, make sense, and
act at all levels and phases of war, across all domains,
and with partners and allies to deliver the information
advantage at the speed of relevance while acting inside
an adversary’s decision cycle."!

Sense is the ability to discover, collect, correlate,
aggregate, process, and exploit data from all domains
and sources—friendly, adversary, and neutral—and

then share the information to support decision-making.

Sensemaking refers to analyzing data to understand

ARMY MEDICINE

better and predict the operational environment, the
actions and intentions of an adversary, and the actions
of our friendly forces. Sensemaking data transforms
into information, which transforms into knowledge
that enhances the decisions of the joint force and part-
ners.”> When human assessment is combined with the
technical means to perceive and understand, leaders
are better able to take action against adversaries.

The intersection of Al and AHS can potential-
ly revolutionize how military medical professionals
operate on the battlefield.”> With advancements in AI
technology, health-care systems hold the potential to
become more efficient, accurate, and responsive, saving
lives and improving the overall outcomes for wounded
soldiers. Al supports the AHS to meet the future chal-
lenges by improving surveillance, rapidly treating pa-
tients, moving wounded more efficiently, and enabling
accurate resupply.

Maximize Return to Duty

Early, precise intervention maximizes a warrior’s
ability to functionally return to duty and increases
survivability on and off the battlefield. Health-care
technology constantly evolves: systems are more
accurate, less expensive, faster, smaller, and can reach
further than humans alone. Health care leverages
data to support clinical decision-making acutely,
routinely, and emergently; incorporating AT will add
limitless value. Like most health systems, the AHS are
trained professionals whose mission requires aggre-
gating data quickly, often under immense pressure,
to treat and save people and animals—our military
warriors. These overarching functions rely on humans
to capture, consolidate, interpret, analyze, and utilize
data to inform care. The cornerstone of military
health care remains its people, the most complex
and expensive assets in the military organizations,
however, given constrained resources and feasible
data saturation expected in the future fight, AT will
enhance manpower with machine power. AI across
AHS will function as a health-care multiplier, en-
hancing cost-efficiency, bridging personnel shortages,
expanding limited medical capabilities, reducing error,
optimizing workflows, improving data processing and
analysis, and facilitating precision medicine. AI has
the clinical and operational potential to transform
AHS health care across surveillance and delivery
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BATDOK—Battlefield assisted trauma distributed observation kit
C2—Command and control

CBRN—Chemical, biological, radiological, and nuclear
CASEVAC—Casualty evacuation

FRSD—Forward resuscitative surgical detachment
GMFL—Global medical field laboratory

LSCO—Large-scale combat operations

MEDCOP—Medical common operating picture
MEDEVAC—Medical evacuation

MEDLOG—Medical logistics

MSTC—Medical Simulation Training Center
MTF—Medical treatment facility

NextGen—Next generation

OMIS-A—Operational medical and information system
PCAD—Prolonged care augmentation detachment
SBU-E—Sensitive but unclassified-encrypted

SFAC—Security Force Assistance Command

(Figure by authors)

Medical Capability Development Integration
Directorate Concept to Support Army of 2030/2040

areas. AI will enhance productivity and efficacy of
care across FHP at home and through HSS abroad
while in the fight.

Force Health Protection:
Surveillance

AT will enhance FHP through retrospective and
prospective health surveillance and disease prevention
programming. By analyzing data, AT informs medical
planning and identifies potential health risks to popula-
tions and individuals.

Al applications range from predictive analytics to
data consolidation to prediction of disease progression for

those at high risk and prevention measure recommenda-
tions. These predictions will allow clinical and nonclinical
leaders to intervene early and potentially reduce progres-
sion or prevent adverse outcomes altogether.

Al can also look at biometric data aggregation
to inform disease processes, drug administration
reactions, and the need to perform interventions or
diagnostics early. One element that will increase data
to provide treatment rests within wearable biometric
sensor technology, like an individually worn wrist or
ring monitor. This live-data source will give providers
real-time and cumulative information and educa-
tion to patients on how best to conduct their health,
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Operational Health Information Technology at a Glance

rehabilitation, and in battle inform treatment. More
robustly, this wearable data source input within

the military will provide physical and occupational
therapists, nutritionists, behavioral health specialists,
primary care providers, and emergency providers
information to improve their treatment plans and
help guide optimal interventions and therapies while
automatically populating the patient’s longitudinal
health record.

Real-time medical surveillance with trends will
accompany actionable recommendations for leaders
by echelon. Clusters of abnormal vital signs may signal
a man-made or natural environmental exposure and
will alert appropriate leaders with suggested causes and
related recommendations. These records, informed by
aggregate data from all countries and all sources, in-
cluding national ministries of health, the World Health
Organization, and nongovernmental organizations,

can provide a more comprehensive health intelligence
preparation for the battlefield.

Clinical data from medical sensors will enable
medical leaders across the battlespace to access clinical
data and assess the performance of their respective
organizations. AI will enable clinical data interpreta-
tion, identify patterns linked with outcomes, develop
predictive analytics, and propose solutions to clinical
and nonclinical leaders.

In military medical care, to include capabilities out-
side a hospital such as veterinary and dentistry capa-
bilities, generating an AHS provider necessitates initial
schooling, which is an intensive, manpower-heavy task,
but AI can help ease this burden. Instead of individual
public health and preventative screening exams such
as monthly examinations conducted by AHS provid-
ers, screenings performed by nonmedical technicians
assisted by AI could provide a cost-effective health
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risk assessment. Screenings are a public health activ-
ity that cannot give the individual patient a diagnosis
for intervention but provides a risk assessment for
how likely the person is to have a particular disease. A
population-level oral disease surveillance system could
enhance the screening process by eliminating human
screening decision-making for tens of thousands of sol-
diers annually. Leveraging Al to inform this and other
systems like it can expand the reach of a single trained
dentist or provider across the AHS. Additionally,
AT will utilize patient data to identify a soldier’s risk
factors throughout their career and additional health
factors are added to the calculation. When a soldier is
prepared for deployment, AI-enhanced risk assessment
will again become helpful in identifying those most at
risk of disease and referring them to a treatment facil-
ity for diagnosis and treatment. Within the behavioral
health footprint alone, AI has the potential to identify
those at risk early and often.

AT enhances FHP through retrospective and pro-
spective health surveillance and disease prevention pro-
gramming. AT in FHP informs medical planning.

Health Service Support: Treatment

Like nonmilitary health care and advances in med-
ical uses for AI employment, AHS can leverage Al to
improve treatment and hospital management. Al, deep
learning, natural language processing, and ML capabil-
ities have proven efficacy in nonoperational health-care
settings through improved diagnostic accuracy, treat-
ment plans, risk factor assessment, health communica-
tion, and health-care administration.’* AT algorithms
quickly identify trends, patterns, and insights. This is
applicable at the point of injury, at the bedside, and for
C2 oversights to inform survivability and future AHS
improvements. The AHS and military medicine can
benefit significantly from tailoring these analysis tools
to operational medicine mission sets.

Fully expanding and incorporating the current lev-
els of Al infrastructure available within health care will
directly apply to treatment and care at war. Current in-
tegrated efforts include using ML algorithms for med-
ical diagnostics, predictive modeling, and personalized
treatment plans digesting inputs into electronic health
records. Employing these tools and others will facili-
tate expanded clinical decision support systems, more
widely incorporate evidence-based care, and rapidly

narrow differential diagnoses while providing precision
treatment plans at scale. Challenges of the future op-
erational environment of warfare require the provision
of prolonged care in a limited resource environment
and incorporate evolving objective mass casualty plans.
Al as a tool will empower AHS providers at any level
of care to tailor care rapidly and adaptively to disease
diagnostics and patient management and immediately
advise within the triage process. For providers from
combat medic to neurosurgeon, AT has the potential to
synchronize and standardize care plans and systemati-
cally inform the most significant survivability potential
with limited resources.

Today, the adoption of AI into military medicine
is slow yet present, but incorporating AT in AHS will
maximize return to duty and save lives, while also
informing future clinical practice recommendations
AT enables health-care teams at all levels to work at the
top of their scope, saving lives by mitigating the austeri-

ty of future battlefields.

Clear the Battlefield

The unencumbering of maneuver forces relies
significantly upon the ability to clear the battlefield and
regulate patient flow throughout the AHS. AI will play
an integral role in increasing the accuracy and efficien-
cy of processing patient movement requests (PMR) .
AI can drastically shift the movement of AHS patients,
from initiating patient care enroute through providing
definitive care.

When initiating a PMR or “9-Line,” data input
technologies such as a biometric wearable will transmit
data into the Army data fabric. This early notification
of PMR allows health-care teams to better prepare for
patient needs, and data can be shared in near-real time
through near-field communication devices or low-orbit
satellites such as drones and balloons to ensure a com-
mon operating picture is available for decision-making.
As the medic is alerted of a potential casualty, AT au-
tomatically completes triage and populates the PMR,
allowing the medic to focus on patient care versus
processing or dispatching administrative data. The Al
algorithms consolidate and summarize injury patterns,
survivability triage, transport times, medical supply
accessibility, and available hospital bed spaces to inform
the best evacuation movement decisions. This informa-
tion will help the medic determine the appropriate care
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A Sikorsky UH-60A Black Hawk flies over Fort Campbell, Kentucky, on 5 February 2022 during its first unmanned flight as part of the De-

fense Advanced Research Projects Agency's Aircrew Labor In-Cockpit Automation System program. (Photo courtesy of DARPA)

provision at the point of injury as well as the best pa-
tient packaging for transport. This is further supported
by Al intelligently tasking a transport platform to the
PMR and alerting all roles of care.

Al integration into evacuation platforms can take
many forms. Fully autonomous vehicles can operate
without requiring oversight from a human-in-the-loop.
Semiautonomous platforms can reduce the number of
drivers or pilots required for the platform by reducing
the workload for the crew. Incorporating human ma-
chine teaming will unload the physical burden required
of our medical forces.

Overcome Contested Logistics

Quality health care, no matter the environment,
requires medical supplies (Class VIII). The issue of
contested logistics encompasses the dichotomy of
an obstructed supply chain with an inability to gain
dominance in one or more domains on the battlefield.
For medical logistics, there is a requirement to move
blood rapidly and Class VIII across vast distances
with a high probability that the equipment will not
be flown due to a contested air domain thus increas-
ing the delivery time between resupplies. Delivering
health care in multidomain operations is further
complicated by weather, road conditions, and water
crossings, increasing the lag time. In this unforgiving
battlefield landscape, integrating Al into the delivery
of Class VIII becomes a key driver of innovation and
efficiency. It is imperative to explore how AI and ML
can revolutionize supply chain management in austere

environments and reshape traditional processes that
must be replicated in such conditions.”

To overcome contested logistics, AHS will require
a robust and integrated medical C2 system that lever-
ages data inputs from biometric wearable sensors,
electronic health record systems, and sustainment sys-
tems to turn reactive logistics into predictive logistics
when coupled with ML and AL

AT has redefined how the civilian sector predicts
and demands plans for decades. Like in health-care
treatment, Al has enhanced supply chain manage-
ment in non-war environments for years. AI algo-
rithms provide significantly more precise demand
forecasts by examining external factors, market
trends, and historical data.'* ML models, such as those
used in shipping container yards, constantly learn and
adapt to improve predictive logistics.”” Incorporating
AT and ML will help reduce excess inventory while
enhancing overall supply chain output.

Al facilitates precise and effective inventory
management for sustainers at the echelon. Through
real-time data analysis and predictive analytics, AI
can enable C2 and precision sustainment to optimize
inventory levels, reduce processing times and costs,
improve just-in-time distribution, and save lives.
Planners will have the tools to detect patterns and
variances, providing timely information for com-
manders to aid in proactive decision-making."* Units
on the ground will limit the need to pull when it
comes to resupply when AI will consolidate data and
push anticipated needs easier.
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ML, a branch of Al can be leveraged to redefine
forecasting and demand planning due to its ability to
analyze enormous amounts of data in real-time. This
will result in extraordinary accuracy, enabling sus-
tainment organizations to adapt quickly at all levels.

ML can be crucial in autonomous decision-mak-
ing in a contested environment where supply chains
become increasingly complex. Algorithms will sift
through intricate datasets and provide an operating
picture that will guide strategic decisions, improving
risk management and flexibility."” Leaders will possess
the tools to identify potential risks and implement
preemptive measures that strengthen supply chains
against unforeseen threats.

Optimizing logistics challenges using AI, AHS, and
the military can maximize the return to duty rate,
increase survivability, and ultimately save warriors’
lives on the battlefield.

Barriers to Artificial Intelligence in
the Army Health System

Though the potential benefits of AI in supporting
the AHS in LSCO are straightforward, several chal-
lenges remain. Communications are expected to be
denied, degraded, intermittent, and of limited band-
width; maneuver force data often retains bandwidth
priority over health data transmission. Operational
medicine generates significant amounts of data, but
current Al systems may still need to be adequately
capable of prioritizing high volumes and velocities
of such health data. Similarly, AT and related appli-
cations crucially rely on large amounts of “training
data” to discern patterns and relationships. Modern
health-care data based on casualty flow, injury pat-
terns, and health resources in LSCO and MDO do
not yet exist to inform this pattern learning.*® As a
modern technology, AI tools and systems are not yet
routinely available in all military medical training
or clinical settings. The need for AI understanding
in medical care and education is evident. However,
military health-care teams will also require realistic
training, updated instruction plans, and deliberate,
sustained exposure to be ready to adopt AI processes
and systems across all operational medicine function-
al areas.”!

Electronic health-care data also requires additional
safety and security protocols to ensure data security,

as the HIPAA Security Rule describes, current-

ly limiting the open transfer of health data across
interoperable battle management command and
control information systems.” Medical data gener-
ated in operational settings will be compiled within a
service member’s longitudinal service health record.
While AT supports tools that improve operational
health-care practice, evacuation, logistics, and return
to duty, AI does not surmount the need for health
data to be secure, private, unbiased, authentic, and
accurate, together with being fed high-quality, reliable
data.” Protection of operational health data is even
more important than in garrison, as operational data
may create risk by revealing troop locations, combat
effectiveness, and even the identities of clandestine or
high-value personnel.

Additional barriers to AI implementation in the
AHS mirror the challenges of AT use in the civilian
sector. Al relies on high-volume data storage systems
that are accessible, secure, and extremely expensive.”*
In addition to the need for data stewardship and
governance, Al in the AHS must comply with addi-
tional military-specific regulations while remaining
valuable and relevant to operational needs.”” Further,
the development of AI tools and processes must still
be well-integrated into Army operations as well as in
austere health-care settings during conflict. Teams
and professionals, such as graduates of the Army
Software Factory, and the development of corps-level
chief data officers promote the Army’s data-centric
culture.” Though the recognition of the need for
technical specialists is present, this remains in nascent
stages within AHS and without robust, dedicated
technology teams to iteratively develop, deploy, and
maintain such dynamic tools. While the benefits of
Al are apparent in the provision of care, using such
systems to support military medicine broadly requires
significant investment in a larger military medical
data strategy.

Ethics of Using Artificial
Intelligence

Firms within the defense industrial base tend to
coordinate with the U.S. government customers’ legal
and policy compliance experts to help ensure that AI
systems comply. The defense industry’s AI systems
comply with effective utilization of traceable and
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reliable systems and continue to produce equitable,
unbiased results throughout their mission life.

ML systems train on collected datasets that in-
clude bias and may exhibit these biases upon creating
algorithmic bias. Human language is known as biased;
machines trained on the human language are highly
likely to be personal, which can lead to prejudices.
Bias and prejudices are preventable using policies and
datasets that do not contain discriminatory language.
Despite uncertainties and unknowns in developing AI
systems. the U.S. government has a work-in-progress
to establish policies to determine if an AI model is
sufficiently safe, secure, and ethical for Department of
Defense use.”

Trusting the data allows warfighters to exercise
their informed decision-making space to act and
defeat adversaries during the mission. However, AI/
ML algorithms will not fully compensate for gaps in
physical understanding. While AT offers numerous
benefits, there are ethical considerations to address.
Questions arise regarding the moral implications of
using AT in health care and the potential impact on
human elements such as empathy and compassion. AI
is a way to augment, rather than replace, the compas-
sionate and dedicated provision of military operation-
al health care.?®

The consideration of using Al in the delivery of
health care and health-care decision-making should
require a policy update within the joint force. Army
Medical Concepts for the Future articulates the ne-
cessity of incorporating automation into health care to
ensure we do the greatest good for the greatest number
of patients. The moral argument remains regarding how
“involved” AT and humans remain in decision-making.
On one hand, there is an ethical obligation to leverage
emerging technologies to create the highest level of care
for our soldiers.” Suppose emerging Al technologies
provide greater good than harm, and the principle of
immediacy deems algorithmic care triage and autono-
mous evacuation as a justified means in LSCO. In that
case, one can argue that it is ethical so long that humans
remain in the loop.*

Conclusion

Artificial intelligence, machine learning, and hu-
man-machine integration can provide information dom-
inance on the battlefield and enable warfighters to make
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informed decisions at the speed of relevance while pro-
jecting power. Al facilitates a common operating picture
across the battlefield; AT and ML are critical catalysts for
fusing data. AI/ML significantly improve decision-mak-
ing and the kill-chain timeline. Human machine teaming
allows humans and machines to train together, ensuring
the warfighter’s trust in the machine. AT and human
machine teaming reduce the warfighter’s cognitive load,
directly optimizing an informed decision-making process
while enabling joint force overmatch.

The intersection of AI and AHS can revolutionize
military medical support on the battlefield. AT holds
immense potential for enhancing military operations
and ensuring the well-being of every soldier. AI tech-
nologies such as algorithmic care, medical surveillance,
evacuation, and predictive analytics can transform how
medical support is provided to the frontlines. By de-
ploying AI systems, the AHS can significantly improve
the speed and accuracy of diagnostics, treatment, and
decision-making processes. Al algorithms quickly ana-
lyze vast amounts of medical data, extending care and
evacuation reach, reducing human error, mitigating the
risks associated with high-stress combat environments,
and enabling health-care professionals to improve out-
comes for wounded soldiers and save lives.

Al can enhance the efficiency of logistics and supply
chains in the AHS. By leveraging predictive analytics,
Al algorithms can anticipate medical supply needs,
optimize inventory management, and streamline the
delivery of critical resources across the battlefield. This
proactive approach ensures medical personnel have
access to the necessary equipment and medications,
enabling them to provide adequate and timely care to
wounded soldiers.

AT continues to evolve, making it crucial to
address the ethical implications and potential risks
associated with its use on the battlefield. Safeguards
and professional technical oversight must be imple-
mented to ensure that AI systems are developed and
used responsibly. Transparency, accountability, and a
robust governance framework are essential in main-
taining the ethical integrity of an AI-enabled AHS.
By harnessing the immense power of AI technologies,
the AHS has the potential to completely transform
military medical support, leading to the preservation
of countless lives and playing a critical role in achiev-
ing victory in future conflicts. ®
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hatGPT is the flagship product of the
‘ American artificial intelligence organization
OpenAl As a natural language processing pro-
gram, ChatGPT leverages artificial general intelligence
to generate complex informational responses based
on user input.! When prompted to describe artificial
general intelligence (AGI), ChatGPT stated,
In simple terms, Artificial General
Intelligence (AGI) refers to highly auton-
omous systems or machines that possess
the ability to understand, learn, and apply
knowledge across a broad range of tasks at
a level comparable to human intelligence.
Unlike specialized or narrow AI, which is de-
signed for specific tasks, AGI aims to exhibit
general cognitive abilities similar to those of
humans. It involves machines that can adapt,
reason, problem-solve, and learn in diverse
situations, much like how humans can apply
their intelligence to various activities without
being limited to a specific domain. AGI rep-
resents a level of artificial intelligence where

machines can handle complex tasks across

different domains, demonstrating a versatile

and human-like understanding of the world.?

Reminiscent to “HAL” 9000 (a.k.a. Heuristically
Programmed Algorithmic Computer) in Stanley
Kubrick’s 1968 movie 2001: A Space Odyssey, AGI has
made the leap from science fiction to science fact.?
The goal of OpenAl is to provide society cutting-edge,
interactive computer programs that are safe and
beneficial to use by anyone.* One way this technology
may be useful in a military environment is in develop-
ing timely educational curriculum. The application of
this technology to support education has already been
examined in a military context by way of graduate
medical education.®
This study explores the use of AGI for curriculum

development to prepare military personnel to survive
a captivity experience. The data used in this study were
from books published by former U.S. prisoners of war
(POWSs) held in Vietnam between 1964 and 1973.
These POWs represented all branches of U.S. military
service, most of whom were aviators. Their experiences
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U.S. prisoners of war stand in the yard at Hanoi's Nga Tu So prison during an inspection visit in March 1973 by international observers and
invited Western journalists. The prison, surrounded by a high brick wall topped with barbed wire, had been a government building before
the Vietnam War. Each cell housed about a dozen prisoners of war, and beds consisted of wooden platforms with mats. (Photo by Horst

Faas, Associated Press)

included prolonged torture, malnourishment, and
periods of isolation.

Of these POWSs, many wrote and published works
about their captivity experiences and their life experi-
ences afterward. The advancement of AGI has provid-
ed a novel avenue to compile their published experi-
ences to identify teaching objectives that could be used
by military members through a method of instruction
on survival and resilience. Here, survival is defined as
“the state or fact of continuing to live or exist especially
in spite of difficult conditions;” and resilience is defined
as “the process and outcome of successtully adapting
to difficult or challenging life experiences, especially
through mental, emotional, and behavioral flexibility
and adjustment to external and internal demands”® For
the purposes of this study, survival is considered an on-
going process during an event and resilience is a process
that can occur both during and after an event. These

are two critical themes necessary to train military per-
sonnel in preparation for combat and life post-combat.

Method

This analysis included works exclusively written
by former POWs about their captivity experiences in
Vietnam. For this pilot study, four published books
were selected.” Approximately 80 percent of each book
was digitally scanned and uploaded into the freely
available ChatGPT version 3.5. Due to text analysis
limitations per a single command prompt, segments of
each book were uploaded separately. For each segment,
ChatGPT was asked to identify ten common themes
from the text. Once a set of common themes were
developed for each book, all forty themes from the four
books were inputted again into ChatGPT. The program
was then prompted to develop a set of twelve common
themes across them. Next, from these twelve themes,
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an intermediary set of themes were developed—one set
on survival and another set on resilience. From these
latter two themes, teaching objectives were developed
focused specifically on survival and resilience.

Results

Table 1 (at the end of the article) shows the themes
generated from the writings (the “narrators” are the
four authors). The themes gathered include military
training, internal and external struggles, comradery
with other POWs, cultural and language differences
with their captors as barriers, the constant fear and
survival they had, not knowing when and if they would
be released, and reflections at the time of writing and
while in captivity.

From these twelve themes, two sets of themes were
prompted, one set for survival (table 2) and one for
resilience (table 3), with ChatGPT adding a thirteenth
theme in resilience. Both the survival and resilience
themes indexed both internal (memory, emotions,
identity, and instinct) and external (physical, informa-
tional, and unity/support)
themes (tables 2 and 3).
These intermediary themes

Cmdr. Steven E.
Linnville, PhD, U.S.
were generated for the final | Navy, retired, received
his psychology PhD from
Southern lllinois University,

Carbondale. His twenty-

stage, which was to develop teaching objectives in these
two areas (table 4).

In a side-by-side comparison of the survival and
resilience objectives, the differences between them
are in bold and italicized. For each of the thirteen
themes, the objectives would require students to
understand a difference between the two objectives
and discuss in detail each of these objectives using
these perspectives. The goal would be for students to
develop a deeper level of understanding of these ar-
eas and how to reflect on and address them in their
own learning process.

Discussion
This study was the first of its kind to use AGI tech-

nology to derive a set of common themes for captivi-

ty-related curriculum development. The major contribu-

tions of this study follow:

¢  First, it is the only research to date to leverage AGI
to understand the experience of captivity among
former American POWs from their perspective.

¢ Second, this work demonstrated the ability for AGI
to generate domain-specific curriculum based on
user inputs relevant to a military context. The use of
this novel technology could be leveraged for con-
tent generation and instructional design to support
instruction to military personnel as part of their
military training. This has implications for military
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quickly with face validity from a cohort to produce
shared themes across individuals with a shared expe-
rience. Future research in this area should consider
cataloging all available works from cohort members
for inclusion into data analysis. This additional
effort will likely generate more comprehensive

POW CAPTIVITY EXPERIENCES

and nuanced insights. This study showed both the
relevance and promise of leveraging novel AGI
technologies to support military-related curriculum
development. Moreover, such use of AGI is a major
technological advancement in the twenty-first cen-
tury and the way ahead for civilization. m
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Table 1. ChatGPT Facilitated Common Themes Analysis

Theme

Analysis

1. War and Captivity

Central theme involving narrator’s experiences as a POW detailing
physical and emotional challenges

2. Interrogation and Resistance

Narration highlights interrogations, the resistance to providing
information, and consequences of such resistance

3. Physical and Emotional Struggles

Vivid descriptions of the narrator’s physical pain, discomfort, and
emotional struggles

4. Cultural Divide

Theme of cultural differences and misunderstandings between the
American narrator and Vietnamese captors

5. Comradeship and Support

Portrays camaraderie among prisoners, emphasizing interactions,
shared experiences, and mutual support

6. Survival Instinct

Exploration of the narrator's instinct for survival, both physically
and mentally, amidst the challenges of being a prisoner of war

7. Flashbacks and Reflections

Reflection on past experiences, including training and previous
conversations, providing context and insights

8. Communication Barriers

Language barriers contributing to the challenges faced by the
narrator, adding complexity to the narrative

9. Loss and Destruction

Touches on the loss and destruction caused by war, including the
destruction of the squadron and its impact

10. Uncertainty and Fear

Pervasive theme of uncertainty regarding the narrator’s fate, war
progress and conditions of captivity. Fear is a constant companion

11. Military Training and Simulation

Describes the intense and realistic conditions pilots undergo during
training to prepare for actual missions

12. Combat Experience and Unforeseen Events

Reflection on a combat mission, emphasizing the unpredictability
of warfare and the impact of unforeseen events

(Table by authors)
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Table 2. ChatGPT Facilitated Common Themes on Survival Analysis

Theme

Analysis

1. Reflection on Personal History

Survival of Memory: The narrator's reflection on personal history is a survival of
memory, preserving the experiences and lessons learned during the Vietnam War.
The ability to reflect on past events contributes to the survival of the narrator's
identity and understanding.

2. War and Captivity

Physical Survival: The central theme revolves around the physical survival of the
narrator during captivity. The challenges faced, both physically and emotionally,
highlight resilience required for survival in a hostile environment.

3. Interrogation and Resistance

Survival of Information: The narrator’s resistance during interrogations is a form
of survival, as withholding certain information becomes crucial for personal
safety and the well-being of fellow prisoners.

4. Physical and Emotional Struggles

Dual Survival: The text vividly describes the dual nature of survival-physical
endurance in the face of injuries, hunger, and harsh conditions, as well as the
survival of emotional well-being amidst the mental toll of captivity.

5. Cultural Divide

Survival of Identity: The theme of cultural differences and misunderstandings
showcases the narrator's struggle to survive not only physically but also to pre-
serve his identity as an American amid the cultural divide with the Vietnamese
captors.

6. Comradeship and Support

Survival through Unity: The camaraderie among prisoners is a testament to the
survival through unity. The mutual support, sharing of experiences, and com-
fort provided by fellow inmates contribute to the collective survival mindset.

7. Survival Instinct

Innate Survival Drive: The exploration of the narrator’s survival instinct empha-
sizes the primal drive to survive, both physically and mentally, as a prisoner of
war.

8. Flashbacks and Reflections

Survival of Meaning: The flashbacks and reflections serve as a survival of
meaning, providing context to the current situation. They contribute to the
narrator's mental resilience by connecting past experiences to the present.

9. Communication Barriers

Survival through Understanding: Overcoming communication barriers becomes
essential for survival. The difficulty in understanding and conveying information
adds a layer of complexity, and the ability to navigate this contributes to the
narrator’s survival.

10. Loss and Destruction

Survival through Endurance: The theme of loss and destruction underscores
the survival through endurance. The narrator faces the challenge of
surviving not only the physical destruction caused by war but also the
emotional toll of losing comrades.

11. Uncertainty and Fear

Survival in Uncertainty: The pervasive theme of uncertainty underscores the sur-
vival in an unpredictable environment. The constant fear becomes a companion
and navigating through it becomes essential for survival.

12. Military Training and Simulation

Preparation for Survival: The narrative beginning with military training emphasiz-
es the intense conditions pilots undergo to prepare for actual missions, high-
lighting the importance of training for survival in combat situations.

13. Combat Experience and
Unforeseen Events

Survival in Unpredictability: The protagonist’s reflection on a combat mission un-
derscores the unpredictabilitz of warfare. Survival becomes a result of adapting
to unforeseen events and making split-second decisions.

(Table by authors)
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Table 3. ChatGPT Facilitated Common Themes on Resilience Analysis

Theme

Analysis

1. Reflection on Personal History

Resilient Memory: The narrator’s reflection on personal history demonstrates the
resilience of memory. Despite the passage of time and the traumatic nature of war
experiences, the narrator persists in recalling and making sense of the past.

2. War and Captivity

Resilience in Adversity: The central theme of physical survival reflects the
resilience required to endure the harsh conditions of captivity. The narrator’s
ability to withstand physical and emotional challenges showcases an overarching
resilience in the face ofy adversity.

3. Interrogation and Resistance

Mental Resilience: The narrator’s resistance during interrogations speaks to a men-
tal resilience that enables them to withstand pressure and protect vital informa-
tion. This mental fortitude is a form of resilience against psychological stress.

A

. Physical and Emotional Struggles

Dual Resilience: The dual nature of survival-both physical and emotional-un-
derscores the resilience needed to navigate the challenges. Enduring physical
hardships while maintaining emotional well-being reflects a remarka%)re evel
of resilience.

5. Cultural Divide

Resilience of Identity: The theme of cultural differences highlights the resilience
needed to preserve the narrator's identity amidst a challenging cultural divide.
The narrator's struggle signifies a resilient determination to retain their American
identity.

6. Comradeship and Support

Collective Resilience: The camaraderie among prisoners signifies a collective
resilience. The mutual support and shared experiences contribute to the
resilience of the entire group, helping each member cope with the difficulties
of captivity.

N

. Survival Instinct

Innate Resilience: The exploration of the narrator’s survival instinct emphasizes
an innate resilience, a primal drive that enables them to adapt and persevere
in the face of threats and challenges.

8. Flashbacks and Reflections

Resilience through Reflection: The flashbacks and reflections serve as a form

of resilience through meaning-making. The narrator's ability to reflect on past
experiences demonstrates resilience in the face of trauma, finding purpose and
understanding.

9. Communication Barriers

Adaptive Resilience: Overcoming communication barriers requires adaptive
resilience. The narrator’s ability to navigate the complexity of language barriers
and convey information demonstrates resilience in communication.

10. Loss and Destruction

Enduring Resilience: The theme of loss and destruction underscores the
enduring resilience of the narrator. Coping with the emotional toll of losing
comrades and facing physical destruction requires a profound level of
resilience.

11. Uncertainty and Fear

Navigating Resilience: The pervasive theme of uncertainty underscores the resil-
ience required to navigate unpredictable circumstances. The narrator’s ability to
face constant fear and uncertainty signifies a resilient approach to survival.

12. Military Training and Simulation

Prepared Resilience: The emphasis on military training highlights a prepared
resilience. The intense conditions of training prepare in iviguals to be resil-
ient in combat situations, emphasizing the importance of mental and physical
readiness.

13. Combat Experience and
Unforeseen Events

Adaptable Resilience: The protagonist's reflection on a combat mission empha-
sizes adaptable resilience. Survival in the unpredictability of warfare requires
the ability to adapt quickly to unforeseen events, showcasing a resilient mindset.

(Table by authors)
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Table 4. ChatGPT Facilitated Common Teaching Objectives on Survival and

Resilience Analysis

Theme

Survival

Resilience

1. Reflection on Personal
History

Objective: Students will analyze the
narrator's reflection on personal histo-
ry to understand how the survival of
memory contributes to the preserva-
tion of identity and lessons learned
during the Vietnam War.

Objective: Students will analyze instances of
the narrator’s reflection on personal histor
to understand and discuss how resilience is
portrayed through the persistent recall
and sense-making of past traumatic
experiences.

2. War and Captivity

Objective: Students will examine the
challenges faced by the narrator
during captivity, f{)chsing on the
physical and emotional aspects, to
recognize the resilience required for
survival in a hostile environment.

Objective: Students will examine the central
theme of physical survival in war and captiv-
ity, identifying and discussing the resilience
required to endure harsh conditions. They
will explore how the narrator's ability to
withstand challenges showcases an overar-
ching resilience in the face of adversity.

3. Interrogation and Resistance

Objective: Students will explore the
narrator's resistance during interroga-
tions as a form of survival, empha-
sizing the importance of withholdin
information for personal safety anci7
the well-being of fellow prisoners.

Objective: Students will analyze the narrator’s
resistance during interrogations, focusing on
the mental resi?ience required to withstand
psychological stress. Discussions will center
on the strategies employed by the narrator
and the implications of mental fortitude in
resisting pressure.

4. Physical and Emotional
Struggles

Objective: Students will analyze the
dual nature of survival depicted in
the text, emphasizing the narrator's
physical endurance and emotional
well-being amidst the harsh condi-
tions of captivity.

Objective: Students will explore the dual
nature of survival—both physical and emo-
tional. Through the narrator’s experiences,
they will discuss and analyze how maintain-
ing emotional well-being while enduring
phgysical hardships reflects a remarkable
level of resilience.

5. Cultural Divide

Objective: Students will examine the
theme of cultural differences and
misunderstandings to understand
the narrator's struggle to preserve
his identity as an American amid the
cultural divide with the Vietnamese
captors.

Objective: Students will examine the theme
of cultural differences and discuss the
resilience needed to preserve the narra-
tor’s identity amidst a challenging cultural
divide. The focus will be on the narrator’s
struggle and determination to retain their
American identity.

6. Comradeship and Support

Objective: Students will assess the
importance of camaraderie among
prisoners as a form of survival
through unity, highlighting how
mutual support, shared experi-
ences, and comfort contribute to a
collective survival mindset.

Objective: Students will analyze the cama-
rao{erie among prisoners and discuss how
mutual support and shared experiences
contribute to the collective resilience of the
group. Discussions will explore the role of
companionship in helping individuals cope
with the difficulties offc)aptivity.

7. Survival Instinct

Objective: Students will explore the
narrator’s survival instinct, empha-
sizing the primal drive to survive
both physically and mentally as a
prisoner of war.

Objective: Students will explore the narra-
tor’s survival instinct, discussing the concept
of innate resilience as a primal drive that
enables adaptation and perseverance in
the face of tiﬁeats and challenges. The focus
will be on understanding the biological and
psychological aspects o?resilience.

(Table by authors)
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Table 4. ChatGPT Facilitated Common Teaching Objectives on Survival and
Resilience Analysis (continued)

Theme

Survival

Resilience

8. Flashbacks and
Reflections

Objective: Students will analyze the

role of flashbacks and reflections as
a survival mechanism, understand-
ing how they provide meaning and
contribute to the narrator’s mental
resilience.

Objective: Students will analyze the role of flash-
backs and reflections in the narrative, focusing on
how they serve as a form of resilience through
meaning-making. Discussions will explore how
the narrator’s ability to reflect on past experienc-
es demonstrates resilience in the fgce of trauma.

9. Communication Barriers

Objective: Students will explore the
challenges posed by communi-
cation barriers and recognize the
importance of overcoming them for
survival, emphasizing the complexity
added by difficulty in understanding

and conveying information.

Objective: Students will explore the theme of
overcoming communication barriers and dis-
cuss the adaptive resilience required. The focus
will be on the narrator's ability to navigate
language complexities and convey infgrmation,
emphasizing the importance of resilience in

communication.

10. Loss and Destruction

Objective: Students will examine
the theme of loss and destruction,
emphasizing survival through en-
durance as the narrator faces both
physical and emotional challenges
caused by war and the loss of
comrades.

Objective: Students will examine the theme of loss
and destruction, discussing the enduring resilience
of the narrator. The focus will be on coping with
the emotional toll of losing comrades and facin
physical destruction, highlighting the profoundg

level of resilience required.

11. Uncertainty and Fear

Objective: Students will analyze the
pervasive theme of uncertainty and
fear, understanding how survival in
an unpredictable environment re-

uires navigating through constant
?ear and uncertainty.

Objective: Students will explore the pervasive
theme of uncertainty, discussing the resilience
required to navigate unpredictable circum-
stances. Analysis will focus on the narrator’s
ability to face constant fear and uncertainty,
signifying a resilient approach to survival.

12. Military Training and
Simulation

Objective: Students will explore the
narrative beginning with military
training to understand the impor-
tance of intense preparation for
survival in combat situations.

Objective: Students will analyze the emphasis

on military training and discuss how it high-
lights prepared resilience. The focus will be on
understanding how intense training conditions
prepare individuals to be resilient in combat sit-
uations, emphasizing the importance of mental
and physical readiness.

13. Combat Experience
and Unforeseen Events

Objective: Students will analyze the
protagonist's reflection on a combat
mission to understand how survival

is a result of adapting to unforeseen
events and making split-second
decisions in the unpredictable context
of warfare.

Objective: Students will explore the protagonist’s
ref{ection on a combat mission, emphasizing
adaptable resilience. Discussions will focus on
how survival in the unpredictability of warfare
requires the ability to adapt quickly to unfore-
seen events, showcasing a resilient mindset.

(Table by authors)
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t first blush, air wars in Afghanistan may
Anot seem like an intuitive topic for air power

theorists to consider. When one thinks
of the record of the Afghan Air Force, images of
World War II-style dogfights between the Allies and
Luftwaffe during the Battle of Britain don’t immedi-
ately spring to mind. Nor did the Taliban infrastruc-
ture present an industrial base warranting a strategic
bombing campaign on the scale of those against
Imperial Japan or North Vietnam.

However, the time from the beginning of 1979
through the end of 2021 is a remarkably dynamic one
in the advancement of air combat technology and
combat tactics that range from surface-to-air weap-
ons to the introduction of unmanned aircraft systems.
Furthermore, the successive combat operations of first
the Soviet Union in the 1980s and then the U.S.-led
coalition after the 9/11 attacks encompass a broad
range of military missions for both fixed-wing and ro-
tary-wing air power, including airborne logistics, rapid
troop deployment, surveillance and reconnaissance,
in-flight refueling, and aeromedical evacuation.

Additionally, the physical environment of
Afghanistan poses unique challenges for air combat
operations. Many airfields, such as those at Kabul and

Bagram, are at significant altitude above sea level where
thinner air impacts engine performance and wing lift,
potentially lengthening takeoff distances and reducing
load capacity. High summer month temperatures—
when ground combat in Afghanistan and the ensuing
need for close air support is historically at its peak
levels—further exacerbate the aerodynamic challenges.
Afghanistan’s mountainous terrain and limited road
and rail infrastructure curtail surface transit in ways
that necessitate air transport even for nonmilitary
purposes. All of these factors provide a rich environ-
ment for a student of air

power to learn from and

to inform the future of air Matthew Kiefer is an

combat. academic chair and faculty
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illustrated coffee table
book that tackles this top-
ic. The primary value of

decades of experience

as a federal employee in
various capacities for the
Department of Defense,
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of all types of aircraft, which appear on almost every
page of the approximately three hundred-page book.
It is a story told principally in five parts: the Soviet era
during the 1980s, the initial coalition invasion in the
early 2000s, the growth of the Taliban insurgency in
the mid-2000s, the Obama-era Surge in the early 2010s,
and the drawdown in the late 2010s through the even-
tual U.S. withdrawal in 2021.

Many of the book’s key narrative moments will
be familiar to those who have followed the Afghan
conflict through other lenses of ground combat or
covert action. The Soviet invasion in the 1980s was
one-sided in the sky until the U.S. provision of sur-
face-to-air missiles to the Afghan resistance, when
during a roughly year-and-a-half turning point in
198485, a tenfold increase in surface-to-air missile
launches forced a drastic reevaluation of Soviet tactics
and deployments. In the twenty-first century, the use
of unmanned systems like the Predator drone, initially
deployed as prototypes under the shadowy guise of
intelligence services and then more generally as wide-
spread tools in the Department of Defense arsenal,
became a critical part in the United States’ counter-
terrorism hunt for al-Qaeda and its associates.

Perhaps less well appreciated generally were the
workhorses of modern combat: the air cargo and tanker
craft. These were crucial for the U.S. coalition first to
provide timely logistics to the battlefield in a landlocked
country, and then eventually for the withdrawal from
that same country in 2021. These cargo craft as well as
their flight and ground crews were critical to sustaining
military and humanitarian logistics supplies for two
decades. At the strategic level, cargo planes brought
material into and out of Afghanistan as an alterna-
tive to navigating sometimes politically challenging
ground routes through Central and South Asia. Within
Afghanistan, fixed- and rotary-wing transport provided
routine supply to austere locations and rapidly provided
material to forward units in contact to press operation-
al advantages. Because flights sometimes originated

from basing in the Gulf States or involved naval units
in the Indian Ocean, in-flight refueling was a critical
extender for range and duration of flight missions.

In 2021, these logistics craft had a last mission,
steadily bringing people and supplies out of the country.
That June, approximately nine hundred C-17 loads left
Bagram before the United States closed that air base.
At Kabul airport, with its lone runway for both take-
offs and landings and at constant risk from potential
ground antiaircraft fire, approximately thirty to fifty
international flights left daily during the last month of
the U.S. mission, evacuating an average of 7,500 people
with them according to the author’s figures. During
August drawdown operations, one C-17 heroically flew
with a load of 823 people in a memorable photograph
naturally included in this book, which is about three
times its normal safe passenger count. In the final few
short weeks of the U.S. mission, aviation was responsi-
ble for moving the equivalent of half of Afghanistan’s
fifth largest city out of the country—a wildly successful
achievement by any measure and a noncombat mission
for military aircraft that should be deeply appreciated
by aviation aficionados.

A reader critical of this book would focus on the
extensive use of jargon that will alienate a casual
reader. The text makes heavy use of specific termi-
nology for unit designations and weapons armaments
without context for the layman on what they are or
why they matter. Narrative anecdotes mention specific
pilots by name without any introduction or epilogue
to explain the level of detail. In many places, the book
reads like a compilation of mission logs, contrasting
in writing style with other air power books that are a
tactical analysis of competing weapons systems or a
journalistic memorializing of medal-winning hero-
ism. Furthermore, the production quality could be
improved, as there are several typographical errors,
and the binding feels like it might not hold up over
time due to being laid open in ways that showcase the
richness of the photography. ®
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Honored

or more than forty years after World

War II, the Ghost Army’s activities

remained highly classified and gar-
nered little public recognition. That changed
on 21 March 2024 when these veterans were
awarded the Congressional Gold Medal at
the U.S. Capitol in Washington, D.C. The
Congressional Gold Medal is the highest civil-
ian honor that Congress can bestow. Three of the known
seven surviving members—Bernard Bluestein, 100; John
Christman, 99; and Seymour Nussenbaum, 100—made
the journey to Washington to accept the award.

The “Ghost Army, comprised of the 23rd
Headquarters Special
Troops and its sister unit,
the 3133rd Signal Service
Company, was cited for its
“unique and highly distin-
guished service in conduct-
ing deceptive operation in
Europe during World War
II7* Many of these soldiers
were initially recruited from

art schools, advertising
agencies, communications
companies, and a variety of
other creative and tech-
nical professions.” This
1,100-member unit, active
between June 1944 and
March 1945, could simulate
two units totaling some

thirty thousand soldiers by

A US. Mint reproduction of
the Ghost Army’s Congressio-
nal Gold Medal. (Photo cour-
tesy of the U.S. Mint)

U.S. Speaker of the House Rep. Mike Johnson presents the Congres-
sional Gold Medal to Seymour Nussenbaum (seated left) and Bernie
Bluestein, veterans of the 23rd Headquarters Special Troops and
the 3133rd Signal Services Company, known as the Ghost Army, on
21 March 2024 at a ceremony at the U.S. Capitol in Washington,
D.C. (Photo by Sgt. David Resnick, U.S. Army)

employing visual, sonic, and radio deceptions. The Ghost
Army carried out more than twenty missions, using
inflatable tanks and vehicles, sound trucks, fake radio
transmissions, and the like to give units the time needed
to maneuver.’ Ultimately, it deceived Hitler’s forces and
misled them of the size and location of the Allied forces
preparing for the D-Day invasion.

“The actions of the Ghost Army helped change the
course of the war for thousands of American and Allied
troops and contributed to the liberation of a continent
from a terrible evil Secretary of the Army Christine
Wormuth said during the ceremony. “Even though tech-
nology has changed quite a bit since 1944, our modern
techniques build on a lot of what the Ghost Army did,
and we are still learning from your legacy

To learn more about the Ghost Army and its
Congressional Gold Medal, visit https://www.congress.

gov/117/plaws/publ85/PLAW-117publ85.pdf. m
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