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The onboard camera of a Russian Lancet one-way attack unmanned aircraft targets a Ukrainian SA-8 “Gecko” air defense system in April
2023, seconds before the aircraft struck and destroyed the vehicle. (Screenshot from Funker530)
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The Turkish-made Bayraktar TB-2 armed with lightweight, laser-guided bombs, shown here on 2 November 2014, carried out successful
attacks by Azerbaijan against Armenian and Artsakh forces in 2020 and by Ukraine against Russian targets in the early stages of that conflict.

(Photo by Bayhaluk via Wikimedia Commons)

he increased use of unmanned aircraft systems

(UAS) in modern war is no surprise. Modern

drones provide outstanding aerial capabilities
at all echelons, from a frontline infantry soldier using
a small, commercial quadcopter to surveil enemy posi-
tions, to large UAS equipped with advanced precision
munitions and the ability to operate beyond line of
sight from its operator. Necessarily, armed groups seek
to counter their adversaries’ UAS capabilities by de-
stroying, disabling, or negating them and their effects
on the battlefield.

While we can look to almost any conflict fought in
the last decade for important lessons on the use and
countering of UAS, two of the most recent conflicts
provide numerous examples of how modern mili-
taries are fighting the UAS fight. The 2020 Nagorno-
Karabakh war between Armenia and Azerbaijan saw
widespread use of UAS but also the weaponization
of information about that use. The ongoing war in
Ukraine reinforces many observations from Nagorno-
Karabakh, but it also shows how modern warriors
not only would prefer to have, but inherently re-
quire, UAS at the lowest echelons. Russian’s full-scale
invasion of Ukraine reveals how small UAS (sUAS),
sometimes purchased commercially or even donated
through crowdfunding campaigns, can provide an
offensive capability against a larger, technologically
capable adversary.

The numerous lessons could likely fill an entire
journal, so this article focuses on four lessons. First, we
saw the effective use of one specific UAS platform in
both conflicts: the Turkish-produced Bayraktar TB-2.
The TB-2 flew into popular war songs and crowdfund-
ing campaigns as the world watched clip after clip of
TB-2s effortlessly destroying enemy air defenses, tanks,
command posts, and supply convoys.! With its lethal
effects on the battlefield, the TB-2 and similar UAS will
undoubtedly be ubiquitous in future conflicts. Second,
all sides of the conflicts have used UAS in information
operations. The abilities of UAS on the battlefield have
captured the public mind, and government information
outlets have capitalized on that by publishing video feeds

from their UAS or shar-
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Ukrainian soldiers watch drone feeds from an underground command center in Bakhmut, Donetsk region, Ukraine, 25 December 2022.
The Ukrainian government minister in charge of technology says his country has bought some 1,400 drones, mostly for reconnaissance, and
is now developing air-to-air combat drones that can attack the drones Russia is using against Ukrainians. (Photo by Libkos, Associated Press)

While not a new tactic in war, Ukrainian and Russian
forces alike have made widespread use of modifying
commercial sUAS to drop munitions on enemy forces,
providing their forces with an accurate, immediate-
ly correctable offensive weapon. Fourth, despite the
widespread use and success of UAS, both conflicts re-
veal how present air defense systems and tactics cur-
rently fail to provide adequate counter-UAS (C-UAS)
defense against these threats.

These lessons reveal critical shortcomings in the
United States’ C-UAS—specifically C-sUAS—ca-
pabilities, as well as the lack of organic tactical sUAS
capabilities, training, and fielding for use by our forces.
Future conflicts, regardless of the adversary, will
inevitably require U.S. forces and our allies to protect
against enemy UAS. As the conflicts show, any viable
C-UAS program requires widespread air defense and
force protection capabilities at all echelons, not just
one short-range air defense (SHORAD) battalion per
Army division that rarely, if ever, train together. It
will require novel C-sUAS capabilities and tactics in
addition to traditional SHORAD and C-UAS defense.
And, just as important as negating an adversary’s UAS

is providing the benefits of such UAS to friendly forces
at all echelons and for all types of units.

Bayraktars in Nagorno-Karabakh
and Ukraine

For decades, the United States and other techno-
logically advanced militaries were the only ones with
the technical expertise and money to put unmanned
aircraft in the sky. However, as both military-designed
and commercial drones become cheaper, more plenti-
tul, and easier to operate, they will continue to prolif-
erate to militaries and armed groups around the world,
bringing their deadly capabilities with them.

Take the Azeri’s Bayraktar TB-2s. When Azerbaijan
launched its offensive against Armenian and Artsakh
forces in 2020, it made effective use of the TB-2s. It
destroyed Armenian air defenses, tanks, battle posi-
tions, and much more, thereby enabling ground forces
to maneuver effectively against Armenian forces and
rapidly advance through the territory of Nagorno-
Karabakh.? Armored assets in fortified battle positions
with cover and concealment as well as air defense sys-
tems actively searching for air tracks were not safe from
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A Ukrainian serviceman attaches a hand grenade to a drone to use in an attack against Russian targets near Bakhmut in the Donbas region
of Ukraine on 15 March 2023. (Photo by Aris Messinis, Agence France-Presse)

Azeri TB-2s.* Yet, Azerbaijan had only just acquired
the TB-2 a few months prior to the war. The govern-
ment announced the acquisition in June 2020 and
were employing them on the battlefield by November
2020.° Similarly, Ukraine received its first TB-2s in July
2021 and used them for its first kinetic strike in the
Donbas region against militants of the Donetsk People’s
Republic on 26 October, just three months later.®
Ukraine’s acquisition and use of such an advanced UAS
was a potential impetus, or at least a purported one, for
Russian President Vladimir Putin’s decision to begin
building up forces along the Ukrainian border before
the full-scale invasion on 24 February 2022.”

Both Azerbaijan and Ukraine were able to ac-
quire, field, and employ the TB-2 in just a few
months. While both militaries are relatively modern
and well-equipped, they are not what the United
States would typically consider near-peer or a
comparable conventional adversary. This shows how
easily modern militaries can acquire, train on, and
effectively deploy a UAS comparable to the TB-

2’s capabilities. While such systems are surely not
impervious to current air defenses, video feeds from
both conflicts show a startling ability to fly directly

above enemy air defenses unthreatened, targeting
and destroying them instead.

UAS like the TB-2, which are larger and require
more logistical and communications support to op-
erate, are classified as Group 4 or 5 UAS.® They often
provide an organic kinetic strike capability in addition
to reconnaissance, intelligence, surveillance, and target
acquisition (RISTA). As a result of real-time informa-
tion sharing, these UAS can also perform immediate
battle damage assessment (BDA) and provide data for
prompt correction of artillery or other fires on a target,
as Azerbaijan and Ukraine have done.’

The proliferation of Group 4 and 5 UAS will give
many militaries and armed groups the abilities that
Ukraine and Azerbaijan employed to great effect. The
TB-2 has already seen use in various African states,
and worldwide sales show no signs of slowing down."
United States and allied ground forces and their lead-
ers should expect any adversary to effectively employ
such UAS against them. Even if a potential adver-
sary does not possess such UAS now, Ukraine and
Azerbaijan’s rapid acquisition and deployment of the
TB-2 demonstrate that any modern military can, and
likely will, acquire Group 4 and 5 UAS and use them

MILITARY REVIEW  Space & Missile Defense 2024

35



A video feed from a Ukrainian TB-2 shows it guiding a missile onto a Russian Buk M-3 air defense system outside Kyiv on 28 February 2022.
The missile struck and destroyed the Buk system. (Screenshot courtesy of the Ministry of Defence of Ukraine via Twitter)

to great effect, often sidestepping current air defense
platforms. Such UAS may even soon become a C-UAS
weapon in its own right."!

UAS in the Information Fight

As critical as the TB-2 and other UAS were to
the parties of both conflicts on the battlefield, they
were also a major factor in the information wars.
Government media outlets shared drone feed foot-
age of their UAS striking or surveilling enemy forces.
In the face of such public fascination with the pur-
ported successful employment of UAS, the opposite
side would often attempt to discredit such reports,
usually by sharing footage or reports of shooting
down UAS. Both conflicts clearly show how import-
ant UAS have become in the information domain, as
the public perceives successful UAS use as crucial to
battlefield success.

In Nagorno-Karabakh, Azerbaijan published
numerous clips of its TB-2 feeds and its Israeli-made
Harpy drones, which are one-way loitering attack
UAS that fly into their targets to destroy them."”
These clips showed the destruction of Armenian
vehicles, artillery, troop positions, and more. Azeri

government outlets shared these clips on social media
sites like Twitter directly on the official ministry of
defense page for the world to access and view. Third-
party sites like Funker530, a combat footage website,
and other social media users and platforms reshared
these clips, increasing worldwide viewership.*?
Fascination with the Azeri’s use of UAS presented an
image that the Azeri military was highly successful
and effective on the battlefield. The government’s goal
was clearly to paint a picture of battlefield success to
ensure domestic support and international awe at the
military’s effectiveness.

The Armenian government sought to counter this
information, especially as the forces of their military
and that of their ally, Artsakh, lost territory during
the conflict. As domestic turbulence grew in light of
Armenia’s losses, the government published its own
footage showing an air defense intercept and destruc-
tion of an Azeri UAS, a modified AN-2 Colt. Armenia
shared this footage on its Twitter page as well, likely
hoping for high viewability just as Azerbaijan was
able to garner with its drone footage."* Government
accounts also tweeted photos purporting to show
debris from Azeri TB-2s after being shot down.
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While Azerbaijan’s injection of UAS footage dwarfed
Armenia’s C-UAS information operations, it was still
an interesting development. That Armenia felt the
need to respond to the effects of Azerbaijan’s drone
information operations illustrates how important and
effective they can be. The 2020 Nagorno-Karabakh
conflict ushered in a new technique of state-sponsored

In future conflicts, the United States should expect that
the success of UAS [unmanned aircraft systems] and
C-UAS [counter UAS] employment, whether real or
purported, will be an increasingly important aspect of

information operations.

UAS-related information operations that Russia and
Ukraine have exploited.

Ukraine’s government outlets also quickly pub-
lished TB-2 recordings on official government chan-
nels such as the messaging application Telegram. They
included strikes on the Russian backed-up convoy
outside Kyiv, thwarting Russia’s attempt to topple the
capital.”® These clips have also featured in Ukraine’s
recent counteroffensives such as showing the de-
struction of air defenses and boats on the strategically
and symbolically important key terrain of Zmiinyi
(Snake) Island, which forced Russia to withdraw
on 30 June 2022." Just like in Nagorno-Karabakh,
third-party sites republished these clips, increasing
viewership and global fascination. The TB-2 became
so famous that Ukrainian fighters wrote songs and
shared videos of them dancing along."”

And just as Armenia sought to counter this infor-
mation effect, Russia shared stories of shooting down
TB-2s. They even went so far as to stage a fake air
defense kill of a TB-2, all to appear to be successfully
countering Ukraine’s UAS employment.'® Ukrainian
government sites have also touted their own C-UAS
capabilities, sharing videos of shooting down Russian
UAS, posing with downed UAS, and sharing destroyed
UAS counts in their daily briefings.”” While all sides
oftentimes inflate such counts and reports in a con-
flict, the fact that they are so central and oft-reported
reveals how important the conflict parties view them in
their information operations.

UNMANNED AIRCRAFT SYSTEMS

In future conflicts, the United States should expect
that the success of UAS and C-UAS employment,
whether real or purported, will be an increasingly
important aspect of information operations. Successful
UAS employment is therefore significant not only
for the effects they bring to the tactical battlefield but
also on mobile devices and social media platforms.

The public is increasingly fascinated with unmanned
operations in conflict and associate UAS/C-UAS
success with success in the overall war effort. This will
apply to information consumers domestically, in allied
nations, in a potential adversary’s nation, and world-
wide.” Finally, as unmanned ground and naval vehicles
become increasingly capable and autonomous, there is
little reason not to expect those platforms to impact the
information domain as armed groups and state militar-
ies begin employing them in combat.

Group 1-3 sUAS in Ukraine

While the Nagorno-Karabakh conflict lasted six
weeks, the full-scale Russian invasion of Ukraine
has continued for a year and a half. Further, the war
in Ukraine has resulted in mass mobilization with-
in Ukraine, resulting in hastily organized units such
as the Territorial Defense Force and the Ukrainian
International Legion for foreign volunteers.”* As the
war continued, both the newly organized units and
firmly established units began employing smaller,
cheaper, Group 1-3 sUAS extensively.

Ukrainian forces (and, to a lesser extent, at least
in Western media, Russian forces) have purchased or
received donations of commercial drones for their use.
While not as large, capable, or long-range as standard
military designed UAS, these drones can still provide
an essential RISTA and BDA capability. Frontline per-
sonnel, such as at the platoon or squad level, can em-
ploy their own UAS rather than relying on UAS held as
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intelligence assets at the battalion-or-above level. This
permits them and their leaders to see the battlefield
in real time, make immediate adjustments, and better
avoid ambushes or prepared enemy positions.”

Video footage from Ukraine also shows that
Ukrainian forces modified such Group 1-3 sUAS to
carry and drop munitions—often antitank rounds,

sUAS [small UAS] have such a low radar cross-section
that they can avoid detection by most modern US.
Army air and missile defense radars and are usually
too small to counter with current US. Army SHORAD

radars and are usually too small to counter with
current U.S. Army SHORAD systems like the FIM-

92 Stinger missile, whether fired in a Man-Portable

Air Defense System (MANPADS) configuration or
from the legacy Avenger or new Maneuver-SHORAD
(M-SHORAD) platforms. While the United States has
developed and acquired a litany of C-sUAS systems

J)

[short-range air defense] systems.

grenades, or mortar rounds—onto enemy positions,
vehicles, and personnel.” This is far from the first time
we have seen commercial drones fitted to carry and
drop such munitions; in Syria, militant groups like

the Islamic State pioneered this technique as early

as 2015.>* However, Ukrainian forces appear to use
them in large numbers and outside of formal military
acquisition and development channels. Their effective-
ness can be seen plainly in the published video footage.
Furthermore, Ukraine has acquired purpose-built
munitions-dropping sUAS. A Taiwanese-based pro-
ducer, DronesVision, sent eight hundred purpose-built
munitions-dropping UAS to Ukraine via Poland. The
Revolver 860 system can carry eight 60 mm mortars to
drop directly onto targets below.”

Whether purely commercial sUAS conducting
surveillance, jerry-rigged commercial drones carrying
whatever munitions available, or purpose-built muni-
tions-dropping sUAS, the United States must expect
to face an ever-increasing quantity and variety of
Group 1-3 sUAS on today’s battlefield, no matter the
adversary.* Ukraine’s rapid acquisition, proliferation,
and employment of commercial sUAS shows that any
potential adversary can exploit current technology
similarly. Taiwan’s Revolver 860 UAS is an example
of one of the first, but certainly not the last, of a small
munitions carrying UAS.

These Group 1-3 sUAS have such a low radar
cross-section that they can avoid detection by most
modern U.S. Army air and missile defense (AMD)

(e.g., Fixed Site-Low, Slow, Small Unmanned Aerial
Vehicle Integrated Defeat System [FS-LIDS]; Mobile
Low, Vehicle Integrated Defense System [M-LIDS];
and Mobile Air Defense Integrated System [MADIS]),
they are not currently fielded to trained personnel
across the force, especially our maneuver forces, in
sufficient numbers to counter this exponentially grow-
ing threat. There is also an immediate need for highly
mobile C-sUAS systems to accompany friendly forces
that must remain agile to avoid detection and target-
ing by those same sUAS and other enemy collection
techniques. If Ukraine and Russia are rushing “drone
busters” to their forces, why aren’t we?

Providing Friendly sUAS
Capabilities in the Tactical Fight

The lessons of Ukraine and Nagorno-Karabakh are
not limited to C-UAS. They also reveal the necessity
of all tactical units having a sSUAS RISTA capability.
In Ukraine, sUAS have become so essential to the
battlefield that Ukrainian forces have sent sUAS on
sUAS-recovery missions behind enemy lines—a drone
rescuing a drone.” Maneuver platoons can employ
sUAS to surveil an objective before occupying, con-
ducting movement, or attacking. RISTA/BDA sUAS
are clearly essential for correcting indirect fire of all
types, whether used by forward observers or any front-
line soldier.

sUAS benefits should not be limited to maneu-
ver units only, however. The ability for real-time,
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A Ukrainian soldier controls a drone as its camera shows Russian troop positions during heavy fighting at the front line in Severodonetsk,
Luhansk region, Ukraine, 8 June 2022. (Photo by Oleksandr Ratushniak, Associated Press)

on-demand aerial reconnaissance or surveillance

is essential for all units. For example, a battery—
whether air defense or field artillery—conducting a
Reconnaissance, Selection, and Occupation of Position
performs a ground reconnaissance of a potential

new site and the routes there.?® A sUAS would allow
them to add a real-time air reconnaissance capability,
protecting the ground element until they have sur-
veilled the site and route. Any unit—logistics, medical,
engineer, etc.—conducting a road march or occupying
a new position can use a Group 1-3 sUAS to conduct
an air reconnaissance of the route ahead of them, doing
so even as they move. A sUAS RISTA capability at
echelons lower than brigade combat teams will also re-
duce the number of priority intelligence requirements
submitted to higher headquarters, thereby freeing up
brigade-and-above intelligence assets.

Equipping units with Group 1-3 sUAS—ideally
government-developed but, if necessary, commercial
off-the-shelf as Ukraine has done—will also benefit the
defense of fixed sites from ground attack. This includes
command posts at all echelons, forward arming and re-
fueling points, tactical assembly areas, communications

relay sites, and many more. sUAS can monitor the site
perimeter, entry control points, and routes in and out
of the area with a live feed direct to the element tasked
with site security or the local command post.

Of course, the internal proliferation of sUAS would
necessitate training in discretion; if I fly a small quad-
copter over the brigade command post twenty-four
hours a day, it will be quite easy for an enemy force to
determine where we are and target us, both visually
and based on electromagnetic emissions. But the ben-
efits of having the capability of a sSUAS for monitoring
relatively fixed sites and conducting reconnaissance of
new sites and routes, employed with proper discretion,
far outweigh the risks, especially since the adversary is
very likely to be using comparable sUAS to try to find
our positions anyway. If Ukraine and Russia are rush-
ing Group 1-3 sUAS to their forces, why aren’t we?

Current AMD and C-sUAS
Shortcomings

Both Nagorno-Karabakh and Ukraine show the
inability of current AMD systems to defend friendly
forces against new UAS like the Bayraktar TB-2 and
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Group 1-3 commercial sUAS adapted for military
use. A number of videos released by both Azerbaijan
and Ukraine during their respective conflicts show
the TB-2 striking Soviet-era AMD platforms, still

in use by a number of countries—including NATO
countries—Ilike the SA-8 “Gecko” or the Buk M-1/2
(SA-17 “Grizzly”), and others.” Russia also recently
shared video of a Lancet one-way attack UAS striking
and destroying an American-made Avenger system.*’
Ukraine and Russia’s use of commercial Group 1-3
sUAS demonstrates the requirement for a vast expan-
sion in C-sUAS coverage, and combatants there have
scrambled to rapidly equip their forces with C-sUAS
weapons.’! Even if current AMD platforms could ade-
quately intercept such sUAS (which they cannot), their
high quantity, cheapness, ease of use, and proliferation
among tactical-level units means modern militaries
need a C-sUAS capability interspersed throughout
their forces. From a warfighting function perspective,
this is both a fires and a protection issue.?

What does this mean for air defense and protec-
tion against sSUAS? First, there is little doubt that
modern militaries will require more air defense. As
Group 4 and 5 UAS like the TB-2 increase in quan-
tity and capability, militaries will need more C-UAS
AMD systems to deny those systems airspace and,
ideally, intercept and destroy them. AMD and the
fires warfighting function, including incorporating
nonlethal fires via electronic warfare capabilities, are
best suited to counter Group 4 and 5 UAS. Indeed,
Russia has reportedly vastly improved its ability to
counter Ukraine’s TB-2s, incorporating electronic
warfare capabilities alongside traditional air defense
systems to relegate the TB-2s to reconnaissance duties
safely away from potential intercept.’

Second, there is also an urgent need for a robust
C-sUAS capability that can detect, identify, respond to
(including engagement), and report the enemy sUAS,
with the aim of negating the effects of the enemy’s
sUAS. The current radars and weapon systems that
most militaries, including the United States, rely upon
were designed and maintained with a counter-aircraft
mission, adept at detecting and destroying fighters,
bombers, and helicopters, not small, slow UAS. While
the United States and other modern militaries possess
capable C-sUAS systems such as M-LIDS and various
“drone buster” guns, these systems must be available

organically—not as a just-before-deployment attach-
ment or fielding—for maneuver and support units
alike. Just as all units can receive and deploy with
antiarmor systems like the AT-4, or formerly deployed
to Iraq and Afghanistan with counter-improvised
explosive device systems, all units require a short-range
C-sUAS capability to at least defend against Group
1-3.% Most importantly, they need this capability now.
The next fight, whoever it is against, will see wide-
spread use of sUAS by our adversary.

Third, units must train with UAS, including Group
1-3, in mind. Tactics thought to be left to the history
books—air guards, react-to-air attack, using small arms
to fire at aircraft—need to return and adapt to the
C-UAS fight.*® Even if units cannot train with an air
defense unit directly, trainers can provide their oppos-
ing forces with sUAS to conduct RISTA operations
against the training audience. They can even rig them
to drop foam Nerf footballs or tennis balls to mimic
current battlefield tactics. And while these changes
will come at a financial cost, they cannot exist solely
at combat training centers.”” Adversary UAS need to
be incorporated into regular field training exercises,
combined live-fire exercises, command post exercises,
convoy training, small-unit training, and more.

The question quickly arises: How best to address
these shortcomings? There are a variety of options
available to policymakers and planners. The Army’s
current approach to counter armored threats provides
a possible framework with multiple options. Ground
forces could field C-sUAS weapons systems directly to
lower-echelon units, just as we currently do with AT-4s
and did for counter-improvised explosive devices in
Iraq and Afghanistan. After Russia’s illegal annex-
ation of Crimea and support for separatists in eastern
Ukraine in 2014, the Army began the Additional Skill
Identifier A5 program, training infantry soldiers on the
Stinger platform. One option is to expand this program
or make such training standard, just like AT-4s, or sup-
plement the current Additional Skill Identifier A5 pro-
gram with additional C-UAS training and equipment.

There is also an option to add a separate SHORAD/
C-sUAS element to units organically. This would
prevent haggling over command and support relation-
ships and reduce demand for AMD/C-sUAS resources
when, as is the current doctrine, U.S. SHORAD bat-
talions are “potentially” distributed to Army divisions,
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not organically a part of the maneuver units.** An
element organic to maneuver units could be a new type
of SHORAD battery, minimally reliant on integration
with other air defense sensors and shooters, in each
brigade combat team, perhaps within the brigade engi-
neer battalion. This battery might consist of a platoon
of sensors, a C-sUAS platoon with electronic warfare
weapons systems to counter Group 1-3, and a typi-

cal SHORAD platoon with weapons like the Stinger
missile in MANPADS configuration to counter aircraft
and Group 4 and 5 UAS.

Or, again looking to the example of antiarmor
capabilities within maneuver units, every maneuver
battalion could include a platoon within the bat-
talion headquarters and headquarters company or
weapons company dedicated to C-UAS, perhaps with
two squads for C-sUAS and one squad of tradition-
al SHORAD. After many decades of risk-averse air
defense, the increased risk of decentralized air defense
shooters is necessary in this emerging world of UAS.
The Army could look to how Air Force tactical air
control parties, embedded in Army maneuver forces,
receive a tactical air picture as inspiration for how to
integrate the necessary SHORAD/C-UAS capabilities
in maneuver forces into the joint AMD fight. Whether
this hypothetical C-UAS element resides organically at
the battalion, brigade, or division level, with or without
a C-UAS weapons system fielded directly to frontline
personnel, or a mix of all of these, the key takeaway is
that maneuver units need C-UAS organically and in
adequate numbers to defend their battlespace indepen-
dent of external support. Better minds can determine
the precise form of the solution—the immediate need,
however, is all too apparent.

Whatever the solutions, a few principles are evident,
principles that the Joint Counter-Small Unmanned
Aircraft Systems Office may consider in their strate-
gies, particularly when updating the Department of
Defense C-sUAS strategy that has not been updated
since January 2021 despite the stream of lessons from
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Nagorno-Karabakh and Ukraine.” As mentioned, we
need more air defense force protection assets, better
equipped for C-UAS and specifically C-sUAS, dis-
persed to the lowest level, organic to maneuver and
nonmaneuver units alike, and with more integrated
and accountable training. The large-scale drone fight
is already here; our ground forces need the equipment,
knowledge, and training to counter and survive it.

Conclusion

The wars of Nagorno-Karabakh and Ukraine
show us the present and the future of UAS warfare.
Whether it is the employment of Group 4 and 5 UAS
like the TB-2 Bayraktar or ingeniously adapting and
rigging commercial off-the-shelf sUAS for RISTA and
offensive capabilities, the wars show that any potential
adversary, and the United States itself, can and should
rapidly acquire and employ such UAS. These drones
have reshaped the battlefield, reshaped the information
fight, and obviated or revealed gaps in older air defense
systems. It has ushered in new urgency to a latent
shortcoming in the U.S. Army and Department of
Defense-wide—its C-UAS capability.*

Just as the United States and allied ground forces
should seek to distribute the benefits of small RISTA
UAS to all units at low-level echelons, they must also
rapidly add, improve, and integrate C-UAS force pro-
tection capabilities with all units down to the tacti-
cal-unit level. Failure to do so before the next conflict,
whomever it may be against, will lead to public embar-
rassment in the information domain, tactical losses of
materiel and personnel, and lost opportunities in the
offense. Domination of the skies will not just depend on
advanced fifth-generation aircraft—it will require the
Group 1-3 quadcopters and C-sUAS weapons we are
seeing proven on the battlefield every day in Nagorno-
Karabakh and Ukraine. m

Special thanks to Capt. Nathan “Coastal” Jackson for
his insightful thoughts and observations.
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