U Y 1755 Major General Edward Brad-
dock, commander in chief of all British forces n
North America and a 45-year career soldier, was
killed along with 900 of his men by a smaller French
and Indian force. On his way to capture Fort
Duquesne, Pennsylvania, Braddock had split his
force into two divisions. Because of the difficulty
of crossing the wilderness, they opened a distance
of 60 miles between the “flying column™ division of
rapidly moving soldiers and a support column haul-
ing “monstrously heavy eight-inch howitzers and
twelve-pound cannons” completely unsuited to
the terrain.

The lead column stretched a mile in length and
was attacked on the far side of the Monongahela
River by Indians streaming along either British flank
and hiding within the forest they had long used as
hunting grounds. The British responded using tradi-
tional tactics—continuously trying to form compa-
nies and return fire but only concentrating their num-
ber further for Indian attack. Braddock ordered
forward the main body of his troops, which then col-
lided with retreating elements ahead. In the result-
ing confusion, 15 of the 18 officers in the advance
party were picked off. Still, the remaining forces con-
tinued to fight the way they were taught: maintain-
ing platoon formations and firing together even as
they drew heavy fire to the line from well-hidden

- Congressman Ikeszelton suggests how-to overcome the threat of
¢ ‘exammmg yesteryear s battles to develop
strategzes and tactics for tomorrow’s conflicts.
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Indians. It was not until Braddock himself was shot
in the back that the British broke in retreat, carrying
off the body of their commanding officer.!

Asymmetric Warfare:
Yesterdayand Tomormow

Why do I begin an article addressing tomorrow’s
conflicts with an account of a battle fought two and
a half centuries ago? As an avid student of history,
I believe it is critically important for us to understand
that asymmetric warfare is not something new. In
fact, it has been a recurring theme of American mili-
tary history and is familiar to many of today’s mili-
tary officers. Many of its best historical examples
come from the series of conflicts we collectively
refer to as the Indian Wars. Braddock’s defeat high-
lights as many useful insights as contemporary ex-
amples of asymmetric action, like Russian battles
with the Chechens. Overcoming future challenges
will require that we both understand the lessons from
the past and develop strategies and tactics appro-
priate to tomorrow’s battlefield.

While asymmetric warfare is not something new,
it is very much in vogue today in the aftermath of
the Persian Gulf War. Given America’s resounding
success in that conflict, potential adversaries have
learned Iraq’s lesson that it is foolish to try to match
us conventionally. Instead, they are seeking ways to
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turn our strengths against us. This is the heart of the
concept of asymmetry, broadly defined by Steven
Metz and Douglas Johnson of the US Army War
College as: “In the realm of mulitary affairs and na-
tional security, asymmetry is acting, organizing, and
thinking differently than opponents in order to maxi-
mize one’s own advantages, exploit an opponent’s
weaknesses, attain the initiative, or gain greater free-
dom of action.”™

Asymmetry onthe Future Battiefield

In operational terms, asymmetry derives from
one force deploying new capabilities that the op-
posing force does not perceive or understand, con-
ventional capabilities that counter or overmatch the
capabilities of its opponent, or capabilities that rep-
resent totally new methods of attack or defense—
or a combination of these attributes.> The US Army
Training and Doctrine Command (TRADOC) now
thinks of ways to characterize tomorrow’s asym-
metric challenges. In considering its arguments, I
was struck again by the utility of lessons learned
from earlier campaigns against Native Americans
such as Braddock’s defeat. So I have matched
TRADOCs insights for the future with asymmet-
ric examples from the past. Only by studying the les-
sons of history are we likely to adapt to asymmet-
ric challenges.

TRADOC s analysis begins by stressing the dif-
ferences between our current perception of the fu-
ture operational environment and what is likely to
be true. Today we think of close combat as involv-
ing deliberate actions conducted at a tempo decided
by the United States and characterized by the ap-
plication of technology and systems that leaves op-
ponents virtually helpless to respond or retaliate.
Therefore, the public expects military operations to
mvolve few casualties and precision attacks, secure
our homeland and be short-lived. On the contrary,
potential adversaries will likely choose to fight in
ways that negate these expectations. Future close
combat will be much more dynamic and lethal,
marked by greater intensity, operational tempo, un-
certainty and psychological impact. We cannot ex-
pect the experience of the Gulf War to be repeated.

Likely Characteristics of Adversaries

With this as a starting point, TRADOC has dis-
cussed attributes a potential enemy is likely to pos-
sess: greater knowledge of the physical conflict en-
vironment, better situational awareness, a clearer
understanding of US military forces and an ability
to adapt quickly to changing battlefield conditions.
These attributes strongly mirror challenges for Brit-
ish, and later American, soldiers in Indian campaigns
of yesteryear.
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The physical environment remains the defining
variable of close combat. For US military forces, it
is almost certain that future conflicts will occur in
regions where the enemy has a greater understand-
ing of the physical environment and has better

We think of close combat as involving
deliberate actions conducted at a tempo decided
by the United States and characterized by the
application of technology and systems that leaves
opponents virtually helpless. . . . Potential
adversaries will likely choose to fight in ways
that negate these expectations. Future close
combat will be much more dynamic and lethal,
marked by greater intensity, operational tempo,
uncertainty and psychological impact.

Opposing forces will also have greater
situational awareness. . .. We should expect them
to have human networks operating over
telephone lines or with cellular phones and
using commercial imagery systems. . . . Even with
its sophisticated intelligence, surveillance and
reconnaissance systems, [the United States] will
have difficulty in complex settings unless it
builds a more effective human intelligence

optimized his forces to fight. A common character-
istic of many Indian campaigns was the Indians’ su-
perior knowledge of the terrain. A great example of
this was the attack on the forces of Colonel Henry
Bougquet during his march to relieve Fort Pitt, Penn-
sylvania, during Pontiac’s War in August 1763. The
Indians attacked in an area of old growth forest, of-
fering limited fields of fire, around Bushy Run. They
forced Bouquet’s forces back into a defensive po-
sition on a hilltop, attacking the position repeatedly
but without waiting for a counterattack. Their de-
tailed knowledge of the area allowed them to sim-
ply fade into the forest, suffering few casualties.®
This is but one example of the advantages that ac-
crued to many Indian tribes through the late 1800s.°

Opposing forces will also have greater situational
awareness in future conflicts. We should expect them
to have human networks operating over telephone
lines or with cellular phones and using commercial
imagery systems. This will be critical, not only be-
cause the adversary can distribute information
quickly but also because crucial information will
only be available through human interaction. The
United States, even with its sophisticated intelligence,
surveillance and reconnaissance systems, will
have difficulty in complex settings unless it builds



During the Second Seminole War, Major Francis L. Dade and
all but three soldiers of his 110-man detachment were killed
on 28 December 1835 during an ambush near Ocala, Florida.

E

T he Seminole Indians adapted
continuously during the second Seminole
War of 1835-1842. . . . Where other eastern
Indians could usually be depended upon to
follow the rules of the game—to defend a fixed
position and be routed—the Seminoles . . .
regularly rejected pitched battles and instead
relied on ambushes and raids to bleed the Army,
sap its strength, and generally discourage its
leadership. In the future, such an adaptive
enemy would put additional pressure on the
United States’ ability to respond, as their
battlefield successes would be covered instantly
by the global media.

a more effective human intelligence capability in
strategically important regions. Moreover, these new
adversaries will learn not only how to adapt tech-
nology but also tactics, formations and operations in
light of changing battlefield conditions during the
course of operations. Such adaptations will help them
counter a precision warfare strategy by creating un-
certainty while also trying to control the nature and
timing of combat engagements.

During the war in Chechnya, the Chechens fought
using few prepared positions, preferring instead, as
Chechen Vice President Yanderbaijev said, to “let
the situation do the organizing.”” They would move
from city to city to deny Russian maneuver and fire
superiority and would use the local population as
cover for their activities.

Similarly, the Seminole Indians adapted continu-
ously during the second Seminole War of 1835-
1842. One noted historian puts it this way: “The
second Seminole War did not follow the precedent
set in earlier Indian wars by producing a single daz-

Museum of Florida Hiétory, Tallahassee, Florida

zling stroke by a spectacularly brilliant leader. No
fewer than seven American commanders would try
and fail to bring the war to a successful conclusion.
When confronted with superior firepower and at a
tactical disadvantage, the Seminoles simply dis-
persed into small bands and continued to fight a
guerrilla war . . . best suited to the terrain and their
own temperament. Where other eastern Indians
could usually be depended upon to follow the rules
of the game—to defend a fixed position and be
routed—the Seminoles . . . regularly rejected
pitched battles and instead relied on ambushes and
raids to bleed the Army, sap its strength, and gen-
erally discourage its leadership.”

In the future, such an adaptive enemy would
put additional pressure on the United States” ability
to respond, as their battlefield successes would be
covered instantly by the global media, instanta-
neous communications and media coverage.

Finally, our future adversaries will almost cer-
tainly have greater knowledge of US forces than we
will of theirs. We are the most studied military in
the world. Foreign states have regular military fea-
tures and, in some cases, entire journals (most no-
tably Russia’s Foreign Military Review) devoted to
the assessment of US military force structure, doc-
trine, operational concepts and capabilities. All ma-
jor US Army field manuals (FMs) and joint doctri-
nal publications are freely available on the Internet,
and many foreign organizations access them regu-
larly. As an example, in April 2001 alone, the Cen-
ter for Army Lessons Learned recorded 5,464 ses-
sions on its website from Europe and 2,015 from
Asia. This access, combined with their knowledge
of battlefield terrain, greater situational awareness
and adaptability, will make future adversaries far
more menacing.

How Will They Fight?

The essence of future asymmetric warfare is that
adversaries will seck to offset our air, intelligence,
surveillance, reconnaissance and other technologi-
cal advantages by fighting during periods of reduced
visibility and in complex terrain and urban environ-
ments where they can gain sanctuary from US
strikes. This will also deny these areas and their in-
herent protective characteristics to US forces, keep-
ing us exposed and on the defensive.

US forces will have to contend with greater un-
certainty in the field as adversaries mask the size,
location, disposition and intentions of their forces.
They will seek to convince US commanders that
they are using conventional tactics while making
us vulnerable to unconventional, adaptive and asym-
metrical actions.
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There is a relevant Indian war
complement to today’s challenges. . . . By 1882,
the Apache had learned [the telegraph’s]
function and its method of operation. When they
Jjumped the reservation, they would cut the lines
and remove long sections of wire, or they would
remove a short piece of wire and replace it with
a thin strip of rawhide, so cleverly splicing the
two together that the line would appear intact
and the location of the break could take days of
careful checking to discover. This disruption
foreshadows the potentially far greater problems
from cyberattacks.

ASYMMETRY REVISITED
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At the same time, adversaries will use both old
and new technologies to great effect on the battle-
field. They may use older technologies in unique
ways as the Chechens did by buying commercial
scanners and radios to intercept Russian communi-
cations. They will also try to acquire advanced niche
technologies like global positioning system jammers
and systems for electronic attack to significantly
degrade our precision strike capabilities. Moreover,
we must be prepared for adversaries to upgrade soft-
ware capabilities in the middle of an operation, po-
tentially allowing for a more networked opposition.

While some of the technology may be new, the
Indian campaigns again provide useful insights.
Many Indian campaigns demonstrated the effective-
ness of asymmetric tactics in countering larger and
better-armed British and American forces. In fact,
“Indian skulking tactics—concealment and surprise,
moving fire, envelopment and, when the enemy’s
ranks were broken, hand-to-hand combat—remained
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the cardinal features of Native American warfare”
over a period of 140 years.” The longevity of their
effectiveness shows how important it is to develop
appropriate responses to asymmetric tactics.

One of the most successful Indian tactics was the
ambush. Captain William Fetterman’s massacre in
1866 near the Lodge Trail Ridge in Wyoming left
92 American soldiers dead in a classic ambush some
believe was masterminded by Sioux leader Crazy
Horse. A lesser-known battle, almost a century be-
fore, shows the effectiveness of the ambush, par-
ticularly when matched with reckless leadership. At
the Battle of Blue Licks in August 1782, a group
of 182 Kentucky militiamen, led by Colonel John
Todd and including Daniel Boone and members of
his family, was in hot pursuit of Indians who had
attacked an American fort. Boone noticed the Indi-
ans were concealing their numbers by sharing tracks,
yet making the trail easy to follow. He smelled an
ambush by a force he estimated at 500 and advised

National Archives



breaking off the pursuit until reinforcements could
arrive. A more junior officer yelled, ““Them that ain’t
cowards follow me,” and recklessly charged across
the river toward several decoy Indians, with much
of the force following him. The remaining Indians
were waiting in ambush, as Boone had feared, and
delivered a devastating defeat to the rangers. !
Like Blue Licks, the Battle of Bushy Run not only
shows the efficacy of Indian raids until defeated by
Bouquet’s brilliant feigned retreat and flanking ma-
neuvers; it also shows how an enemy can use de-
ception effectively. The official history of Bushy
Run says Bouquet’s forces were engaged and sur-
rounded by Indian forces at least equal in size to his
own. However, when I toured the battlefield, Indian

Our future adversaries will. . . have
greater knowledge of US forces than we will of
theirs. We are the most studied military in the
world. . . . All major US Army FMs and joint
doctrinal publications are freely available on the
Internet, and many foreign organizations access
them regularly. . . . This access [is] combined
with their knowledge of battlefield terrain [and]
greater situational awareness.

recreators, who have studied the battle extensively
from the Indian point of view, maintained that the
Indians numbered no more than 90 and that the tac-
tics they used in the forest made their numbers seem
larger. This disparity is a good example of attempts
to confuse conventional forces so that the size of
the opposing force is impossible to discern.

Finally, the Indian campaigns provide some ex-
cellent examples of the role of technological ad-
vances in asymmetric campaigns. Noted historian
Armstrong Starkey emphasizes that the Europeans
arrived in North America during a time of military
revolution in Europe: “European soldiers brought
the new weapons and techniques of this revolution
with them to North America and by 1675 had pro-
voked a military revolution of a sort among Native
Americans, a revolution that for 140 years gave
them a tactical advantage over their more numer-
ous and wealthier opponents.”™!

Specifically, King Philip’s War (1675-1676) was
the first conflict in which the Indians had modern
flintlock firearms. This proved an important advan-
tage because some of the American militias were
only equipped with matchlocks and pikes, and
because the Indians were excellent marksmen.'?
More than 200 years after the Civil War, the same
faulty assumptions were still at work—namely, that
the US military retained unmatched technical advan-

6

tages over its more primitive adversaries. At that
time, the US government rearmed its forces with
breechloaders in place of magazine rifles—due to
a bias against unaimed shots and excessive use of
ammunition—while the Plains Indians acquired
such weapons by direct purchase and thus, in some
cases, had superior arms in the 1870s. We must be
on the lookout for technological matches like these
in our own future conflicts.

New Threats

We have seen the great utility of examining his-
torical conflicts between Europeans and Native
Americans to learn lessons about possible future con-
flict. Yet there are two additional dimensions to
asymmetric warfare that must be mentioned—the
threat of weapons of mass destruction, potentially
used against the American homeland, and of
cyberattacks on US military, government and pri-
vate information systems.

At the heart of asymmetry is the assumption that
an adversary will choose to attack the weakest
point. In the case of the United States, asymmetric
tools may well entail terrorist acts—with or with-
out nuclear, biological or chemical weapons—on the
US homeland designed to disrupt deployments, limit
access, erode public support and take the fight to
the American people. In some respects, this home-
land tactic is not new. Beginning with King Philip’s
War, the New England Indians abandoned their tra-
ditional restraints and “‘prepared to wage total war
on all of the colonists, making no distinction between
combatant and non-combatant.”* Attacks on Ameri-
cans using weapons of mass destruction take these
homeland tactics to a new level. Because of the dev-
astation of these attacks and the interest of many
potential adversaries in acquiring these capabilities,
the United States must develop strategies for pre-
venting and responding to such an occurrence.

The cyberthreat now facing the United States is
equally compelling and risks both the effectiveness
of US forces on the battlefield and the safety of
private and government systems throughout the
United States. Recent Joint Chiefs of Staff-directed
cyberwarfare exercises like ELIGIBLE RECEIVER
and ZENITH STAR showed how vulnerable command
and control networks are to cyberattacks, a prime asym-
metric target given the US military’s continued reli-
ance on information technology. Moreover, there are
now approximately 30 nations that have developed
“aggressive computer-warfare programs.”!*

Again, there is a relevant Indian war complement
to today’s challenges. Indians of the Southern Plains
disrupted American efforts in the West through un-
conventional means. “The telegraph line, which once
had commanded their awe, no longer was mysteri-
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ous. By 1882, the Apache had leamned its function
and its method of operation. When they jumped the
reservation, they would cut the lines and remove
long sections of wire, or they would remove a short
piece of wire and replace it with a thin strip of raw-
hide, so cleverly splicing the two together that the
line would appear intact and the location of the
break could take days of careful checking to dis-
cover.” This disruption foreshadows the potentially
far greater problems from cyberattacks if we do not
design strategy and tactics for dealing with this as
part of an asymmetric campaign.

Preparing for Asymmetric Attacks

The first step in preparing to better meet tomor-
row’s challenges is to learn from the past. As the
examples drawn here indicate, there is a rich his-
tory to be tapped in the early American experience.
But there are many other examples as well—
Yugoslav partisans fighting the occupying Nazis or
Afghans against the Russians and Serbs in the re-
cent NATO operation in Kosovo. Military com-
manders must study history. Modem, technologically
sophisticated warfare—with the asymmetric chal-
lenges that accompany it—makes that requirement
more true, not less.

Our forces must also be adaptive. Just as our ad-
versaries will continuously change tactics and ap-
proaches to seek our weaknesses, so must we be
able to counter them through continuous adapta-
tion. If we do not, we risk the mistakes of the past.
“While European military revolutions provided
states with the means to project power into the in-
terior of North America, they did not provide troops

ASYMMETRY REVISITED

Many Indian campaigns demonstrated the
effectiveness of asymmetric tactics in countering
larger and better-armed British and American
forces. . .. [and] remained the cardinal features
of Native American warfare over a period of 140
years. The longevity of their effectiveness shows
how important it is to develop appropriate
responses to asymmetric tactics.

with appropriate training and tactics to succeed on
the frontier.”'® Therefore, our forces, doctrine and
tactics must continue to embrace agility and adapt-
ability and prepare for a range of missions. The
Army continues to do so in its most recent doctri-
nal publications, FM 1 and FM 3-0."7 Efforts to ad-
dress asymmetric threats must also retain the unique
American strengths—superior training, leadership
and technology—that give us an edge against any
potential adversary.

Finally, we must guard against arrogance. An
account at the time of Braddock’s defeat noted the
irony that his preparations for the march to Fort
Duquesne were precise. He attended to every minute
detail except “the one that mattered most: Indian
affairs.”® He dismissed those Ohio Indian chiefs
who might have been allies for his expedition as
savages who could not possibly assist disciplined
troops. We must not fall into the same trap of un-
derestimating a potential adversary because of his
different culture or seemingly inferior capability. To
do so would be to repeat the errors of the past with
potentially devastating future consequences. MR
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