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Host-Nation 
Cybersecurity in 
Future Stability 
Operations
Maj. Michael Kolton, U.S. Army

Cyberspace is now fundamental to the gov-
ernance, economic growth, and social lives 
of populations within developed and devel-

oping countries. In addition, cyberspace capabilities 
have proven indispensable for relief efforts in disaster 
and conflict zones. Meanwhile, adversaries have also 

evolved in their sophistication and now increasingly 
threaten cyber capabilities.

Because nonmilitary organizations retain significant 
experience in cybersecurity and critical infrastructure 
protection, the best practices they have developed pro-
vide a framework for future Army doctrine. This article 
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Amina Harun talks on a cell phone 26 July 2005 while selling watermelons at the largest fresh fruit and vegetable market in Nairobi, Kenya. 
Cell phone companies that set up shop in Africa over a decade ago now include poor farmers, fishermen, and the unemployed as sub-
scribers. Some researchers even attach cell phones to elephants to help track their movements. 

  (Photo by Khalil Senosi, Associated Press)
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explores integrating such precedents for host-nation 
cybersecurity during U.S. Army stability operations.

Defining Cyberspace
In defining cyberspace, security experts Peter Singer 

and Allan Friedman keep it simple: “At its essence, cy-
berspace is the realm of computer networks (and the us-
ers behind them) in which information is stored, shared, 
and communicated online.”1 Similarly, the U.S. military 
defines cyberspace as “the global domain within the 
information environment consisting of the interdepen-
dent network of information technology infrastructures 
and resident data, including the Internet, telecommu-
nications networks, computer systems, and embedded 
processors and controllers.”2 Over the next thirty years, 
the Army anticipates conflicts will grow more complex 
as adversaries leverage advanced technologies, including 
those that take the fight into the cyber domain.3

For America’s homeland defense, the U.S. mili-
tary has invested in cyber capabilities “to protect vital 
networks and infrastructure.”4 The Pentagon focuses 
cybersecurity efforts toward protecting military sys-
tems.5 Current military cyberspace doctrine emphasizes 
securing the military’s own information systems to 
ensure freedom of maneuver.6

The Army, Cyberspace, and Stability 
Operations

Current doctrine inadequately addresses the cyber-
space imperatives for stability operations. And, since 
even the world’s poorest countries are now reliant on 
cyberspace—the most likely areas in which U.S. military 
operations will be conducted with coalition partners in 
the future—U.S. military doctrine must consider ways in 
which cyberspace simultaneously influences all lines of 
effort during stability operations.

America expects its military to train for and exe-
cute stability operations regardless of today’s uncertain 
information environment. Stability operations involve 
“various military missions, tasks, and activities conduct-
ed outside the United States in coordination with other 
instruments of national power to maintain or reestablish 
a safe and secure environment, provide essential govern-
mental services, emergency infrastructure reconstruc-
tion, and humanitarian relief.”7 Notably, all joint opera-
tions rely on cyberspace, which enables the joint force to 
integrate operations across the land, air, maritime, and 

space domains.8 Consequently, the Army must also train 
to potentially achieve essential cybersecurity for a host 
nation during stability operations.

Mobile Wireless Networks: Examples 
of an Essential Service Reliant on 
Cyberspace

One manifestation of cyberspace is civilian mobile 
wireless networks. Recent crises have proven that such 
mobile networks are indispensable for responders. For 
example, during the Ebola outbreak in 2014, the Sierra 
Leone government used text messages to transmit public 
health messages.9 Mobile data sharing was also essential 
in recovery efforts after the 2010 earthquakes in Haiti 
and Chile.10 And, after the 2015 earthquake in Nepal, 
mobile networks enabled lifesaving communication be-
tween relief workers and local citizens. With phone lines 
overwhelmed, Nepalese survivors relied on the Internet 
to share information.11

Mobile networks again proved indispensable during 
the response to the 2011 earthquake and tsunami 
disaster in Japan, when local citizens depended heavily 
on mobile networks to access critical emergency infor-
mation.12 This dependency was also exemplified after 
the 2013 Boston Marathon bombing and the 2007 San 
Francisco earthquake when anxious citizens over-
whelmed mobile networks with a massive traffic surge.13

After Typhoon Haiyan struck the Philippines 
in 2013, residents and aid organizations struggled 
to regain mobile service.14 During relief operations, 
European Union (EU) Commissioner for International 
Cooperation, Humanitarian Aid, and Crisis Response 
Kristalina Georgieva said, “The first [priority] is to get 
access to remote areas as quickly as possible, and the 
access issue is both transportation and also restoring 
telecommunications.”15

Before Typhoon Haiyan made landfall, Groupe 
Speciale Mobile Association (GSMA) deployed a disaster 
response team to help the Filipino government and the 
country’s telecommunications companies pre-position 
their response efforts.16 GSMA is an industry body 
representing over 250 telecommunications companies 
like AT&T, Orange, Telenor, Verizon, and Vodafone.17 
After the typhoon struck, GSMA’s representatives helped 
restore information-sharing networks to enable essential 
services such as mobile money (the use of devices such 
mobile phones to transfer money in lieu of cash).18
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GSMA explains, “Mobile devices are often one of 
the first things people reach for when disaster strikes; 
for example, one of the first requests by those displaced 
on Sinjar Mountain in Iraq was a means to charge 
their mobile phones so that they could obtain infor-
mation, to locate loved ones, and to become involved 
in response efforts.”19 Those examples illustrate that, by 
2015, mobile networks had truly become an essential 
component of crisis management.

Beyond straightforward communications, mo-
bile phones have also enabled mobile banking. As of 
January 2015, 38 percent of the world’s population 
lived without access to a bank account; mobile banking 
promises the primary pathway for such communities.20 
For example, Pakistan’s largest financial institution is a 
Norwegian mobile phone operator.21 In another exam-
ple, Kenya boasts one of the most popular and success-
ful mobile phone payment systems in the world.22

However, in a 2011 report, the Department of 
Homeland Security’s (DHS) Computer Emergency 
Readiness Team warned “mobile phones are becom-
ing more and more valuable as targets for attack.”23 
Cybersecurity professionals consider mobile devic-
es their networks’ greatest vulnerability.24 Between 
August 2013 and March 2014, attacks per month 
against mobile devices increased over 800 percent.25 In 
one instance, Chinese cybercriminals used fake mobile 
banking apps to trick users to enter credentials, which 
enabled hackers to steal millions of dollars.26 Since 
communities in future conflicts will be dependent on 
mobile banking, cyberthreats to mobile banking will 
influence Army stability operations.

Protecting and Restoring Essential 
Services Reliant on Cyberspace

The international community plays a critical role in 
helping stakeholders restore telecommunications as an 
essential service. The International Telecommunication 
Union (ITU) has a United Nations mandate to over-
see information and communications technologies 
(ICTs). ITU members include 173 governments and 
hundreds of nongovernmental institutions and private 
companies.27 In the first quarter of 2015, ITU personnel 
deployed to help restore telecommunications for relief 
efforts in Malawi, Mozambique, Micronesia, Nepal, and 
Vanuatu.28 Efforts in telecommunications represent a 
broader imperative for ICT growth for stability.

The Cyberspace Paradox and 
Examples of Emerging Threats

Protecting and restoring ICTs are necessary com-
ponents of prosperity.29 Future economic growth will 
depend upon the mobility and flexibility of a country’s 
networks.30 In 2007, ITU emphasized, “Organizations 
and countries need to focus on innovation capacities 
and rapid adaptability, backed up by a powerful and 
secure information system, if they wish to survive 
and assert themselves as long-term players in the new 
competitive environment.”31 Increased access to the 
Internet, mobile services, and broadband boosts eco-
nomic growth.32 Moreover, the World Bank identifies 
ICTs as key factors in social development.33 As devel-
oping countries continued to deepen their ICT pen-
etration, their long-run infrastructure costs decrease, 
thus creating a virtuous cycle.34 Those falling costs spur 
even more broadband penetration.35 In short, ICTs un-
leash latent economic forces in developing economies.36

In a 2014 report, Microsoft researchers described a 
“cybersecurity paradox” facing developing countries with 
low ICT penetration.37 Those countries suffer the high-
est malware infection rates. Moreover, as those countries 
develop ICT infrastructure, their infection rates accel-
erate.38 Thus, the poorest countries with the lowest ICT 
levels can be most vulnerable to cybersecurity threats.

Since conflict zones already suffer elevated levels of 
human trafficking, child exploitation, illicit drug trade, 
and organized crime, vulnerable cyberspace makes them 
ripe for exploitation.39 Consequently, cybercrime has 
become an unavoidable evolution for nefarious actors in 
such circumstances. For example, after the 2010 Haiti 
earthquake, cybercriminals immediately published web 
portals for fake charities to bilk donors.40

Elsewhere, cyberattacks have become a component 
in political conflict. For example, when Russia seized 
the Crimea in 2014, mobile phone operators in Ukraine 
suffered significant service disruption.41 And, during 
Ukraine’s May 2014 presidential election, pro-Russian 
hackers penetrated the electronic voting system and 
installed malicious code capable of deleting swaths of 
votes.42

In response, in February 2015, Kiev published a new 
cybersecurity strategy that establishes “a ‘national registry 
of crucial objects of national IT infrastructure,’ with the 
aim ensuring their protection.”43 Notwithstanding these 
efforts, an alleged cyberattack on 23 December 2015 



79MILITARY REVIEW March-April 2016

CYBERSECURITY

left over seven hundred thousand Ukrainians without 
electricity.44 Ukraine’s experience demonstrates cyberse-
curity’s relevance to stability operations.

Public-Private Partnerships
Like Kiev, the United States continues to refine 

policy for cybersecurity and critical-infrastructure pro-
tection (CIP) to adapt to emerging threats. Critical in-
frastructure, as defined in Presidential Policy Directive 
21, are “systems and assets, whether physical or virtual, 
so vital to the United States that the incapacity or 
destruction of such systems and assets would have a 
debilitating impact on security, national economic se-
curity, national public health or safety, or any combina-
tion of those matters.”45 The United States categorizes 
critical infrastructure into sixteen sectors from energy 
to transportation.

Discussion of CIP, as well as the resulting policy 
implications and changes, has come to the forefront 
in the last twenty years. In 2002, DHS assumed a 

lead role in CIP.46 Even before that, President Bill 
Clinton’s 1996 Executive Order (EO) 13010 cate-
gorized critical infrastructure threats as physical 
and cyber.47 Nearly two decades later, the 2014 
Quadrennial Homeland Security Review emphasized 
the significant potential destructive effects of cyber-
threats to critical infrastructure.48

Need for Government, Military, and 
Civilian Cooperation in Protection 
of Cyberspace

The centerpiece of effective cybersecurity and CIP 
is public-private collaboration. In 2013, President 
Barack Obama’s EO 13636 enhanced cybersecurity for 
CIP through public-private collaboration and directed 
the National Institute of Standards and Technology 
(NIST) to develop “a framework to reduce cyber risks 
to critical infrastructure.”49 In 2014, NIST released a 
preliminary framework affirming public-private coop-
eration in cybersecurity.50

Members of the Ukraine military monitor and maintain network access during Combined Endeavor 2011 in Grafenwoehr, Germany, 
19 September 2011. Combined Endeavor, an annual exercise involving nearly forty NATO, Partnership for Peace, and strategic security 
partners, is designed to increase interoperability and enhance communications processes between the participating nations.

 (Photo by Staff Sgt. Ryan Whitney, 1st Special Operations Wing Public Affairs)
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Singer and Friedman point out, “the private sector 
controls roughly 90 percent of U.S. critical infrastruc-
ture, and the firms behind it use cyberspace to, among 
other things, balance the levels chlorination in your 
city’s water, control the flow of gas that heats your 
home, and execute the financial transactions that keep 
currency prices stable.”51 DHS Assistant Secretary for 
Cybersecurity and Communications Andy Ozment 
explains, “There’s no way that the government is going 
to be able to help every company in America secure 
itself.”52 Public-private cooperation is fundamental to 
building an adaptive cybersecurity framework.53

In 1998, Presidential Decision Directive 63 
launched Information Sharing and Analysis Centers 
(ISACs), which invite private sector stakeholders to 
build networks to exchange best practices and facilitate 
crisis response.54 ISACs rely on private industry for 
“non-regulatory and non-law enforcement missions.”55 
They are “a clearinghouse for information within and 
among the various sectors, and provide a library for 
historical data to be used by the private sector and, 
as deemed appropriate by the ISAC, by the govern-
ment.”56 Since 1998, the ISACs model has evolved to 
facilitate cooperation 
between federal, state, 
local, tribal, and territori-
al governments.

In 2013, PPD-21 
ordered DHS to create two 
national centers to oversee 
physical and cyber infra-
structure protection.57 DHS 
incorporated this guidance 
in its National Infrastructure 
Protection Plan.58 The 
National Infrastructure 
Coordinating Center 
oversees the physi-
cal domain, and the 
National Cybersecurity 
and Communications 
Integration Center 
(NCCIC) handles the cy-
ber domain.59 These coordi-
nation centers also facilitate 
public-private collaboration 
through the ISACs.

In February 2015, EO 13691 directed DHS 
to develop Information Sharing and Analysis 
Organizations (ISAOs).60 These organizations extend 
the ISACs model beyond the sixteen critical infra-
structure sectors to other high-value sectors like law 
and accounting firms, which are prime targets for cy-
berattacks.61 EO 13691 directs the NCCIC to super-
vise ISAO arrangements.62 Still in its infancy, ISAOs 
seek to provide cooperation despite distrust and fric-
tion between the government and other stakehold-
ers. Such a balancing act parallels the Army’s future 
information environment and significantly impacts 
the Army’s conduct of stability operations.

Conclusion
Stability operations doctrinally require coor-

dination with the host-nation government, com-
mercial industry, multinational partners, and even 
nongovernmental organizations (NGOs). This 
cooperative mindset applies to cyberspace oper-
ations. Since governments rely on cyberspace to 
provide essential services, cybersecurity requires a 
sixth line of effort that simultaneously supports the 

More than 350 National Guard soldiers, airmen, and civilians from forty-two states converged 
9–20 March 2015 at Camp Atterbury, Indiana, to participate in Cyber Shield. The intent was to train 
the participants to defend critical infrastructure against cyberattacks. The exercise included a competi-
tion in which twenty-four teams battled in cyberspace to protect a mock city’s computers and related 
industrial control systems against malicious, highly skilled adversaries. A combined team from Oregon 
and Idaho won the competition.

(Photo by Staff Sgt. David Bruce, 38th Infantry Division)
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other five tasks for stability operations identified in 
Army Doctrine Publication 3-07, Stability:63

• Establish civil security
• Establish civil control
• Restore essential services
• Support to governance
• Support to economic and infrastructure development
• Secure cyberspace infrastructure
In cyberspace doctrine, the Joint Staff notes the 

importance of integrating cyber efforts with other 
stakeholders. In its 2015 Cyber Strategy, the Department 
of Defense described “Building alliances, coalitions, and 
partnerships abroad” as a fundamental cybersecurity 
activity.64 In a June 2015 memorandum, Adm. Michael 
Rogers writes, “Cyberspace operations demand un-
precedented degrees of joint, interagency, and coalition 
collaboration and information sharing, and thus we 
will remain trusted partners in collaborating with other 
agencies, with allies and friends abroad, with industry, 
and with academia.”65 The Joint Staff has identified 
profound obstacles to public-private cooperation on 
cybersecurity warning,

Many NGOs are hesitant to become associ-
ated with military organizations in any form 
of formal relationship, especially in the case 
of conducting CO [cyberspace operations], 
because doing so could compromise their 
status as an independent entity, restrict 
their freedom of movement, and even place 
their members at risk in uncertain or hostile 
permissive environments.66

In building the ISAC/ISAO model, its architects have 
sought to surmount such distrust among government, 
industry, and NGOs. Though by no means a panacea, 
the ISAC/ISAO model offers the Army a framework for 
facilitating cooperation in future stability operations.

This is both a current and a future operational imper-
ative. As required, the Army must be ready to restore cy-
bersecurity for the critical infrastructure in a host nation 
by coordinating efforts with intergovernmental organi-
zations like ITU, private industry like GSMA members, 
and various governmental organizations. To facilitate 
necessary collaboration, the ISAC/ISAO model provides 
a starting point for future operations.
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We RecommendRM

I f you found the above article enlightening, you may also 
like “Cyber War, Cybered Conflict, and the Maritime 
Domain” by Peter Dombrowski and Chris C. Demchak in 

the Spring 2014 edition of Naval War College Review, Volume 67, 
Number 2, online at https://www.usnwc.edu/Publications/Naval-
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