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ile the end of the Cold War was described as a “unipolar moment”—as defined by Charles
Krauthammer in 1991 —this period is now over." For several years, we have experienced the return
of a power competition in which America’s influence is fading and challenged by other countries.
The National Security Strategy of the United States of America identifies China and Russia as “revisionist powers”
competing against the United States.” This state competition naturally takes place on the classical chessboard
(economic and military) but also on the discursive and ideational one.
The Trump administration’s reaction to this new reality has been to invest almost

only in hard power (military buildup, economic sanctions, coercion, punishments,
and rewards, etc.), ignoring other approaches. This hard-power logic
“could be called [a] directive meth-
od or authority of exercising power,’
and it relies “on the use of incentives
(‘carrot’) or threats (‘stick’)”? However,
although necessary for great powers,
hard means by themselves are far from
sufficient. Indeed, influence through
coercion can impact states’ behav-
ior but only in the short term. To
influence on the long term, other
means of power are needed;
effective influence also rests on
socialization and persuasion.
As Eric Delbecque stresses,
Throughout history,
we have witnessed
a shift in the
representation and
implementation of
power strategies. In the
past, the canons established
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the ranking of nations. Influence strategies
only accompanied peripherally the essential
movements traversing the military chessboard.
In our times, the situation has totally reversed:
strategies of influence express and structure
the clashes of actors in all spheres of compe-
tition between human communities, cultural
models and private organizations. It is not
about aggressively defeating your rival; rather,
it is about slowly depriving him of freedom of
movement (through concealed or hypocritical
action), constraining his choices, limiting his
possibilities and prospects. In shaping your
rival’s global environment, you guarantee his
slow decline and your own supremacy.*

China has well understood this dynamic and is
attempting to master it with the development of
cyber power. Unlike the United States, China grasps
the importance of “soft” means. Although, as pointed
out by Washington, the People’s Republic of China
(PRC) has the capacity to disrupt, at least tempo-
rarily, American critical infrastructure such as gas
pipelines or power networks through cyberattacks,
this is only a piece of how China uses cyber warfare.
In 2017, China defended the idea of becoming a cyber
superpower, presenting the Chinese model as the one
to follow, calling it “a new option for other countries
and nations that want to speed up their development
while preserving their independence” Thus, as the
2017 Munich Security Conference stressed, cybercon-
flicts today do not only target infrastructure but also
the Western political system and its core values.® This
article explains how China is developing as a cyber
superpower and is forming a threat to American and
Western values and interests.

A Chinese Integrative Cyber Policy
The first events that come to mind when consider-
ing cyberattacks are the Estonian cyberattacks (2007),
the Stuxnet virus (2010), and the WannaCry soft-
ware (2017), which were all attacks on infrastructure.
Furthermore, cyberwar is often understood as “the use
of network-based capabilities of one state to disrupt,
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deny, degrade, manipulate, or destroy information
resident in computers and computer networks, or the
computers and networks themselves, of another state”
Nonetheless, cyber power is also “the ability to obtain
preferred outcomes through use of the electronically
interconnected information resources of the cyber
domain’® Daniel Coats, former U.S. director of national
intelligence, declared in January 2019 that cyber opera-
tions not only threaten infrastructure but also exercise
mental pressure on American citizens.” As stressed by
the Russians, the main battlefield is human conscious-
ness, perceptions, and strategic calculations."

Chinese scholars Qiao Liang and Wang Xiangsui
maintained that “the expansion of the domain of war-
fare is a necessary consequence of the ever-expanding
scope of human activity, and that the two are inter-
twined,” and we are witnessing this in what is called
cyberization of international relations." Cyberization
is defined as “the ongoing penetration of all different
fields of activity of international relations by differ-
ent mediums of the cyberspace on the one hand, and
the growing dependence of actors in international
relations on infrastructure, instruments, and means
offered by the cyberspace on the other hand””In
addition, with the growing number of people connect-
ed to the internet (more than 4.3 billion people or 56
percent of world’s population), cyberspace is today
considered as the fifth domain of warfare.” Despite
this observation, no consensus has been reached on
a definition for cyberspace. For the purpose of this
article, the authors chose Daniel T. Kuehl’s definition
of cyberspace, which is “a global domain within the in-
formation environment whose distinctive and unique
character is framed by the use of electronics and the
electromagnetic spectrum
to create, store,

modity,
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exchange, and exploit information via interdependent
and interconnected networks using information-com-
munication technologies”; and the cyberspace descrip-
tion based on Martin Libicki’s model of three layers:
the physical layer (the hardware—tangible objects like
computers, servers, routers, etc.), the syntac‘tic or logi—
cal layer (software, protocols, etc.), and the semantic or
cognitive layer (information and ideas)."*

The definition conundrum also exists for the term
“cyberattacks” For instance, the Tallinn Manual (a study
on international law’s application in cyber conflict and
cyber warfare) defines cyberattacks as attacks that are
reasonably expected “to cause injury or death to persons
or damage or destruction to objects,” and the United
States defines it as “actions taken in cyberspace that cre-
ate noticeable denial effects (i.e,, degradation, disruption,
or destruction) in cyberspace or manipulation that leads
to denial that appears in a physical domain, and is con-
sidered a form of fires’'> However, as the authors men-
tioned, cyber operations do not only threaten infrastruc-
ture but also perceptions. Therefore, in this article the
authors adopt the following definition, which includes
low-end attacks that do not reach the threshold of the use
of force or armed attacks, considering a cyberattack as
“[a]n act or action initiated in cyberspace to cause harm
by compromising communications, information or other
electronic systems, or the information that is stored, pro-
cessed, or transmitted in these systems.’

As the authors mentioned earlier, the PRC has a
global approach when it comes to cyber power, but it
is also true when it comes to security. Indeed, when
the Chinese write about their conception of securi-
ty, it is often couched in terms of zongheguojialiliang
(comprehensive national power). As explained by
Cheng, “this concept argues that a nation should
be judged not simply by its military, economic, or
diplomatic power but by a combination of all of three,
as well as its scientific and technological base and its
cultural influence”"” The 2015 Ministry of National

Defence of the People’s Republic of China’s paper
“China’s Military Strategy” stresses the importance

of national security and social stability and adopts a
similar tone to its 2013 Science of Military Strategy, the
first document in which the Chinese military pub-
licly addressed cyber warfare from a holistic point of
view."* These two documents emphasized that cyber-
space has become a new and essential domain of mili-

A nation should be judged not simply by its military,
economic, or diplomatic power but by a combination
of all of three, as well as its scientific and technological
base and its cultural influence.

tary struggle in today’s world. The People’s Liberation
Army (PLA) acknowledges that informationization
(becoming information based) means more than just
adding a layer of information technology but rather
reevaluating the nature of the conflict. Since infor-
mationization has affected the global economy and so-
ciety, it has also influenced the nature of war. Hence,
from the Chinese perspective, war is a function of not
just military forces and politics but also larger social,
economic, and technological trends."”

In 2011, the PLA's glossary of military terms out-
lined “informationized warfare” as warfare where there
are “networked information systems and widespread
use of informationized weapons and equipment, all
employed together in joint operations in the land, sea,
air, outer space, and electromagnetic domains, as well
as the cognitive arena”° This, once again, stresses the
awareness that China has had for many years regarding
the importance of linguistic, human, and psychologi-
cal factors, whereas the United States has been mainly
focused on infrastructure in modern time.”*

Accordingly, the importance that China places on
the cognitive domain is reflected in its concept of san
zhongzhanzheng (three warfares), introduced in 2003:
xinlizhanzheng (psychological warfare), yulunzhanzheng
(public opinion warfare), and faluzhanzheng (legal
warfare).”? The aim of this concept, used in times of
peace and war, is to “try to influence the public’s under-
standing of conflict by retaining support from one’s own
population, degrading it in the opponent’s population,
and influencing third parties’”
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Public opinion warfare is applied in various channels
such as the media to disseminate information to a targeted
audience, that is, enemy forces. It complements psycho-
logical and legal warfare by including the goal to dominate
the venues jointly used in the three types of warfare.”

Legal warfare, at its most basic level, involves “ar-
guing that one’s own side is obeying the law, criticiz-
ing the other side for violating the law, and making
arguments for one’s own side in cases where there are
also violations of the law.?*

Finally, psychological warfare aims at influencing
the opponent’s way of thinking or behavior and con-
solidating friendly psychology. Like opinion warfare,
it uses information and media to achieve political and
military objectives.** Moreover, despite using non-
military means, it is considered as part of the broader
concept of information warfare and has always been
under the responsibility of the PLA.” Consequently
for Chinese leaders, on the one hand, psychological
warfare is about protecting the country from ex-
ternal influence to avoid a collapse of the Chinese
Communist Party, while on the other hand, it is used
to weaken open societies by disrupting their messages
and proposing alternative narratives.

Protection of the Chinese Regime
Beijing well understands the importance of pre-

venting states from trying to influence its population.
The perfect example of how China is attempting to
achieve this goal is its espousal of the concept of cyber
sovereignty. The 2010 Information Office of the State
Council’s “White Paper on the Internet in China” states,
“Within Chinese territory, the internet is under the sov-
ereignty of China”® The concept of cyber sovereignty is
based on two main principles: (1) banning unwanted in-
fluence in a country’s “information space,” and (2) shift-
ing the internet governance from current bodies that
include academics and the private sector to an inter-
national forum such as the United Nations that would
imply a transfer of power to states alone. According to
President of the People’s Republic of China Xi Jinping,
“respecting cyber sovereignty” implies

respecting each country’s right to choose its

own internet development path, its own inter-

net management model, its own public policies

on the internet, and to participate on an

equal basis in the governance of international

CHINESE FOX

cyberspace—avoiding cyber-hegemony, and

avoiding interference in the internal affairs of

other countries. ... [We must] build a multilat-

eral, democratic, and transparent governance

system for the global interne

t.29

In Xi’s statement, the key term is “multilateral”

Contrary to the current multistakeholder approach

to cyberspace, which is the “involvement on an equal

footing of all actors with a vested interest in the internet

including businesses and civil society;” China vigorously

defends the opposite idea, promoting the multilateral

or intergovernmental internet governance that consid-

ers states as the principal decision-makers.** Moreover,

cyber sovereignty was described in 2015 by Xu Lin, the
head of the Cyberspace Administration of China at the
time, as the difference between the multistakeholder
approach and the multilateral approach.’!

According to the principle of sovereignty defined in

the 1928 Island of Palmas international law: “Sovereignty

in the relations between States signifies independence.

Independence in regard to a portion of the globe is the

right to exercise therein, to the exclusion of any other
State, the functions of a State*> On this basis, the sover-
eignty related to cyberspace is expressed as referent to the

information infrastructure in a state’s territory, airspace,

and territorial waters and sea (including the seabed and

subsoil); the direct consequence is that information

infrastructure, regardless of their specific owners or

users, are under the sovereignty of a country’s judicial

and administrative jurisdiction, which is protected by
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Conspiring to Commit Computer Fraud; Accessing a Computer Without Authorization
for the Purpose of Commercial Advantage and Private Financial Gain; Damaging
Computers Through the Transmission of Code and Commands; Aggravated Identity
Theft; Economic Espionage; Theft of Trade Secrets

Huang Zhenyu Wen Xinyu

of the “Five Principles of Peaceful Coexistence” developed
in the 1950s, the sovereignty principle is at the bedrock of
Chinese foreign policy.**

This cyber sovereignty concept is part of the larger
term “information security, which in turn is critical for
China to maintain its core values. Contrary to Western
countries, which use the term “cybersecurity, China and
Russia favor “information security, thus, highlighting
fears concerning both the technical and cognitive dimen-
sions of cyberattacks.” The concept developed by Beijing
is, therefore, pertaining to its need to control the narra-
tive. According to Mikk Raud, author of China and Cyber:
Attitudes, Strategies, Organisation, “Ever since the internet
became a publicly available communication platform in
China, the question was not whether to control it, but
rather how to control it”** Moreover, in a 2013 report
commonly called “Document No. 9” (officially titled
“Communique on the Current State of the Ideological
Sphere”), the PRC claimed that “Western constitution-
al democracy is an attempt to undermine the current
leadership and the socialism with Chinese characteristics
system of governance” and asserted that Western uni-
versal values are “an attempt to weaken the theoretical

foundation of the Party’s leadership”*” The last paragraph

Sun Kailiang

Gu Chunhui

Wang Dong

In May 2014, five Chinese military hackers were indicted by the United
States on charges of computer hacking, economic espionage, and oth-
er offenses directed at six American victims in the U.S. nuclear power,
metals, and solar products industries. This marked the first time criminal
charges had been filed against known state actors for hacking.

of the document also states, “We must reinforce our man-
agement of all types and levels of propaganda on the cul-
tural front, perfect and carry out related administrative
systems, and allow absolutely no opportunity or outlets
for incorrect thinking or viewpoints to spread”*

In the 2015 National Security Law of the People’s
Republic of China, the Chinese government clearly
shows its desire to control the political landscape and
protect the Chinese Communist Party. In defining
security in broad terms, the notion of security goes
beyond the physical threats to the territory and encom-
passes the ideological sphere:

National security refers to the relative absence
of international or domestic threats to the
state’s power to govern, sovereignty, unity and
territorial integrity, the welfare of the people,
sustainable economic and social development,

® -
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and other major national interests, and the

ability to ensure a continued state of securi-

ty. National security efforts shall adhere to

comprehensive understanding of national

security, make the security of the People their

goal, political security their basis and economic

security their foundation; make military, cul-

tural, and social security their safeguard.*

Consequently, China protects itself from foreign

influence by putting in place different regulatory mech-
anisms such as the so-called “Great Firewall, which was
coined for the first time in a 1997 Recorded Future article
in which a Communist Party official stated that the
firewall was “designed to keep Chinese cyberspace free of
pollutants of all sorts, by the simple means of requiring
internet service providers to block access to ‘problem’
sites abroad”* This echoes the first principle of cyber
sovereignty about the importance of banning “unwanted”
influence in a country’s information space.

From Disruption of the Western
Narrative to an Alternative One

Since the Chinese know they are not yet compet-
itive in the traditional domains, they advance their
pawns on other chessboards. As Kenneth Geers wrote

»

@

in his paper “Sun Tzu and Cyberwar”: “Because cyber
warfare is unconventional and asymmetric warfare,
nations weak in conventional military power are also
likely to invest in it as a way to off-set conventional
disadvantages”* Therefore, in particular, Beijing invests
in the “discursive chessboard” by developing alternative
narratives and discourses to manipulate the interests
and identities of Western societies.

With the growing importance of social media,
the PRC government seized a strategic opportunity.
According to studies, Americans “spend more than
eleven hours per day on average ‘listening to, watching,
reading, or generally interacting with media, and express
varying levels of trust in the reliability of the information
on social media’** With that in mind, Beijing is rumored
to have hired people called wumao dang (50 Cent Party
members) in order to conduct what might be called
“reverse censorship.** They are supposed to post large
numbers of fabricated social media comments as if they
were the genuine opinions of ordinary Chinese people.*

This is an example of what is usually called “influ-
ence operations, which the RAND Corporation defines

CHINESE FOX

as “the collection of tactical information about an
adversary as well as the dissemination of propaganda

in pursuit of a competitive advantage over an oppo-
nent** More precisely, “influence cyber operations”
encompass activities undertaken in cyberspace affecting
the cognitive layer of cyberspace with the intention of
influencing attitudes, behaviors, or decisions of target
audiences.* These types of operations are about trust,
not the truth.”” However, the Chinese government has
no scruples using this strategy. As Col. Qiao Liang of the
PLA declared, “The first rule of unrestricted warfare

is that there are no rules, with nothing forbidden”*In
this context, the application of “overwhelming force” on
the “decisive point” as determined by Antoine-Henri de
Jomini is disruption of society: the civil population and
the elites.” This concurs with Sun Tzu’s thinking that
“you can be sure of succeeding in your attacks if you
only attack places which are undefended”*

Yet, democracies are little armed when facing “wea-
ponized narrative, namely the “use of disinformation,
fake news, social media, and other information and
communication technologies to create stories intended
to subvert and undermine an adversary’s institutions,
identity, civilization and will by creating and exacer-
bating complexity, confusion, and political and social
schisms”*' Furthermore, decreasing American and
Western leadership, loss of trust in politicians, and
increasing challenges to Western democracies have
worsened the situation. Indeed, the Western narrative,
with the return of populism in Western societies, is in a
profound crisis; many citizens are consequently aban-
doning the narrative, finding refuge in alternative narra-
tives, and being easily manipulated by foreign actors to
change their schemata or mental maps, pushing people
to extremes and making compromise almost impossible.

But for Beijing, it is not only about disrupting the
Western narrative but also promoting a narrative of its
authoritarian model. According to American political
scientist Joseph S. Nye Jr.,, “The countries that are likely
to be more attractive and gain soft power in the infor-
mation age are those with multiple channels of com-
munications that help to frame issues, whose dominant
culture and ideas are closer to prevailing global norms,
and whose credibility is enhanced by their domestic and
international values and policies”** Thus, China strives to
be more influential by developing new narratives. Since
2014, Beijing has hosted the World Internet Conference,
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also known as the Wuzhen Summit, in Wuzhen, China.
This conference gathers officials and CEOs from all
around the world and aims at legitimizing the Chinese
vision of cyberspace and promoting international norms
in China’s view.”> As noted by Adrian Shahbaz’s arti-

cle “The Rise of Digital Authoritarianism,” China has
“hosted media officials from dozens of countries for
two- and three-week seminars on its sprawling system of

censorship and surveillance”*“

Digital authoritarianism”
is being encouraged “as a way for governments to control
their citizens through technology, inverting the con-
cept of the internet as an engine of human liberation”**
Thus, China is increasingly defending and promoting its
authoritarian model and is willing to export “socialism
with Chinese characteristics, therefore, proposing an al-
ternative to the liberal model. To this end, it strengthens
its discursive power by proposing new ideas, concepts,
and institutions in order to strengthen the control of the
regional and the international agenda-setting at the po-
litical, economic, and security levels. This is how Beijing
persuades other states to adopt its vision of the world
order (with some success already in regions of Africa,
Central Asia, and the Middle East).

Building on what has been developed, China has be-
come an ‘entrepreneur of identity” who recruits followers
“by encouraging some identities and marginalizing oth-
ers”and consequently fashioning identities to manage and
manipulate the consent: power successfully employed
without the sanction of the reason or the conscience of
the obedient.* It is what Pierre Bourdieu called the pow-
er of suggestion.” This is characterized by subjectification:

If structuration practices are internalized
through constant repetition, social actors are
constituted who feel compelled to respond in a
particular way to certain stimulus ... A highly
disciplined socialization has the potential to
deliver highly predictable social subjects who
respond like automatons based upon socializa-
tion through repetition and rote learning.**

By encouraging reproduction and routine, standards,
and predictability, states are socialized into compli-
ance.” The more China is able to have followers sharing
a common social identity, the more the balance of power
in Chinese favor will become a reality. Of course, these
are long-term policies and require strategic patience
because people’s minds change only over time, and they
are complementary to the other determinants of power.

Nonetheless, through (but not only through) cyber tech-
nology, the Chinese have been able to enforce “coordinat-
ed actions, messages, images, and other forms of signaling
or engagement intended to inform, influence, or persuade
selected audiences in support of national objectives
whereas the American narrative under the Trump ad-
ministration has been characterized by “information frat-
ricide”® The United States could lose the battle for hearts
and minds if it does not change its course. As American
environmental scientist Braden Allenby notes:

No great power stays great without its ex-

ceptionalism narrative, and the U.S. narrative

needs rebooting. Persistent problems such as

lack of economic mobility, smoldering racial

tensions, and intolerance of immigrants cannot

be ignored. A new U.S. exceptionalism, one

that fits a far more complex world and prepares

citizens for living and working in periods of un-

precedented technological and concomitant so-

cial and economic change, is required. In short,

if the Shining City on the Hill is to remain a

beacon, its unifying narrative must be revived.*'

Applying ancient strategists’ principles such as Sun
Tzu’s idea of “mastering the enemy without fighting’
China has well understood the potential of influencing
the cognitive processes through cyber power. This art of
influence, the interconnected nature of information, and
the characteristics of cyberspace blurred the lines between
war and peace with actions beyond normal peacetime
competition but short of all-out war and made the clear
distinctions between military and civilian almost impossi-
ble.”? This gray zone, where the tools employed will remain
short of high intensity, creates an interval in which strate-
gic narratives and other influence tactics play a key role.”?
These Chinese policies undermine the values, norms,

and standards defended by the West and, consequently,
the status and reputation of the United States.* If the
United States and its allies do not develop a counternar-
rative, they could lose their dominant position because
strategic narratives shape how order is conceived and
play a role in the production of order and how it is
maintained.® Being powerful without a convincing
narrative will not be very helpful in the long term, and
social networks are thus powerful instruments of influ-
ence. To build its counternarrative, the United States
needs to formulate clear objectives, to know the ecosys-
tem or environment (be it local, regional, or systemic),

64

September-October 2019 MILITARY REVIEW



CHINESE FOX

The United States, with its allies, will have to guarantee
an open internet and fight the tendency of cyber sov-
ereignty in China, Russia, and developing countries:
"The internet is the place where the great ideological
battles will be won and lost’

to identify and target key actors, to determine com-
munication relays to diffuse the message/arguments.
Furthermore, the United States, with its allies, will have
to guarantee an open internet and fight the tendency
of cyber sovereignty in China, Russia, and developing
countries: “The internet is the place where the great

ideological battles will be won and lost

Conclusion

To influence through propaganda, or in other words
fake news, is not new, but the digitalization has accel-
erated and facilitated the process. Furthermore, China
has raised barriers to external political and cultural
influence in its country, while foreign open democratic
systems have represented an opportunity for Beijing to
take advantage of. By weakening democracies, China
has made the Western model more fragile and less
attractive, presenting its authoritarian model as a possi-
ble, if not more attractive, alternative.

The United States has seemed to realize, with de-
lay, the influence strategy that China has been putting
into place for many years. For example, in March
2018, the Asia and Pacific Subcommittee of the
Foreign Affairs Committee dedicated a hearing titled
“Responses to China’s Foreign Influence Operations,’
in which they addressed several points including
cyber sovereignty and the fact that Chinese opera-
tions are covert and coercive as “they seek to distract,
manipulate, suppress, and interfere’®” Accordingly, it
is time for the United States to adopt a more holistic

approach toward cyber power. In a 1953 essay, phi-
losopher Isaiah Berlin differentiated hedgehogs from
foxes.®* The hedgehogs see the world through only
one lens, exactly how the U.S. military until recently
perceived “information operations as wartime ac-
tivities which are led at the operational level”* By
contrast, foxes have a more complex view of matters,
like China. In that respect, the Chinese developed a
more inclusive or integrative strategy toward cyber
power and “consider information counter-struggle as
something conducted during peacetime and a strate-
gic-level activity executed by the whole society””

In conclusion, while the expression of power in-
cludes coercion and threats, it is not limited to them.
Empowering followers is necessary to gain and main-
tain power and influence. In that sense, the lasting
power is also reliant on storytelling. And here lies the
problem: the United States has lost its narrative lead-
ership and its discursive power, even in the cyber and
social network domains. Countering the Chinese threat
to American hegemony requires a massive mobilization
of societal resources and their connectivity to support
and defend an inclusive grand strategy. Such effort,
lacking today, is essential to influence others” behavior.
As explained above, the United States’ traditional view
of military and economic capacities as the Nation’s
main strengths has been expanded to other compo-
nents. The lack of discursive and narrative power
impacts status recognition and, ultimately, American
leadership, and influence on the world stage. ®
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