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Russian New 
Generation Warfare
Deterring and Winning 
the Tactical Fight
James Derleth, PhD
In the twenty-first century we have seen a tendency toward 
blurring the lines between the states of war and peace. …

… The very “rules of war” have changed. The role of nonmil-
itary means of achieving political strategic goals has grown, 
and, in many cases, they have exceeded the power of force of 
weapons in their effectiveness. …

… Frontal engagements of large formations of forces at the 
strategic and operational levels are gradually becoming a thing 
of the past. …

… Asymmetrical actions have come into widespread use, 
enabling the nullification of an enemy´s advantages in armed 
conflict. Among such actions are the use of special opera-
tions forces and internal opposition to create a permanently 
operating front through the entire territory of the enemy state, 
as well as informational actions, devices, and means that are 
constantly being perfected. …

… The differences between strategic, operational, and tacti-
cal levels, as well as between offensive and defensive opera-
tions, are being erased.

—Gen. Valery Gerasimov, 
Chief of the Russian General Staff

The Russian view of deterrence is based on the 
integrated use of nonmilitary, conventional, and 
nuclear instruments.1 In contrast, the traditional 

Western conceptualization of deterrence is based on 
the deployment and employment of conventional 
and nuclear forces.2 A crucial difference is that Russia 
does not believe deterrence stops after the outbreak 
of conflict. It will continue to apply these instruments 
throughout all stages of a political-military crisis in an 
attempt to control escalation and ensure conditions 
favorable to Russia. Therefore, to foster deterrence and 
to prevail if deterrence fails, the United States must have 
the capability to counter instruments across all areas 
(nonmilitary, conventional, nuclear), at all levels (tac-
tical, operational, strategic), and throughout all phases 
of a conflict.3 Although the U.S. Army faces complex, 
dynamic, multi-domain challenges in the contemporary 
operational environment (OE), it has largely focused its 
education and training on deterring, and if necessary, 
defeating near-peer adversaries in large-scale combat 
operations (LSCO). As seen from Crimea to Georgia, 
the focus on higher-level conventional and nuclear forc-
es’ deterrence has allowed Russia to achieve its national 
objectives through a variety of nonlethal instruments.

Since employment of conventional and nuclear 
systems is already part of the Army’s education and 
training, it is important to note that nonlethal instru-
ments such as information warfare (IW) have not been 
integrated into education and training; however, they 
would significantly affect the ability of tactical forma-
tions to deter or win if conflict occurs.4 Traditionally, in 
U.S. military doctrine, information activities have been 
viewed in a supporting role by facilitating and enabling 
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combat operations. In contrast, Russia has always had a 
holistic and integrated approach to IW.5 The revolution 
in information technology has only strengthened this 
perspective. Russian military leaders believe that a con-
flict’s decisive battles are in the information domain and 
that information operations in the early phases are more 
decisive than later conventional warfare. IW, as the deci-
sive form of maneuver, targets an adversary’s vulnerabili-
ties and center of gravity, with lethal operations executed 
to produce an information effect rather than delivering 
a lethal effect.6 In this way, the roles of the two domains 
have been reversed. Rather than a supporting operation, 
information campaigns have become the supported 
operation.7 Consequently, information superiority is 

central to enhancing the utility of tools across all do-
mains in all phases of a conflict.8 Without it, it is impos-
sible to prevail in combat. IW can create or leverage local 
military and political support, discredit leadership, slow 
decision-making, nurture dissent, shape public opinion, 
foster or manipulate local sources of instability, and 
mobilize local populations against foreign forces; all of 
these minimize the likelihood of lethal engagements or 
improve their likelihood of success.9 In summary, IW 

A pro-Russian, anti-NATO demonstration on Victory in Europe 
(VE) Day 9 May 2019 in front of The Joseph Stalin Museum in Gori, 
Georgia. (Photo by author)

“I took this photo while on a mission to Georgia that coincided with the anniversary of VE Day. In Russian, I asked the 
pensioners if they spoke English. They didn’t. I then asked how they could make a sign in English if they didn’t speak English. 
They said ‘friends’ made the signs for them. For me, a very powerful image showing the pervasiveness of Russian informa-
tion warfare. What would our forces do if confronted by this group while supporting Georgia in a conflict against Russia?”

—James Derleth
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can be a prelude to armed conflict, a preparation of the 
battlefield preceding the deployment of forces, or an end 
in itself, through which Russia and other adversaries 
weaken superior U.S. forces without firing a shot.

Although Army doctrine notes that “in modern 
conflict, information has become as important as lethal 
action in determining the outcome of operations,” soldiers 
in tactical formations have a limited ability to understand 
or influence the information environment (IE).10 Notably, 
doctrine is based on the assumption that IW will only be 
executed at operational or strategic levels. This is ques-
tionable given the contemporary threat environment.11 

Since tactical formations will be significantly impacted 
by enemy IW regardless of the phase of the conflict, they 
must have the capability to understand and influence the 
IE. Without this capability, adversaries will continue to 
frame the conditions of future competition and conflict.

The Threat: A Vignette
A national election in Estonia saw a nationalist 

pro-Estonian party take control of the government.12 
Frustrated by the election outcome and lack of citizen-
ship, the ethnic Russian minority—20 percent of the 

population—demon-
strated against the 
government. The 
Russian government 
released statements of 
support; launched a co-
vert campaign to shape 
perceptions with more 
than two hundred thou-
sand Twitter accounts 
sending 3.6 million 
tweets using #protec-
tRussiansinEstonia; and 
initiated snap exercises 
by Russian ground, 
naval, and air forces in 
the region.

A week later, a 
group of demon-
strators gathered 
in the town square 
of Narva, a town in 
eastern Estonia on the 
border with Russia. 

Complaining their human rights had been violated, 
the demonstrators demanded autonomy for Narva, 
official status for the Russian language, and Estonian 
citizenship. When Estonian police moved in to break 
up the demonstration, they were confronted by an 
armed group of Russian-speaking, military-age men. 
Fearing the loss of innocent lives, the police left 
the area. At the same time, a group of armed dem-
onstrators attacked the Estonian border post with 
Russia, forcing it to be abandoned. A third group of 
demonstrators took over the local telecommunica-
tions center (cutting internet, radio, telephone, and 
television traffic to and from Narva), surrounded 
the police station, and stormed the town hall, forcing 
Mayor Tarmo Tammiste to resign. Georgi Zhukov, 
a spokesman for the demonstrators, declared the 
establishment of the Narva People’s Republic. He 
asked Russia for assistance “to ensure peace and 
public order against nationalists and fascists.” These 
actions were supported by a series of cyberattacks 
that overwhelmed the Estonian government, econo-
my, news, telecommunication, and military networks 
throughout the country. The cyberattacks crippled 
the government’s command-and-control capability 
as well as its ability to communicate with its pop-
ulation and allies. The cyberattacks included the 
release of videos that purportedly showed Estonian 
security forces massacring Estonian residents of 
Russian descent. These products proliferated across 
the internet via bots, stoking anti-Estonian and 
anti-U.S. opinion among Russian-sympathetic and 
nonaligned populations across Europe. The Estonian 
government declared the establishment of the Narva 
People’s Republic illegal and demanded the return of 
control to elected officials.

A week after the border post was abandoned, 
Estonian intelligence estimated that a few hundred 
people in military uniforms without insignia entered 
the region from Russia. In response, the Estonia govern-
ment called an emergency meeting of the North Atlantic 
Council (NAC) to invoke the collective defense provi-
sion (Article 5) of the North Atlantic Treaty. The NAC 
refused Estonia’s request due to a lack of clarity regarding 
the nationality of the armed group and origins of the 
cyberattacks. Despite the NAC’s refusal, the United 
States agreed to deploy the 2nd Cavalry Regiment (2CR) 
to Estonia. Its mission was to support the Estonian army, 
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local security forces, and the local government in achiev-
ing the following four objectives:
• 	 preserve Estonian territorial integrity,
• 	 support Estonian government legitimacy,
• 	 foster internal security, and
• 	 prevent the conflict from escalating.

As 2CR prepared to roll out of its garrison in Vilseck, 
Germany, several videos, purportedly showing the sexual 

assault of several underage German nationals by U.S. 
personnel, surfaced on social media. The videos appeared 
to implicate key leaders within the regiment, prompting 
German political authorities to call for an investigation. 
Local citizen protests erupted outside the gates of the 
2CR garrison, delaying the unit’s deployment.

During 2CR’s road march, there were electronic 
warfare attacks on its communication network that 
limited its soldiers’ abilities to communicate among 
themselves and with local security forces. Targeting U.S. 
and European antiwar groups, untraceable “patriotic” 
social media posted videos of ethnic Russians’ livestock 
and crops being damaged and the disruption of essential 
services (water, electricity, sewerage) in Narva. These 
messages shifted U.S. and European public opinion from 
opposing aggression to supporting citizenship and the use 
of Russian language for minority residents of Estonia.

Upon its arrival in Estonia, 2CR moved to its can-
tonment area in Jõhvi, fifty kilometers northwest from 
Narva. The day after 2CR arrived, an unidentified, 
unmanned aerial vehicle was spotted overflying the 
2CR base. Shortly afterward, soldiers’ cell phones were 
unable to access the local cellular network, and they 
began receiving text messages telling them to leave the 
area to prevent their “destruction.”

In summary, before 2CR reached its cantonment 
area, the enemy had executed multi-domain operations 
that established information dominance, created local 
and international opposition to its presence, limited its 
ability to communicate with the local government or 

its formations, fostered civil unrest, and controlled key 
infrastructure. Russia’s decisive operation of IW began 
as 2CR, with its limited IW capabilities, training, and 
education, arrived with its lethally focused formations. 
In other words, 2CR forfeited the initiative to Russia 
before the first Stryker rolled out of the gate. This sig-
nificantly limited the 2CR commander’s combat power 
and ability to execute his or her mission.

This is not a hypothetical threat! The relationship 
between contemporary warfare and IW can be clearly 
seen in the Russian takeover of Crimea in February 
2014. IW operations included engaging local people 
through interviews, “surveys,” referendum rallies, and 
pro-Russian gatherings; mass dissemination of post-
ers, brochures, leaflets, and text messages; severing 
fiber-optic cables; taking control of the Simferopol 
internet exchange point; disabling Ukrainian tele-
vision facilities and replacing them with Russian 
channels; electronic warfare attacks on Ukrainian 
military communications; defacement of Ukrainian 
and NATO websites; the release of telephone record-
ings and email correspondence between Ukrainian, 
European Union, and U.S. officials; the creation of fake 
websites in which Russia targeted Ukrainian military 
units using soldiers’ social media accounts; the use 
of real websites (Facebook, Twitter, Odnklassniki, 
Vkontakte) to spread panic and rumors; and distrib-
uted denial-of-service attacks that sent thousands 
of text messages and telephone calls to military and 
civilian leaders’ cell phones to prevent them from 
communicating and responding to Russian actions. 
This information dominance also ensured that only 
Russian-sourced information was available, resulting in 
a significant percentage of the population welcoming 
Russian troops. These actions, combined with nonle-
thal Spetsnaz reconnaissance and destabilization ac-
tions, broke the morale and combat effectiveness of the 
Ukrainian military, leading to the surrender of sixteen 

The roles of the two domains have been reversed [le-
thal operations versus information operations]. Rather 
than a supporting operation, information campaigns 
have become the supported operation. 

https://en.wikipedia.org/wiki/J%C3%B5hvi
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thousand soldiers.13 This was an excellent example of 
multi-domain operations extending across the entire 
information spectrum. Consequently, Russia was able 
to manipulate Ukrainian perceptions, prevent a mil-
itary response, influence its decision-making process, 
foster distrust in the government, and limit its strategic 
behavior while minimizing the use of lethal force.

Challenges
The Army has belatedly realized the next genera-

tion warfare challenge and is reorganizing Army Cyber 
Command to synchronize Army capabilities in order to 
“change how we conduct Information Warfare.”14 This 
will be accomplished by “integrating and employing 
Intelligence, Information Operations, Cyber, Electronic 
Warfare, and Space capabilities to provide Combatant 
Commanders with options to compete below the level 
of armed conflict.”15 While important goals, there are 
many challenges to implementing this guidance at 
the tactical level. Based on observations at the Joint 
Multinational Readiness Center ( JMRC) in Hohenfels, 
Germany, they include the lack of understanding of 
the IE; failure to integrate the IE into the operations 
process; inability to integrate force multipliers; inef-
fective civilian partner coordination; reluctance to 
acknowledge that physical actions have informational 
effects; and a lack of doctrine, education, and training 
that would allow formations to mitigate enemy actions 
in order to regain tactical and operational initiative.

Lack of understanding of the IE. While forma-
tions are adept at identifying lethal threats, they have a 
limited understanding of nonlethal ones that can have 
an even larger impact on maneuver. Future conflicts 
will occur in and among a connected population in a 
complex IE. Without improving situational awareness, 
combat power will be degraded. Although command-
ers need to understand and influence the IE, the staff 
section tasked with understanding the OE (intelligence) 
is focused on enemy groups and actions that could have 
lethal consequences. Consequently, the IE is neglect-
ed. Commanders do not establish priority intelligence 
requirements or use standard templates to understand 
the IE. They rationalize this by simplifying the bat-
tlespace and applying a narrow view of the worst-case 
scenario that has enemy forces overrunning their own 
formations. Unfortunately, modern conflict is not a 
simple “either/or.” Formations that do not understand 

the IE are “blind” as to how they are perceived by the 
population and how they are portrayed by the ene-
my. This blindness limits a formation’s ability to gain 
information about enemy forces and positions and to 
identify enemy supporters or special operations forces 
behind the space where ground troops operate. As an 
illustration, to protect its communications, a rotational 
unit (RTU) in a recent JMRC training exercise decided 
to use the Secret Internet Protocol Router Network 
(SIPRNet) as its primary communication medium. 
The result was that while the unit could communicate 
securely internally, because unclassified information 
systems had been neglected, the RTU had no under-
standing of the local environment. This lack of under-
standing resulted in local demonstrations that restrict-
ed the unit’s main supply routes, internally displaced 
people interfering with its maneuver, and forewent a 
wealth of actionable information gathered by internal-
ly displaced people as they fled from the enemy. This 
lack of visibility and understanding of the IE directly 
impacted the RTU’s combat power.

Failure to integrate the IE into the operations 
process. The goal of the operations process, as stated in 
Army Doctrine Publication 5-0, The Operations Process, 
is to understand, visualize, and describe the operational 
environment; make and articulate decisions; and direct, 
lead, and assess military operations.16 Observations 
from JMRC continue to show that tactical formations 
are unable to integrate an understanding of the IE 
into operations. This is the result of commanders not 
understanding the IE or viewing their actions only 
through a physical lens.17 This lack of understanding 
is compounded by a platform-centric, enemy weapon 
system/lethality-focused staff structure. For example, 
a staff can easily target an enemy tank formation but 
is challenged to target an enemy social media site that 
is instigating demonstrations on main supply routes. 
Consequently, formations cannot identify or support 
friendly information-related capabilities (IRC), identify 
and target enemy IRCs, or integrate this information 
into operations and plans. This is part of a larger insti-
tutional challenge, namely, that “victory” can only be 
won with lethal combat operations.

Inability to integrate force multipliers. U.S. 
Army doctrine emphasizes the commanders’ respon-
sibility for operating across all domains, including the 
IE. However, tactical formations lack many organic 
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information-related capabilities. When deployed, 
tactical formations are given force multipliers such 
as civil affairs (CA) and psychological operations 
(PSYOP) units. However, these and other force 
multipliers (public affairs officers [PAO], electron-
ic warfare officers [EWO], etc.) are often unable to 
influence the IE. There are several reasons for this 
situation, but two stand out:
1.	 Force multipliers do not work with tactical forma-

tions until an exercise or deployment. Since they 
are not organic to the staff and have had limited 
interaction with it, it is a challenge for them to in-
tegrate their knowledge of the OE knowledge into 
operations. This is partially the result of home-sta-
tion training areas and ranges not replicating 

the multifaceted, dynamic, IE found in modern 
conflicts. Typically, commanders create their own 
opposing forces that lack enemy information war-
fare capabilities. Thus, they do not understand how 
force multipliers can facilitate their operations. 
The consequence: units that live, eat, and breathe 
lethality at home are immersed into drastically 
different, realistic environments during exercises 
or deployments. However, they have no or limited 
training to win in them.

2.	 Force multipliers do not create products linked to 
the commander’s intent and operational goals. Too 
often, force multipliers’ products are linked to their 
narrow military operational specialty rather than 
to a commander’s end states.18 For example, the 

Russia’s “little green men” facilitating the annexation of the Ukrainian peninsula of Crimea in February 2014. Armed with modern Russian small 
arms and equipment, these personnel were a mix of Russian special forces and other elite Russian units who wore unmarked green uniforms. 
Russia initially claimed that the little green men were local Ukrainian patriotic militias sympathetic to Russia’s claims regarding Crimea. They seized 
and occupied the Simferopol Parliament and numerous Crimean military bases, and blockaded the Simferopol International Airport to prevent 
the arrival of Ukrainian government forces. Simultaneously, Russia engaged in a broad hybrid warfare global campaign using a wide variety of 
instruments including diplomacy, economic warfare, electronic warfare, cyberattacks, propaganda, and focused violence to achieve its objectives. 
Western countermeasures and responses have been largely ineffective against the Russian fait accompli. (Screenshot from Hromadske.tv)

http://www.hromadske.tv/society/u-moldovi-z---yavilisya----zeleni-cholovichki-----/
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civil affairs annex that should doctrinally “describe 
how civil affairs operations, in coordination with 
other military and civil organizations, supports the 
concept of operations described in the base plan or 
order” often simply lists aspects of the civil situation 
(areas, structures, capabilities, organizations, people, 
and events).19 Since commanders do not see these 
things tied to their intent, force multipliers are often 
assigned other duties such as guarding the tactical 
operations center or emplacing obstacles. A related 
challenge is the inability of force multipliers to break 
out of their “cylinders of excellence.” At JMRC, we 
often notice that because they define their missions 
narrowly, the IRCs (CA, PAO, PSYOP, etc.) do not 
synchronize their activities, limiting their effect. In 
contrast, the United Kingdom’s 77th Brigade com-
bines these capabilities in information, activity, and 
outreach teams that “support the military objectives 
of Commanders … using non-lethal engagement and 
legitimate non-military levers as a means to adapt 
behaviours of the opposing forces and adversaries.”20

Ineffective civilian partner coordination. Russian 
IW is focused on delegitimizing adversaries’ military 
and political structures. However, because of opera-
tional timelines, limited technical competence, and 
lack of legal authority, U.S. tactical formations are often 
unable to mitigate the effects of enemy IW. To mitigate 
these limitations, a whole-of-government approach is 
required. International organizations, nongovernmen-
tal organizations, local governments, media, and mar-
keting agencies can all support and/or execute tactical 
information activities. The failure of tactical formations 
to identify civilian partners (CP) and integrate their 
knowledge and expertise into operations limits their 
ability to maneuver and consolidate gains. Although 
there are numerous reasons for this situation, key 
factors include not identifying CP in the OE and not 
understanding CP capabilities and capacities.

Reluctance to acknowledge that IW impacts 
maneuver. There has been a dramatic shift in con-
temporary military operations as a result of globaliza-
tion, diffusion of military-related technologies, and 
an information revolution. Despite that, the current 
emphasis on LSCO has caused commanders to focus on 
the maneuver aspects of offensive and defensive opera-
tions. Even though the manipulation of information can 
create denial effects and is doctrinally a form of fires, 

commanders have not applied the necessary staff re-
sources and leadership emphasis to the cognitive aspect 
of operations.21 This lack of applied resources can have 
numerous consequences that limit the ability to conduct 
multi-domain operations. This includes allowing the en-
emy to set conditions, neutralizing military superiority, 
limiting the ability to employ force, and creating a nega-
tive public image for both friendly and enemy audiences.

Lack of counter-new generation warfare (NGW) 
education and training. Traditional and contemporary 
Army education and training is focused on major combat 
operations against the armed forces of a peer or near-peer 
state. Notwithstanding, despite the lack of success in 
Vietnam, Afghanistan, Iraq, Libya, Mindanao, Syria, and 
trans-Sahel, there is a continuing belief that if the Army 
can effectively execute LSCO, it can win any conflict. 
This belief has three significant flaws. First, as those con-
flicts showed, applying LSCO education and training in 
non-LSCO operations invariably forces widespread and 
costly adaptation, endangering mission success. Second 
is the common assumption that the next clash will be a 
great-power conventional conflict. As former Secretary 
of Defense James Mattis was fond of pointing out, the en-
emy also “gets a vote.” Aware their militaries cannot win a 
conventional battle against the United States, adversaries 
such as China, Iran, and Russia are heavily investing in 
asymmetrical resources to exploit American vulnera-
bilities. Third, the Army’s desire to focus on traditional 
threats does not change the reality that a host of nonstate 
actors continue to foster unrest throughout the world, 
undermining regional stability and threatening U.S. 
interests. Data shows that most armed conflicts today are 
internationalized civil or substate conflicts rather than 
conventional interstate wars.22

To win tomorrow’s conflicts, the Army must revise 
its education and training. Although some combat train-
ing centers have created and integrated a complex and 
dynamic IE into their exercises, too often it is ignored 
or its value is diminished so it does not “interfere with 
other training objectives.” Consequently, RTUs are not 
receiving a realistic training experience. A good rule of 
thumb for measuring progress would be assessing wheth-
er an RTU is expending equal or greater resources to IE 
operations as physical operations. While this would be a 
measure of performance rather than a measure of effect, 
it would at least force commanders to try and integrate 
IE operations into planning.23

https://nationalinterest.org/blog/buzz/great-power-war-how-russia-and-china-went-war-2020-46512
https://www.lawfareblog.com/enemy-gets-vote
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Another challenge is the lack of counter-NGW 
education to train leaders to defeat multi-domain oper-
ations like Russia’s annexation of Crimea. Other than a 
course created at JMRC, the author is unaware of any 
other U.S. or NATO course that trains tactical forma-
tions to defeat NGW tactics.

Understanding and Influencing the IE
While many of these challenges are the result of 

decisions and polices made at higher levels, tactical 
formations will have to deal with their ramifications. 
Consequently, what can they do to win in the con-
temporary information environment? There are many 
things that can be done, including home-station edu-
cation, force multiplier integration at the Leadership 
Training Program (LTP), predeployment IE analysis, 
modifying the task organization, integrating CP into 
staff processes, putting a senior leader in charge of 
integrating force multipliers and CP, and fostering 
commander involvement.

Home-station education. Realizing that RTUs lack 
counter-NGW warfare training, JMRC created a three-
day program of instruction and a mobile training team 

to deliver it at home station. Unfortunately, most RTUs 
decline the opportunity, which means they have limited or 
no experience understanding OE or defeating nonlethal 
threats before their deployments to training centers or to 
real-world missions. Formations that do not train for re-
alistic contingencies put themselves at a tremendous dis-
advantage. Similar to the situation during the Afghanistan 
and Iraq wars (when a counterinsurgency mobile training 
team was sent to every deploying brigade), a simple fix 
would mandate that every RTU take the counter-NGW 
or a regionally based variant course before going to a 
combat training center. This is especially important since 
NGW is based on a state of permanent conflict.

Sgt. Camille Coffey (left), Spc. Victorious Fuqua (center), and Spc. 
Mark Osterholt, all cyber operations specialists from the Expedi-
tionary Cyber Support Detachment, 782nd Military Intelligence 
Battalion (Cyber), conduct offensive cyber operations as part of 
the Cyber-Electromagnetic Activities Support to Corps and Below 
program 18 January 2018 during the 1st Stryker Brigade Combat 
Team, 4th Infantry Division, National Training Center Rotation 18-
03 at Fort Irwin, California. (Photo by Steven Stover, 780th Military 
Intelligence Brigade Public Affairs)
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Foster enabler integration at the Leadership 
Training Program. Since many of the force multipliers 
are reservists, they are often not included in rotational 
unit LTPs. Therefore, they do not start working with 
their supported unit until they are deployed. This 
makes it difficult for them to synchronize with brigade 
staffs and demonstrate their value to commanders 
focused on lethal threats. To mitigate this challenge, 
the 353rd Civil Affairs Command mandated that all 
of its formations (1) must take JMRC’s counter-NGW 
course before deployment to the Europe Command 
theater and (2) representatives from the deploying bat-
talion must attend rotational planning conferences and 
the LTP. This allows them to start working with their 
supported unit early and show their value to the team.

Predeployment information environment anal-
ysis. Just as units should identify enemy formations in 
their OE before they deploy, they should also identify 
enemy information operations that have been shaping 
the OE before they arrive. At a minimum, this analysis 
should include key allied and enemy IRCs, information 
on how the enemy is influencing OE, possible courses 
of action to negate enemy activities that could impact 
combat operations, and measures of effect that would 
show the success of counter-information operations.

Modifying the task organization. Since the IE 
is global and constantly evolving, understanding it is 

a more complex challenge than understanding the 
physical environment. Thus, more staff resources must 
be dedicated to understanding the IE. Focusing on the 
“effect” to be achieved (e.g., degrading enemy combat 
power, fostering freedom of maneuver, and prioritizing 
information-related priority intelligence requirements) 
will facilitate change. During an OE after action review, 
the RTU commander who used SIPRNet as his or her 
communication medium realized SIPRNet had numer-
ous unintended consequences that limited his or her 
combat power. To mitigate this problem, the command-
er created an “engagement cell” that included not only 
the usual suspects (PAO, CA, EWO, PSYOP) but also 
intelligence and operations. The engagement cell includ-
ed staff members to ensure the former’s information was 
included in planning and targeting. To foster integration 
and improve the ability to target nonlethal threats, the 
commander also had JMRC’s mobile training team 
deliver their counter-NGW course to the cell.

Students from Resident Elective Course A350, Decisive Action Tacti-
cal Application, plan large-scale combat operations in a class exercise 
14 May 2019 at the Command and General Staff College (CGSC) at 
Fort Leavenworth, Kansas. There is a continuing belief that if the Army 
can effectively execute large-scale combat operations, it can win any 
conflict. (Photo by M. Shane Perkins, CGSC instructor)
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Integrating civilian partners into staff processes. 
Because CP will already be operating in areas where a 
unit will deploy, they will have local contacts, exper-
tise, and capabilities to shape or counter-shape the IE. 
However, too often this opportunity is wasted because 
formations fail to identify CP and integrate them into 
operations. A simple way to mitigate this challenge is 
to ensure they are included in the staff processes. For 
example, doctrinally, there should be an Information 
Operations Working Group (IOWG) at brigade. 
Integration into the IOWG would allow CP to identify 
the enemy narrative and develop messaging to defeat it 
as well as to identify nonlethal targets for the targeting 
process. CP involvement in operations can also be fa-
cilitated through the existing fires architecture. When 
commanders want to deliver lethal effects, they sim-
ply tell their fires coordinator the effect they want to 
achieve. The well-established system then executes the 
task. If commanders provided the same guidance for 
nonlethal/information effects, and since brigades lack 
capability and capacity in the information space, the 
fires coordinator would have to use the CP and force 
multipliers to achieve the desired effect.

Putting a senior leader in charge of nonlethal 
activities. RTUs who have had the most success in 
multi-domain operations have tasked a senior leader—
usually the deputy brigade commander or brigade exec-
utive officer—to oversee the integration of information 
into operations. While other staff officers are doubtless 
capable, they lack the rank to integrate force multipliers 
and CP into brigade operations.

Involve commanders. The most important way to 
win the information war is to ensure commanders at all 
levels know that this battle is the “commanders’ business.” 
Leaders must understand how the IE can either facili-
tate—or limit—their ability to conduct the multi-domain 
operations required to achieve desired end states. A good 
place to start would be evaluating commanders not only 
on their gunnery scores but also on their ability to execute 
multi-domain operations in the contemporary OE.

Summary
The dichotomy of war and peace is no longer a useful 

construct for thinking about national security or tactical 
operations. We are in a state of competition and conflict 
that is continuous and dynamic. As a number of adver-
saries have demonstrated, they can achieve their national 
interests short of conflict with nonlethal operations cen-
tered around information warfare. Writing in the Russian 
journal Military Thought, I. Vorobyev and V. Kiselyov 
noted, “Information is now a type of weapon. It does not 
simply compliment fire strikes and maneuvers, it trans-
forms and unites them.” Thus, “information is becoming 
an armed struggle in its own right [emphasis in the origi-
nal].”24 To defeat multi-dimensional threats, U.S. tactical 
formations must be able to understand and influence the 
IE. Although the Army has belatedly started to realize 
the existence of the information competition/conflict 
continuum, it has focused its attention and resources in 
support of LSCO.25 However, the nature of emerging 
threats (e.g., precision long-range fires, multilayered air 
defense systems, drones, electronic warfare, cyberattacks, 
etc.) suggests that future military operations will be con-
ducted by tactical units. That is why in contrast to U.S. 
policy, Russia has been modifying its force structure away 
from divisions to lower-level (brigade and battalion) for-
mations. Russia believes that success in the contemporary 
operating environment requires lower-level formations 
to have a degree of autonomy and capability to perform a 
variety of missions as the factors noted above will severely 
limit the ability of higher echelons to support them. This 
includes “psychological warfare and information con-
frontation sub-units.”26 Until the Army recognizes that 
the information space is not only a domain of conflict but 
also the center of gravity, we will face two stark alter-
natives: tolerate nonconventional challenges or escalate 
them to armed conflict. This leaves the United States at 
a tremendous disadvantage against adversaries who have 
weaponized information to influence and shape inter-
actions across domains in support of integrated tactical 
combined arms maneuver.   
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