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It’s not just a Hong Kong problem. It’s an international prob-

lem. Today Hong Kong, tomorrow Japan. That's why I come

all the way from Japan to support the protest today.
—Sakura, Hong Kong protester from Japan

arrative, oppression, and resistance are time-
‘ \ ‘ less aspects of adversarial competition. On

15 March 20109, all three were on display as
Hong Kong, a special administrative region of China,
became a frontline battleground of the twenty-first-cen-
tury competition between democratic and authoritarian
systems. Members of a pro-democracy group stormed
the Hong Kong Central Government Complex as
guards rushed to lock the doors in a futile effort to stop
them. It was too late—the first of the Fugitive Offenders
Bill protests had officially begun.

The 2019-2020 Hong Kong protests indicate that
competition is more about ideas and less about lethal
hardware. Modern warfare is embroiled in a war of
words and a battle to influence not only internal or
regional communities but also global communities.

The Army has a critical role to play in this information
environment. There are lessons from Hong Kong the
Army must apply that concern controlling the narrative

to influence multiple audiences, such as exploiting
information communication technology and leveraging
proxies and partners, with special attention to nonvio-
lent resistance against authoritarianism (see table 1, page
26). The U.S. Army Training and Doctrine Command’s
Exploitation of Strategic Conditions in 2035 study serves as
an analytical framework, highlighting these elements as
critical to achieving advantage over an adversary.

Moreover, narrative and influence are essential
elements of irregular warfare. The United States is not
shifting away from irregular warfare to great-power
competition; irregular warfare is a constant and serves as
a principal way to compete.' Hong Kong reminds us why
it is essential to think broadly about Army contributions
across the entire competition continuum, especially using
irregular warfare below the level of armed conflict to gain
advantage in indirect competition.?

The Specter of Black Swans
and Gray Rhinos

China’s biggest threat to stability is internal dissension.
The Hong Kong protests not only confirm its worries but
also offer insight into ways to impose political and finan-
cial costs on China. Chinese Communist Party (CCP)
leadership has devoted vast resources since 2012 to
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A protester holds up the Hong Kong flag 21 June 2019 outside of the police headquarters in Hong Kong. Thousands of protesters converged
to demand the resignation of the city's pro-Beijing leader and the release of demonstrators arrested during the territory’s worst political crisis in
decades. (Photo by Philip Fong, Agence France-Presse)

prevent threats from the “five new black categories” that
include “human rights attorneys, underground churches,
dissidents, leading commentators on the Internet, and
members of disadvantaged sectors in society.

In 2019, CCP General Secretary Xi Jinping empha-
sized the need to “keep our highest alert about ‘black
swan’ [i.e,, unforeseen] incidents and take steps to prevent
gray rhino’ [i.e, known risks that are ignored] incidents’
Such events include the nonviolent, pro-democracy color
revolutions of the mid-2000s in former Soviet states and
the Arab Spring in the early 2010s.° China’s 2019 National
Defense in the New Era paper specifically highlighted the
acute threat of separatism, like in Taiwan, Tibet, and
Xinjiang.® Protesters and CCP leadership alike under-
stand that the competition between democracy and
authoritarianism is not just a Hong Kong problem.

The protests resulted from the Hong Kong govern-
ment introducing the Fugitive Offenders Amendment

Bill. Ostensibly intended to “plug loopholes” to prevent
the city from becoming a criminal safe haven, the bill
would subject activists and journalists to detention,
unfair trials, and torture under Chinese laws by cir-
cumventing the “one country, two systems” construct.”
In reaction, the protesters issued five key demands:
rescind the bill, resignation of Chief Executive Carrie
Lam, investigate police brutality, release all arrest-

ed protesters, and implement greater democratic
reforms.® These underlying ideas of criminality and
oppression would find fertile ground in conditions
afforded by the strategic environment.

Exploitation of
the Strategic Conditions

The U.S. Army Training and Doctrine Command
(TRADOC) G-2 published a study in 2019 titled
Competition in 2035: Anticipating Chinese Exploitation
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of Operational Environments. A
supporting effort for this study, and

Table 1. Lessons from the Hong Kong Resistance

subsequent studies on great-power
competition, was Exploitation of

Lessons for the U.S. Army

Strategic Conditions in 2035. This
document concludes that a per- Quickly gain control over
the narrative to influence

sistent state of competition will ' _
multiple audiences

characterize the future strategic

Rapidly exploit existing
and emerging information
communication capabilities

Prepare to support nonviolent
resistance partners

environment where global com-
petitors seek to exploit twenty-four
conditions to gain advantage.” Hong

Achieve tighter integration across multi-domain formations in the information environment

Kong suffers from several of these
conditions, but the three most
significant conditions center on the
information environment: competing narratives, infor-
mation communication technology ubiquity, and the use
of proxies (see figure 1, page 27).

Condition 1: Competing narratives. The TRADOC
study defines “competing narratives” as the “explanation or
interpretations of events/ideas originating from a particu-
lar perspective and presented to a target audience in order
to gain influence”™ From the outset, both Beijing and the
protesters sought to exploit the factionalization of society
in Hong Kong to advance their respective narratives.

Narrative is an enduring element of adversarial
competition, apparent from the American Revolution
through today. Social
Lt. Col. Andrew M.
Johnson, U.S. Army,

movement theory
characterizes this com-
petition in the infor- retired, is a senior
mation environment as research analyst for the
“framing”—the process U.S. Army Training and
of constructing shared Doctrine Command G-2's
Clobal Cultural Knowledge

Network. He has authored

meaning from an event to

(Table by authors)

inspire collective action." The murder of Jane McCrae
by Native Americans allied with the British served
this role in the American Revolution by convinc-

ing Loyalists to join the rebellion.”” The Arab Spring
recently illustrated this phenomenon, as the self-im-
molation of Tunisia's Mohammed Bouazizi catalyzed
revolutions across the Middle East in 2011."

In Hong Kong, the two factions competing for
influence were China and the pro-democracy pro-
testers. China uses the Hong Kong government as its
proxy—not in a traditional military sense but rather
as an arm of the CCP."* Both groups were trying to
advance their narratives to gain a favorable outcome
from multiple audienc-
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China used its state media to control the narrative
by spreading disinformation. This involved claiming
that foreign governments like the United States, as well
as what Beijing labeled “criminal Hong Kong thugs,’
incited the protests.'® State media targeting the young-
er Chinese population broadcasted a video of alleged
protesters with U.S. military equipment combating
police to reinforce this narrative. Additionally, Chinese
state media, amplified by pro-Beijing bloggers using the
official Twitter-like

BATTLE FOR HONG KONG

China’s messaging on mainstream Chinese social media
sites, China censored the protesters immediately. The
ability for actors to quickly disseminate their narratives
to the intended audiences and sustain them is very much
dependent on the next condition.

Condition 2: Information communication technol-
ogy ubiquity. The next condition from the TRADOC
study is “information communication technology
ubiquity; defined as “near universal access to information

and communica-

Weibo platform, . i ) ) tion around the
(ompetmg Explanations or interpretations g

sought to control narratives of events/ideas originating from globe® Platforms
the narrative by a particular perspective and like Facebook,
spreading messag- presented toatarget audience in Instagram, Twitter,

o, order to gain influence :
es like “Shame for Reddit, YouTube,
Hong Kong” and “I Telegram, TikTok,
support the Hong and LTHKG are just
Kong.pohce, yO}lyl Information Near universal access o a few examples. The
can hit me nowfol- ok oion information and communication Hong Kong pro-
lowing the harass- technology around the globe tests demonstrated
ment of a People’s ubiquity that the use of near
Daily reporter by universal communi-
protesters.'® cation technology to

In opposition, advance competing
the protesters’ Use of Wid P esh narratives is the

. se 0 ldespread use of surrogates by

narratlffe centered proxies both state and nonstate actors o new n().rmal, atrend
on the idea that the further their interests indirectly extending back to
Fugitive Offenders and with reduced direct risk the 2011 Egyptian
Amendment Bill Tahrir Square
put Hong Kong’s (Figure modified by authors; original version from U.S. Army Training and Doctrine Command, protests.19
citizens at the Exploitation of Strategic Conditions in 2035) China used me-
mercy of Beijing. . . . diums like Twitter
To support this Figure 1. Strategic Conditions to shape the narra-

claim, the protesters
tried to capitalize
on any opportunity
showing how China was behind the violent response

by security forces. The opportunity presented itself in
August 2019 when images began to circulate of a young
woman lying on the ground, shot in the eye by police
with a beanbag. The protesters used the incident as a
symbol to frame the increasingly brutal tactics against
innocent Hong Kong citizens."”

As both groups competed to advance their narratives,
the protesters struggled to reach certain audiences due to
the sheer volume of China’s counternarrative resources.
For example, when the protesters attempted to refute

Pervasive in Hong Kong

tive under the guise
of third parties.
Some accounts
compared protesters to terrorists, while state-con-
trolled and state-funded media outlets bought adver-
tisements on Facebook and Twitter to negatively por-
tray the protests. Twitter reported that it uncovered
more than nine hundred accounts originating from
China that were “deliberately and specifically attempt-
ing to sow political discord in Hong Kong"*°

The protesters used social media to organize and
assemble large-scale demonstrations. According to
King-wa Fu of the Journalism and Media Studies Centre
at Hong Kong University, platforms like LIHKG have
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A woman holds a drawing depicting an injured protester 12 August 2019 in Hong Kong. The artwork was in response to a weekend of violence
in which a woman was shot in the eye with a projectile during confrontations between protesters and police. The antigovernment protesters
occupied the Hong Kong International Airport and forced the cancellation of all flights. (Photo by SOPA Images Limited via Alamy Stock Photo)

enabled smaller groups to “initiate new agendas, cam-
paign ideas, and strategies””! Additionally, Instagram
served as a platform for protesters to share “visual-
ly-compelling campaign posters, slogans, as well as
image/video evidence of police violence, which differed
from previous protests in Hong Kong.*

Another aspect of communication technology
ubiquity is the ability for protest movements to remain
leaderless and succeed without a figurehead. In the 2014
Hong Kong Umbrella Movement, the student leader
Joshua Wong became a target for the authorities and
was jailed on numerous occasions.” In contrast, the
2019-2020 Hong Kong protests did not have an indi-
vidual or organization claim leadership. This was an at-
tempt to remain largely anonymous to avoid arrest and
violent repression by authorities. When comparing the
repercussions to clearly identifiable 2014 protest leaders
like Wong, the 2019-2020 movement has appeared to

be effective at reducing risk through information com-
munication technology ubiquity.

Condition 3: The use of proxies. The third strategic
condition is the use of proxies, defined as the “wide-
spread use of surrogates by both state and non-state
actors to further their interests indirectly and with
reduced direct risk”** The most obvious use of a proxy
in the 2019-2020 Hong Kong protests was by China.
Hong Kong also highlighted a missed opportunity for
the United States to support the protesters as a resis-
tance partner to counter Chinese influence.

While Hong Konyg is officially a Chinese “special ad-
ministrative region,” the CCP exercises control through
the Hong Kong government to enforce its policies.

This allowed China to separate itself from perceived
direct involvement and provided a way to counter the
protesters’ key narrative of Chinese responsibility.*
“Delegating” security functions to third parties in an
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effort to avoid prohibitive intervention is a defining
characteristic of proxy warfare.”

The protesters’ narrative and communication
ability resulted in tangible success toward degrading
China’s proxy. In November 2019, pro-Beijing political
parties suffered a staggering defeat in the Hong Kong
district council elections. Democratic candidates won
87 percent of the council seats, up from less than a
third.” This loss caused China to reevaluate how it
continues to use its proxy after clear public support for
the pro-democracy movement.

American involvement took the form of limit-
ed legal action, and it did not materialize until eight
months after protests began. Congress passed the Hong
Kong Human Rights and Democracy Act in November
2019, authorizing sanctions on
Hong Kong and Chinese officials
for human rights abuses.” This
contrasted with assistance to
democracy activists involved in
the color revolutions in Georgia
and Ukraine in the early 2000s.”
Understanding China’s use
of proxies is important, but a
broader examination of the
Army’s potential role in support-
ing nonviolent “resistance part-
ners” deserves special attention.*

Violent or Nonviolent?
Options to Oppress
and Resist

Why did China not just use

BATTLE FOR HONG KONG

choice. Important for the Army is understanding the
role of nonviolent resistance, not just in the context

of Hong Kong but for broader application to competi-
tion. Of note, nonviolent resistance is nearly twice as
effective as its violent counterpart.’ Moreover, perhaps
counterintuitively, the Army has a critical role in pro-
viding support to nonviolent resistance partners.”” The
Army must understand how to navigate violence and
nonviolence in planning for such support.

Both violence and nonviolence often appear in resis-
tance campaigns. Social movement scholars discuss this
in the context of “radical flank effects” (see figure 2, page
30). A positive flank effect occurs when a radical group
with extreme goals increases the leverage of moderate
elements by making its demands appear more reasonable.

(3 comment

& Share

its massive military to crush the
protest movement quickly? The
protests would have ended with-
in days like the 1989 Tiananmen

A screenshot of a Facebook account associated with the Chinese government that posted memes
comparing protesters to terrorists. The translation of an 8 August 2019 post says, “Protesters. ISIS
fighters. What's the difference?!” China used social media to deliberately sow political discord in
Hong Kong. This was one of many accounts that Facebook removed after it deemed the page “co-
ordinated inauthentic behavior." (Screenshot courtesy of Facebook)

Square protests. The answer:
because of the audience. Not
only are actors in direct competition with each other,
but they also compete to gain cooperation from multi-
ple audiences. The choice to employ violence, by both
the state and the resistance movement, is a function of
how to best achieve a position of advantage over one
another vis-a-vis the relevant audiences.

China cannot afford a bloody repeat of Tiananmen
as it attempts to promote itself as the global partner of

On the contrary, radicals may create a negative flank effect
that undermines moderates by discrediting the entire
movement.* Furthermore, radical flanks may manifest as
either intra- or extramovement violent challenges.*

Early observers thought radical flanks resulted in
increased state acquiescence to policy change once
deemed far too radical by legitimating the bargain-
ing position of moderates or pushing them to adopt
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Fully nonviolent Primarily nonviolent Mixed Guerrilla tactics Armed insurgency
Extramovement violent flank
Intramovement violent flank
Nonviolent resistance Violent resistance
(Figure by authors)

Figure 2. Resistance Spectrum with Violent Flanks

more extreme positions.* However, recent studies are
more ambiguous, concluding that violent flanks do not
positively impact nonviolent campaign success rates.
In certain cases such as the antiapartheid challenge in
South Africa from 1983 to 1994, positive flank effects
contributed to successful resistance outcomes.’”

So what does this mean for the Army? Soldiers
may play a crucial role in supporting resistance part-
ners through capacity building (technical and financial
assistance) and by connecting (facilitating planning,
communication, and linkages across indigenous activist
networks and transnational actors).*® However, the Army
must contend with two choices when supporting such
resistance partners: (1) rejecting the use of violence or
(2) deliberately planning for the use of violence. For the
latter, this is a parallel effort to capitalize on a flank effect
(or a contingency when nonviolence fails). These aspects
have significant implications for planning.

Rejecting Violence

Violence may be a contaminant to nonviolent resis-
tance campaigns, as it offers the government a convenient
reason to brutally retaliate under the guise of security. If
the Hong Kong protesters decided to escalate to organized
violence, the democratic outcome would have been less
favorable. Practitioners accordingly stress strict nonviolent
discipline to reduce the barriers to entry that prevent mass
mobilization, as well as to capitalize on “political jiu-jitsu”—
the backfire that occurs when the regime attacks peaceful
protesters and sparks more popular mobilization.*

Both nonviolent discipline and backfire are key factors
contributing to the success of nonviolent campaigns.*
But what happens when armed opposition emerges from
within or external to the movement or in the form of re-
gime-sponsored “agents provocateurs” seeking to escalate
violent retaliatory responses, as seen in Syria in 2011?*
The Army presumably has three options: (1) prevent vio-
lence, (2) marginalize the radicals employing violence, or
(3) terminate support to the resistance partner altogether
(see table 2, page 31; and figure 3, page 32).

Prevention. The Army may be able to pressure a
resistance partner to maintain nonviolent discipline via
the mechanisms of capacity building and connecting
discussed earlier. However, divergent goals are diffi-
cult to mitigate in the absence of sufficient influence
over the movement.” This may be troublesome if U.S.
policy rejects violence, but an intramovement radical
flank decides to transition to violence. The Army must
understand that the resistance partner maintains its
own agency, and the United States is only in a position to
support, not control the outcome.

Marginalization. Maintaining clear separation from
the armed movement may allow the core nonviolent
movement to mitigate the negative effects of violent
flanks. Returning to the importance of narrative, the chal-
lenge becomes how to signal that differentiation to the
appropriate internal and external audiences.* One factor
is the movement’s ability to maximize the “signal-to-noise
ratio” by cutting through regime efforts to suppress the
movement’s voice via censorship and disinformation.*
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An example from Hong Kong was China’s attempt to
portray the protesters as violent agitators using mili-
tary equipment. In such a situation, the Army may be
uniquely suited to provide the technological support and
information dissemination capacity to tip the balance in
favor of the nonviolent movement.

Termination. Finally, the Army may cease support
when a resistance partner engages in unacceptable levels
of violence. Terminating support may mitigate the escala-
tory dynamics with an adversary inherent in support to a
violent insurgency, but it may also damage U.S. credibility
if it is perceived to have abandoned its partner.*

Planning for
Violence

Nonviolent campaigns
ideally offer asymmetrical
strengths over those em-

Table 2. Options for Support to
Resistance Partners in Nonviolent,
Violent, or Hybrid Campaigns

BATTLE FOR HONG KONG

is most effective. Traditional insurgencies adopting
the Maoist approach focus on rural guerrilla warfare.
Replacing the regime requires time, which is acquired
by capitalizing on space—opening the struggle in areas
where the regime is weakest. This is typically in the coun-
tryside where many states lack security capacity.””
While Hong Kong does not fit this situation,
the Philippines’ “people power” movement is a good
example. Prior to the ousting of Ferdinand Marcos in
1986 by the nonviolent EDSA (Epifanio de los Santos
Avenue), violent leftist and Islamist insurgents operat-
ing in the north and south drew large concentrations of
military forces to the periphery, relieving pressure from
EDSA in Metro Manila.®
The psychology of
violence may also play
an important role in
mobilization. In South

ploying violence. Reality,

however, demonstrates this Reject violence

Africa, the nonviolent

Plan for violence antiapartheid struggle

benefited from the culture

may not be feasible in prac-
tice. If the United States
seeks to secure its interests Prevent violence

by supporting resistance

Parallel—Nonviolent movement
with inframovement violent flank

of resistance created by
the violence of the African
National Congress.

partners, it must plan

for all contingencies (see
figure 4, page 33). This may Marginalize violence
manifest as parallel efforts

(supporting simultaneous

Parallel—Nonviolent movement
with extramovement violent flank

The African National
Congress’s “armed propa-
ganda” contributed to the
“diffusion of oppositional
consciousness” throughout

violent and nonviolent
wings to capitalize on Terminate support

potential positive flank ef-

Sequential—Transition to fully
violent movement

the broader nonviolent
movement.* This dynamic
is a product of framing

fects) or sequential efforts
(planning for violence in
case the population perceives nonviolence as a failure).
Parallel violence. Simultaneously supporting violent
and nonviolent wings may be risky. The Army can do
this by coordinating activities between an intramove-
ment flank element and the core nonviolent component
or by enabling an external armed insurgency without
the knowledge or consent of the nonviolent movement.
While violence may be statistically associated with lower
levels of popular participation in resistance activities, it
may still contribute to success under certain conditions
by capitalizing on spatial and psychological dynamics.
Violence on the periphery may draw regime resources
away from urban centers where nonviolent resistance

(Table byauthorsy ~ Processes discussed earlier
strategic efforts to create
powerful narratives that facilitate collective action. The
symbolic use of violence can function here as a motiva-
tional frame, which may be especially effective in societ-
ies with collective memories of historic rebellion.*
Sequential violence. What happens when nonviolent
action fails or a critical mass of people believes it is not
working? Nonviolent campaigns typically succeed or fail
within three years, compared to nine years for violent
insurgency.** Despite statistics, some may view violence
as a way to achieve results more quickly, particularly if
the target regime is brutally repressing the opposition and
demands to “do something” to reach a climax. Discussing
factional strife in movements, James DeNardo finds that
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Fully nonviolent Primarily nonviolent

Nonviolent resistance

Mixed

Guerrilla tactics Armed insurgency

Notional U.S. political threshold
1
|

Violent resistance

ik Prevent violence—Recover nonviolent discipline

i f i Marginalize violence—NMaintain clear separation from intra/extramovement flanks

i f i Terminate support—~Cease support when movement engages in unacceptable violence

(Figure by authors)

Figure 3. Rejecting Violence

the tendency to abandon nonviolent approaches and
utilize violence arises from “political impatience’> When
this tide shifts, the Army reaches a decision point to
either terminate support or transition efforts to enabling
a traditional insurgency to achieve U.S. objectives.

Lessons for the U.S. Army

The most significant lesson from the Hong Kong
resistance is to gain as much control over the narra-
tive as quickly as possible. Whether state or nonstate
actors, adversaries will attempt to control the narra-
tive from the start to influence multiple audiences.
These audiences include not only state actors but also
empowered individuals and groups.

The Army cannot afford to misunderstand the
nuances of what messages resonate with various
audiences. Cooperation of these stakeholders has a
significant impact on an actor’s ability to achieve a po-
sition of advantage. If the Army does not anticipate,
identify, and shape the narrative for a potential crisis
or conflict before it occurs, it will quickly find itself
disadvantaged. The Army must have the capability,
capacity, and authority necessary to initiate narrative
action, reaction, and counteraction.

Second, adversaries and resistance partners will uti-
lize multiple forms of communication technology and
internet platforms to communicate internally amongst
themselves as well as externally to advance their
narratives and flood the environment with disinforma-
tion to distort competing narratives. Communication
technology and online platforms will constantly evolve,
requiring the Army to understand and exploit existing
and emerging capabilities rapidly.

Third, the Army must be prepared to support non-
violent resistance partners within an integrated U.S.
government competition campaign. This requires the
Army to understand who the potential partners are,
to build their capability and capacity, and to develop
the long-term relationships necessary for trust. It is
equally important for the Army to realize an adversary
will attempt to do the same. Therefore, the Army must
understand how to leverage the appropriate interagen-
cy entities, partner nations, and international organiza-
tions to counter an adversary’s use of proxies.

Finally, the Army must achieve tighter integration
across its multi-domain formations now in support
of the geographic combatant commands—specifically
the multi-domain task forces and 1st Special Forces
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Nonviolent resistance

Violent resistance

% Parallel—Coordinate core nonviolent movement with intramovement violent flank
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(Figure by authors)

Figure 4. Planning for Violence

Command (Airborne)’s Information Warfare Center.”

Defeating adversary systems that deny cognitive access
requires full convergence of information-related capa-
bilities across the electromagnetic spectrum and in the
virtual environment to dominate the narrative.

Exploiting Narrative and Resistance:
Not Just a Hong Kong Solution
Conditions in Hong Kong suggest that the infor-
mation environment is today’s new battleground.
Factionalized societies, weaponization of informa-
tion, and oppressive authoritarian regimes create
ripe opportunities for exploitation by adversaries
and partners alike. The competition between dem-
ocratic and authoritarian systems is not just a Hong
Kong problem but permeates other arenas—like

Tibet and Xinjiang, where the CCP faces internal
threats to its control.>

Competing narratives are the weapons of choice in
this war. They can deploy armies of information at quick-
er speeds and at cheaper costs. The U.S. Army must hone
its capabilities to exploit information communication
technology rapidly and support nontraditional partners
to compete and win. Using irregular warfare in this way
expands military options for decision-makers to extend
U.S. influence in ways that lethal weaponry cannot. ®

The views expressed in this article are those of the authors
and do not necessarily reflect the official policy or position
of the US. Special Operations Command, the U.S. Army
Training and Doctrine Command, the Department of the
Army, the Department of Defense, or the U.S. government.
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